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nRF54L15, nRF54L10, and nRF54L05

Wireless SoCs

NRF54L15, nRF54L10, and nRF54L05 are a part of the nRF54L Series. All wireless
System-on-Chip (SoC) options in the series integrate an ultra-low power,
multiprotocol 2.4 GHz radio with MCU (Microcontroller Unit) functionality featuring a
128 MHz Arm® Cortex®-M33 processor. nRF54L15, nRF54L10, and nRF54L05 make
up a flexible set of SoCs enabling multiple product categories with an extended
peripheral set and scalable memory configurations.

Nordic Semiconductor’s proprietary technologies, such as low-leakage RAM and
advanced multiprotocol radio design, enable ultra-low power consumption, reducing
battery size or increasing lifetime.

Designed with versatility in mind, the nRF54L Series SoCs are suited to enable a
broad range of applications. The multiprotocol 2.4 GHz radio supports Bluetooth® LE
with optional features including Channel Sounding, introduced in Bluetooth® Core
6.0, as well as 802.15.4-2020 for standards such as Thread®, Matter, and Zigbee®,
and a proprietary 2.4 GHz mode supporting up to 4 Mbps for higher throughput. The
devices integrate peripherals expected in a wireless microcontroller, enabling many
products to be implemented with a single chip. An integrated RISC-V coprocessor
further reduces the need for external ICs.

NRF54L15, nRF54L10, and nRF54L05 are available in a range of memory and package
configurations, including pin-to-pin compatible QFN packages, enabling cost-
optimized and flexible design across different application requirements.

Key features

128 MHz Arm® Cortex®-M33 processor

Scalable memory configurations from 500
KB up to 1524 KB NVM and 96 KB up to
256 KB RAM

Multiprotocol 2.4 GHz radio supporting
Bluetooth® LE, 802.15.4-2020, and 2.4 GHz
proprietary modes (up to 4 Mbps)

Five serial interfaces (SPI/TWI/UART)
including high-speed support

Extended set of interfaces, peripherals,
and timers including Global RTC available
in System OFF, 14-bit ADC, I%S, PDM, NFC,
PWM, and QDEC

128 MHz RISC-V coprocessor

Advanced security including TrustZone®
isolation, tamper detection, and
cryptographic engine with side-channel
leakage protection

Ultra-compact CSP and QFN packages

Power consumption highlights

OBluetooti 3% matter THREAD @@ zigbee R

NRF54L15 | nRF54L10 | nRF54L05

Active with radio

Power mode

Current @ 3.0V

Arm® Radio

Bluetooth® LE

®_
SO IEEE 802.15.4-2020

128 MHz

2.4 GHz proprietary

Active with processing

CPU CoreMark® from RRAM with cache

Bluetooth® LE TX 1 Mbps at 0 dBm 4.8 mA
Bluetooth® LE TX 1 Mbps at +4 dBm 6.6 mMA
Bluetooth® LE TX 1 Mbps at +8 dBm 9.8 mA
Bluetooth® LE RX 1 Mbps 3.4 mA

RRAM RISC-ngo“ﬁLozcessor Sleep
Non-volatile System ON IDLE with GRTC (XOSC) and 256 KB RAM 2.9 pA
HICHIOLY System ON IDLE with GRTC (XOSC) and 192 KB RAM 2.6 UA
Peripherals System ON IDLE with GRTC (XOSC) and 96 KB RAM 1.7 A
System OFF with GRTC wakeup 0.9 uA
System OFF 0.7 uA

nRF54L15

Product variants

Part number

1524 KB

nRF54L10

1012 KB

nRF54L05

500
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Feature overview

Radio
®
*  Bluetooth LE

. LE 2M, LE 1M, LE Coded
e Channel Sounding

e |EEE 802.15.4-2020 — 250 kbps

. Enables Matter, Thread®, Zigbee®
. 2.4 GHz proprietary GFSK

e 4 Mbps, 2 Mbps, 1 Mbps
*  Single-ended antenna output

(on-chip balun)
e 128-bit AES/ECB/CCM/AAR coprocessor

e  Configurable TX power with 1 dBm step size

from -10 dBm to maximum
Processor
® ®
. 128MHz Arm Cortex -M33 CPU

o FPU, DSP, MPU, TrustZone

e Debug—SWD, ETM, ITM, DWT, CTI, TPIU
Memory

e 500 KB to 1524 KB NVM (RRAM)

¢ 96 KBto 256 KB RAM
Coprocessor/SoftPeripherals

e 128 MHz RISC-V coprocessor (VPR)

. sQSPI available as SoftPeripheral for VPR; see

the software documentation for details

4503_018 v1.0

Peripherals

Five fully featured serial interfaces with
EasyDMA, supporting IZC, SPI controller/
peripheral, and UART

. One HS-SPI up to 32 MHz, four SPl up to 8
.

MHz (SPIM, SPIS)

e Four TWI up to 400 kHz and I°C

compatible (TWIM, TWIS)
e One HS-UART up to 4 Mbps, four UART up
to 1 Mbps (UARTE)

SAADC with eight programmable gain channels

e 14-bit at 31.25 ksps

e 12-bit at 250 ksps

e 10-bit at up to 2 Msps

Global RTC can run in System OFF mode and
implement a shared system timer (GRTC)
NFC-A listening device (NFCT)

Pulse density modulation interface (PDM)

IS two-channel Inter-IC sound interface

Three pulse width modulator (PWM) four-
channel units with autonomous waveform
generation (PWM)

Two quadrature decoders (QDEC)

Two individual watchdog timers for secure and
non-secure context (WDT)

Seven 32-bit timers with counter mode (TIMER)
Temperature sensor (TEMP)

Comparator and low-power comparator with
wake-up from System OFF mode (COMP,
LPCOMP)

GPIO

. Up to 35 GPIO pins

e 64 MHz and 8 MHz ports

Power supply and clock

Single-inductor DC/DC converter

e  Single 32 MHz crystal operation

e  Optional 32.768 kHz crystal

Security

. Arm TrustZone, Root of Trust, secure boot,

secure storage

. Security components — Cryptographic engine

(CRACEN), Key management (KMU)

e Physical protection — Tamper detectors

(TAMPC, GLITCHDET), Side-channel protection
Key specifications

e Maximum TX power (CSP/QFN) — 8 dBm/7 dBm

e  RXsensitivity for 1 Mbps Bluetooth LE —-96
dBm

e RXsensitivity for IEEE 802.15.4 —-102 dBm

e EEMBC CoreMark® executing from non-volatile
memory — 503 CoreMark, 3.93 CoreMark/MHz

e  Supply and GPIO voltage—1.7Vto 3.6 V

Operating temperature —-40°C to +105°C
Packages for all variants
e QFN40 (QDAA) with 24 GPIO pins

e 5.0x5.0 mm with 0.4 mm pitch

QFN48 (QFAA) with 31 GPIO pins

e 6.0x6.0 mm with 0.4 mm pitch

e QFN52 (QGAA) with 35 GPIO pins

e 6.0x6.0 mm with 0.4 mm pitch
Package for nRF54L15
e CSP47 (CAAA) with 32 GPIO pins

*  2.4x2.2 mm with 0.3 mm pitch

N

NORDIC

SEMICONDUCTOR



1 Revision history

‘ September 2025 ‘ 1.0 ‘ First release

4503_018v1.0 3 .

NORDIC

ooooooooooooo



About this document

This document is organized into chapters that are based on the modules and peripherals available in the
IC.

2.1 Document status

The document status reflects the level of maturity of the document.

Document name Description

Preliminary Datasheet Applies to document versions up to 1.0.

This document contains target specifications for
product development.

Datasheet Applies to document versions 1.0 and higher.

This document contains final product
specifications. Nordic Semiconductor ASA reserves
the right to make changes at any time without
notice in order to improve design and supply the
best possible product.

Table 1: Defined document names

2.2 Peripheral chapters

The chapters describing peripherals include the following information:

e A description of the peripheral.
¢ The electrical specification tables, containing performance data which applies for the operating
conditions described in Recommended operating conditions on page 923.

2.2.1 Peripheral naming conventions
Every peripheral has a unique capitalized name or an abbreviation of its name, such as TIMER, that is used
for identification and reference.

This name is used in chapter headings and references, and it will appear in the Arm Cortex Microcontroller
Software Interface Standard (CMSIS) hardware abstraction layer to identify the peripheral.

When there is more than one instance of a peripheral in a power domain, a two digit number Dn is
added as a suffix to the peripheral name when constructing the peripheral instance name. For example,
a peripheral named PERI with instance name "PERIDn" is located in power domain D, and is instance
number n in that domain. For a list of power domains, see Power domains on page 11.

The following are additional examples of peripheral instance names:

e PPIBOO is in the MCU domain (0), and is the first PPIB instance in the MCU domain (0).
e SPIS21 is in the PERI domain (2), and is the second SPIS instance of the PERI domain (1).

The peripheral instance name is also used in the CMSIS to identify the peripheral instance.
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About this document

The domain digits x are listed in the following table.

Domain digit Power domain
0 MCU
1 RADIO
2 PERI
3 LP

Table 2: Domain digit overview

2.2.2.1 Peripheral instantiation

The peripherals have a set of security capabilities listed in Instantiation on page 216.

The following table describes the abbreviations used.

Abbreviation  Description

NS TrustZone/security attribute is non-secure
The peripheral is accessible as a non-secure peripheral

S TrustZone/security attribute is secure
The peripheral is accessible as a secure peripheral

us TrustZone Map is user selectable
The TrustZone/security attribute of the peripheral is configurable

HF TrustZone Map is Hardware Fixed
The TrustZone/security attribute of the peripheral cannot be changed

NA Not Applicable — Peripheral has no DMA capability

NSA NoSeparateAttribute — Peripheral with DMA and DMA transfer has the same security
attribute as assigned to the peripheral

SA SeparateAttribute — Peripheral with DMA and DMA transfers can have a different
security attribute than the one assigned to the peripheral

Table 3: Instantiation table abbreviations

The Secure mapping column in the peripheral instantiation table defines configuration capabilities for the
Arm TrustZone for Armv8-M secure attribute. The DMA security column describes the DMA capabilities of

the peripheral.

The instantiation table has the following columns:

¢ Instance Column — Indicates the peripheral instance name followed by optional TrustZone attribute. A
corresponding address is listed in the Base address column indicating the base address for secure and
non-secure TrustZone attributes. This optional TrustZone attribute is separated by a colon (:).

¢ Trustzone Column — This has 3 sub-columns indicating the TrustZone map, TrustZone attribute and
DMA capability. The options are as listed in Instantiation table abbreviations on page 5.

4503_018 v1.0
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About this document

2.3 Register overview table

The register overview table shows a summary of all peripheral registers.

The following table explains the columns of the register overview table.

Field Description

Register Name of register

Offset Offset address from peripheral base address

TZ Security setting for split-security peripherals, blank for other peripherals
Description Short summary of intended use

Table 4: Register overview table

2.4 Register tables

Individual registers are described using register tables. These tables are composed of two sections. The
first three colored rows describe the position and size of the different fields in the register. The following
rows describe the fields in more detail.

2.4.1 Fields and values

The ID row specifies the bits that belong to the different fields in the register. If a field has enumerated
values, then every value will be identified with a unique value ID in the Value ID column.

A blank space means that the field is reserved and read as undefined. These fields must be written as 0
to secure forward compatibility. If a register is divided into more than one field, a unique field name is
specified for each field in the Field column. The Value ID may be omitted in the single-bit bit fields when
values can be substituted with a Boolean type enumerator range, such as true/false, disable(d)/enable(d),
on/off, and so on.

Values are usually provided as decimal or hexadecimal. Hexadecimal values have a 0x prefix; decimal
values have no prefix.

The Value column can be populated in the following ways:

¢ Individual enumerated values, for example 1, 3, 9.

¢ Range of values, for example [0..4], indicating all values from 0 to 4.

¢ Implicit values. If no values are indicated in the Value column, all bit combinations are supported, or
the field's translation and limitations are described in the text instead.

If two or more fields are closely related, the Value ID, Value, and Description may be omitted for all but the
first field. Subsequent fields will indicate inheritance with '..".

A feature marked Deprecated should not be used for new designs.

2.4.2 Permissions

Each register field can have different access permissions enforced by hardware. The access permission for
each register field is documented in the Access column in the following ways:
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wic

Wi1s

Read only
Write only
Read/write

Write once

Read/write once

write O to clear

Write 1 to clear

Write 1 to set
Read Modify External

2.5 Registers

Register overview

Field can only be read. A write will be ignored.

Field can only be written. A read will return an undefined value.

Field can be read and written multiple times.

Field can only be written once per reset. Any subsequent write will be ignored. A read will return an undefined
value.

Field can be read multiple times, but only written once per reset. Any subsequent write will be ignored.

Field can be read multiple times. A zero clears (set to zero) the corresponding bit in the register. Bits set to one
are ignored.

Field can be read multiple times. A one clears (set to zero) the corresponding bit in the register. Bits set to zero
are ignored.

Field can be read multiple times. A one sets the corresponding bit in the register. Bits set to zero are ignored.

When read, a side effect occurs.

Table 5: Register field permission schemes

DUMMY

0x514 Example of a register controlling a dummy feature

2.5.1 DUMMY

Address offset: 0x514

Example of a register controlling a dummy feature

G m m O

R/W

RW

RW

RW

RW

RW
wic
RW
woc

Field Value ID

Description

FIELDO Example of a read-write field with several enumerated values
Disabled 0 The example feature is disabled
NormalMode 1 The example feature is enabled in normal mode
ExtendedMode 2 The example feature is enabled along with extra functionality
FIELD1 Example of a deprecated read-write field
This field is deprecated.
Disabled 0 The override feature is disabled
Enabled 1 The override feature is enabled
FIELD2 Example of a read-write field with a valid range of values
ValidRange [2..7] Example of allowed values for this field
FIELD3 Example of a read-write field with no restriction on the values
FIELD4 Example of a read-only field
FIELDS Example of a write-only field
FIELD6 Example of a write-one-to-clear field
FIELD7 Example of a write-zero-to-clear field

4503_018v1.0
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R/W  Field Value ID Description
| RW  FIELD8 Example of a field that causes a side effect when read
RME
J RW  PRIVATE Example of a read-write field with "private" audience
4503_018v1.0 8 .
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Product overview

This document is applicable for the nRF54L15, nRF54L10, and nRF54L05 System-on-Chip devices. The
main differences are memory, GPIO pin count, and package variants, which are detailed in their respective
sections.

The device is an ultra-low power System on Chip (SoC) with advanced security features, a range of
peripherals, and a multiprotocol 2.4 GHz transceiver. It supports Bluetooth Low Energy, IEEE 802.15.4 for
Thread and Zigbee protocols, and allows for the implementation of proprietary 2.4 GHz protocols.

The main processing unit is an Arm Cortex-M33 processor running at up to 128 MHz, supported by non-
volatile RRAM and RAM memory.

The Arm Cortex-M33 has a full set of digital signal processing (DSP) instructions and a memory protection
unit (MPU) for application security. The full-featured, single-precision floating-point unit (FPU) supports all
single-precision instructions.

The peripheral set offers a variety of analog and digital functionality, enabling single-chip implementation
of a wide range of applications.

Hardware isolation between the secure and non-secure resources, as defined by Arm TrustZone, is
implemented in the device. The hardware peripherals can be configured as secure or non-secure.

A key management unit (KMU) provides key storage, that when combined with a cryptographic accelerator
(CRACEN), ensures discretion of encryption keys even within the secure world. The cryptographic
accelerator has protection against differential power analysis (DPA) attacks.

The device protects against physical security attacks through several security measures. It can detect and
report fault injection attacks such as voltage glitching or electromagnetic fault injection. An external active
shield I/O interface provides PCB or product level security for the detection of a product's encapsulation
being opened, or product tampering.

The non-volatile memory on the device has a boot region that can be made immutable before the CPU
starts up. Boot initiated from an immutable source allows subsequent boot steps to be performed by
authenticated code.

The debug access port can be enabled or disabled to allow both non-intrusive and intrusive debugging,
from secure- or non-secure worlds. The non-volatile memory can be protected against erasing, providing
protection from unauthenticated repurposing. Authenticated debug access control, such as facilitating the
Arm ADAC architecture, is supported through a hardware mailbox. The mailbox allows on-chip firmware to
authenticate the debug host before enabling the device debug interface.

The device has a dedicated RISC-V CPU (VPR), which is a fast, lightweight peripheral processor (FLPR)
dedicated for software defined peripherals.

3.1 Block diagram

The block diagram illustrates the overall system.
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IDAU

Memories ELPR

VPR RISC-V

Arm
CPU

Cortex-M33

AMBIXO0 (64-bit AMBA interconnect)

APB/AHB Peripherals APBOO

Pe pnera
DPPIC10 PPIB11 DPPIC20 PPIB20-22 TAMPC COMP SPIS30 WDT30-31
EGU10 RADIO EGU20 PWM20-22 TEMP DPPIC30 SPU30 POWER
PPIB10 SPU10 GPIOTE20 [ QDEC20-21 ff TIMER20-24 GPIOTE30 | TWIM30 CLOCK
TIMER10 GRTC SAADC TWIM20-22 LPCOMP TWIS30 | REGULATORS
12520 SPIM20-22 | TwIS20-22 PPIB30 UARTE30 | OSCILLATORS
MEMCONF [ SPIS20-22 [ UARTE20-22 SPIM30 RESET
NFCT SPU20 PDM20-21
PIO PIO
2ABIE B PERI PD (16 2 P PD (16 =
Figure 1: Block diagram
Device
Memory
nRF54L15 nRF54L10 nRF54L05

Non-volatile memory (RRAM) 1524 KB | 1012 KB | 500 KB

256 KB 192 KB 96 KB

Random access memory (RAM)

Table 6: Device memory options

~
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Product overview

Package
Feature
QFN40 QFN48 QFN52 CSP47

Pins GPIO pins 24 31 35 32

Wakeup-pins 15 20 24 21

Analog input pins 7 8 8 8
Security | Active tamper shield pin pairs (in/ 2 4 4 4

out)
Debug ITM parallel trace No Yes Yes No
Device Package availability

nRF54L05 Yes Yes Yes

nNRF54L10 Yes Yes Yes

nRF54L15 Yes Yes Yes Yes

Table 7: Package variants

3.3 Power domains

Multiple power domains ensure low-power operation.

The MCU domain contains an Arm Cortex-M33. The CPU is connected to a debug system that allows debug
and ETM trace. The CPU executes program code from RRAM through an instruction cache. Data is stored

in single-cycle RAM that is divided into multiple bus subordinates forming a continuous RAM space in the
memory map. High-speed peripherals are also found in the MCU domain.

There are three additional domains that have peripherals allocated to them. They are the following:

¢ Radio domain — Contains the short-range radio and supporting peripherals used by the radio protocol
stack. It runs at 32 MHz synchronously with the MCU domain.

e Peripheral domain — Contains most peripherals. It runs at 16 MHz synchronously with the MCU
domain.

¢ Low-power domain — Contains peripherals for ultra-low power modes and can be used to wake the rest
of the system, even when the peripheral domain is powered off. It runs at 16 MHz asynchronously to
the MCU domain.

Each domain is mapped to one APB bus and can be powered independently. EasyDMA traffic from each
domain is aggregated in a local AMBIX interconnect and can access RAM in the MCU domain.

Power domains have their own GPIO ports. GPIO pins can be used by peripherals in the same power
domain. For exceptions, see GPIO — General purpose input/output on page 274 and pin assignments.

3.4 Address format

Addresses in the system memory map follow the address format described in the following tables.

N
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Product overview

[28:0]

Address space

[31:29]

Address regions

0: Program memory
1: Data memory
2: Peripherals/APB space

7: CPU internal peripherals, like Arm Cortex private peripheral
bus (PPB)

Table 8: Address regions format

The program and data memory address format is described in the following table.

[23:0] Address space
[28:24] Reserved Set to zero
[31:29] Address regions 0: Program memory

1: Data memory

Table 9: Program memory and data memory address format

The peripheral address format is described in the following table.

[11:0] Peripheral address space
[17:12] Peripheral subordinate | Used for configuring the SPU — System protection unit on page
index 180, as the index n of register SPU.PERIPH[n].PERM.
[20:12] Interrupt vector number | The index in the interrupt vector table
[23:18] Peripheral APB bus 1: APB peripherals in MCU power domain
number
2: APB peripherals in RADIO power domain
3: APB peripherals in PERI power domain
4: APB peripherals in LP power domain
[27:24] Reserved Set to zero
(28] Security 0: Non-secure
1: Secure
[31:29] Address regions 2: Peripherals on APB bus

4503_018v1.0
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Product overview

3.5 Memory

The CPU and peripherals with EasyDMA can access memory through the AMBIX interconnects. The
same interconnect is used by the CPU to access peripheral registers. The following figure is a simplified
interconnect diagram.

AXI2APB AXI2APB AXI2APB (A
async

CPU FLPR

peri;-hpgrals Arm Cortex-M33 Risc-V

EasyDMA S-AHB lC—AHB

AMBIX 2 AMBIX 3
16 MHz 16 MHz CACHE

Mcu
peripherals

RADIO
peripherals

PERI
peripherals

EasyDMA DMA

EasyDMA

En

EasyDMA

s
>

AXZX
async

0x2003FFFF
0x2003FE00

VPR saved context

Section 3 (16 KB)
16 KB,

Section 3 (
Section 2 (32 KB
Section 1 (32 KB
Section 0 (32 KB

(

(

(

x | x x| x|x]|x|giws4yu

)

)

)

)| ox20020000
32KB) | OXR001FFFF

)

)

)

Section 3

Section 2 (32 KB;
32 KB

Section 0 (32 KB

Section 1

M EIEIE

0x20000000
0x0017D000

512 KB
0x000FD000
512 KB

_E] 0x0007D000
S00KE 0x00000000

x

>

x

AMBIX 0

Figure 2: Memory layout

See Block diagram on page 9, AMBA interconnect (AMBIX) on page 26, and EasyDMA on page
27 for more information about the AMBIX interconnects and EasyDMA.

RAM and RRAM memory regions are protected with TrustZone security and are secure after reset.
Memory regions can be configured to be non-secure by using MPC — Memory Privilege Controller on
page 174.

3.5.1 RAM — Random access memory

The device RAM has regions arranged in one contiguous memory range, accessible from both the CPU and
peripherals.

Each RAM region has separate power control for System ON and System OFF mode. This preserves RAM
contents in sleep modes or powers off RAM to save power. The sections are illustrated in Memory layout
on page 13, and the register interface is described in MEMCONF — Memory configuration on page

44,

3.5.2 NVM — Non-volatile memory

The CPU can read from non-volatile memory (RRAM) an unlimited number of times, but is restricted in
how it writes to memory and the number of writes it can perform.

Writing to RRAM is managed by the RRAM controller (RRAMC), see RRAMC — Resistive random access
memory controller on page 47.

The Arm Cortex-M33 CPU can access RRAM using the C-AHB (code) bus as shown in Memory layout on
page 13. The code bus (C-AHB) interface is used for any instruction fetch or data access fetch to the

code region of the Arm memory model. C-AHB bus access is cached, see CACHE — Instruction/data cache
on page 29.
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Product overview

RRAM can also be accessed by FLPR. FLPR does not share the instruction cache with the Cortex-M33; it
has its own built-in, dedicated cache that is only available to VPR. The regular CACHE — Instruction/data
cache on page 29 is dedicated to the Cortex-M33 and is not available to FLPR.

3.5.3 Memory map

The complete memory map is shown in the following figure.

Legend: Configurable resource Non-secure resource Secure resource

4503_018v1.0

OxEOOF FOO0O
OxEOOF EOOO

O0xE004 3000
0xE004 2000
0xEO004 1000
OxEO04 0000

O0xEO0O0 EOOO
0xEO00 2000
OxEOO0 1000
OxEOO0 0000

0x5000 0000

0x4000 0000

0x2003 FEQOO

0x2000 0000

OxOOFF EOOO
OxOOFF DOOO
O0xO0FF CO00

0x0000 0000

Memory map Arm memory model

M33 ROM table

Core ROM table

Reserved

Reserved

Reserved
TPIU

SCS

Private peripheral

bus

=)
‘HHl |||| |
Sc

Reserved

Peripherals
(secure)

Peripheral
Peripherals

(non-secure)

VPR saved context

RRAM

Figure 3: Memory map
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3.5.4 Instantiation

64
65

66

67

68

69

70

70

71

72

74

74

74

75
75

76

80

80

82

83

85

128

130

131

132

133

Base address

0x50040000
0x50041000
0x50042000
0x40042000
0x50043000
0x40043000
0x50044000
0x40044000
0x50045000
0x50046000
0x40046000
0x50046000
0x40046000

0x50047000
0x40047000

0x50048000
0x5004A000
0x4004A000
0x5004A000
0x4004A000
0x5004A000
0x4004A000
0x5004B000
0x5004B000
0x5004C000
0x4004C000
0x50050400

0x50050400
0x40050400

0x50052000
0x40052000
0x50053000
0x40053000
0x50055000
0x40055000
0x50080000
0x50082000
0x40082000
0x50083000
0x40083000
0x50084000
0x40084000
0x50085000
0x40085000

4503 018 v1.0

Instance

SPUOO
MPCO0
DPPIC0O0 : S
DPPICOO : NS
PPIBOO : S
PPIBOO : NS
PPIBO1:S
PPIBO1 : NS
KMU
AAROO : S
AAROO : NS
CCMO00: S
CCMO0 : NS

ECB00:S
ECBO0O : NS

CRACEN
SPIMO0 : S
SPIMOO : NS
SPIS00 : S
SPIS00 : NS
UARTEOQO : S
UARTEQO : NS
GLITCHDET
RRAMC
VPR0OO : S
VPROO : NS
GPIOHSPADCTRL

P2:S

P2 : NS
CTRLAP: S
CTRLAP : NS
TAD:S

TAD : NS
TIMEROO : S
TIMEROO : NS
SPU10
DPPIC10:S
DPPIC10 : NS
PPIB10:S
PPIB10 : NS
PPIB11:S
PPIB11: NS
TIMER10 : S
TIMER10 : NS

TrustZone
Map

HF

HF

us

us

us

HF

us

us

us

HF

us

us

us

HF
HF

us

HF

us

us

us

us

HF

us

us

us

us

Att

NS

DVA
NA
NA

NA

NA

NA

NSA

SA

SA

SA

NSA

SA

SA

SA

NA
NA

NSA

NA

NA

NSA

NA

NA

NA

NA

NA

NA

NA
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Split access Description

No
No

Yes

No

No

No

No

No

No

No

No

No

No

No
No

No

No

Yes

No

No

No

No

Yes

No

No

No

System protection unit SPUOO

Memory privilege controller MPCO0

DPPI controller DPPICOO
PPI bridge PPIBOO

PPI bridge PPIBO1
Key management unit
Accelerated address resolver 00

AES CCM mode encryption CCMO0O, running of
HCLKCORE
AES ECB mode encryption 00

When configuring this peripheral's DMA security
using SPU configuration (DMASEC field of SPU-
>PERIPH[apb_slave_index]), use apb_slave_index 6
(same as AAROO and CCMO00)

Crypto accelerator

SPI controller SPIMOO

SPI peripheral SPISO0

Universal asynchronous receiver/transmitter
UARTEOO
Glitch detectors

RRAM Non-Volatile Memory Controller
FLPR - VPR peripheral registers

GPIO HS pad control GPIOHSPADCTRL

General purpose input and output, port P2

Does not support pin sense mechanism, and
DETECTMODE register has no effect. Supports extra
high drive (DRIVEO=EO, DRIVE1=E1).

Control access port CPU side
Trace and debug control

Timer TIMEROO
System protection unit SPU10

DPPI controller DPPIC10
PPI bridge PPIB10

PPI bridge PPIB11
Timer TIMER10
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135

138

192

194

195

196

197

198

198

198

198

198

199

199

199

199

199

200

200

200

200

200

201

202

203

204

Base address

0x50087000
0x40087000

0x5008A000
0x4008A000

0x500C0000
0x500C2000
0x400C2000
0x500C3000
0x400C3000
0x500C4000
0x400C4000
0x500C5000
0x400C5000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C9000
0x400C9000
0x500CA000
0x400CA000
0x500CB000
0x400CB000
0x500CC000
0x400CC000

4503 018 v1.0

Instance

EGU10:S

EGU10: NS

RADIO : S
RADIO : NS

SPU20
DPPIC20: S
DPPIC20 : NS
PPIB20:S
PPIB20 : NS
PPIB21:S
PPIB21 : NS
PPIB22:S
PPIB22 : NS
SPIM20 : S
SPIM20 : NS
SPIS20:S
SPIS20 : NS
TWIM20: S
TWIM20 : NS
TWIS20: S
TWIS20: NS
UARTE20: S
UARTE20 : NS
SPIM21:S
SPIM21 : NS
SPIS21:S
SPIS21 : NS
TWIM21: S
TWIM21 : NS
TWIS21:S
TWIS21 : NS
UARTE21:S
UARTE21 : NS
SPIM22:S
SPIM22 : NS
SPIS22:S
SPIS22 : NS
TWIM22 : S
TWIM22 : NS
TWIS22: S
TWIS22 : NS
UARTE22 : S
UARTE22 : NS
EGU20:S
EGU20: NS
TIMER20 : S
TIMER20 : NS
TIMER21:S
TIMER21 : NS
TIMER22 : S
TIMER22 : NS

TrustZone

Map

us

us

HF

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

Att

DMA

NA

SA

NA

NA

NA

NA

NA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

NA

NA

NA

NA
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Split access Description

No

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

Event generator unit EGU10

2.4 GHz radio RADIO

See pinout for GPIO options for DFE antenna switch
control

System protection unit SPU20

DPPI controller DPPIC20

PPI bridge PPIB20

PPl bridge PPIB21

PPI bridge PPIB22

SPI controller SPIM20

SPI peripheral SP1S20

Two-wire interface controller TWIM20

Two-wire interface target TWIS20

Universal asynchronous receiver/transmitter

UARTE20

SPI controller SPIM21
SPI peripheral SPIS21
Two-wire interface controller TWIM21

Two-wire interface target TWIS21

Universal asynchronous receiver/transmitter

UARTE21

SPI controller SPIM22
SPI peripheral SP1S22
Two-wire interface controller TWIM22

Two-wire interface target TWIS22

Universal asynchronous receiver/transmitter

UARTE22

Event generator unit EGU20
Timer TIMER20
Timer TIMER21
Timer TIMER22
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205

206

207

208

209

210

211

212

213

214

215

216

218

220

221

224

225

226

256

258

260

260

260

260

260

262

Base address

0x500CD000
0x400CDO00
0x500CE000
0x400CE000
0x500CF000
0x400CF000
0x500D0000
0x400D0000
0x500D1000
0x400D1000
0x500D2000
0x400D2000
0x500D3000
0x400D3000
0x500D4000
0x400D4000
0x500D5000
0x400D5000
0x500D6000
0x400D6000
0x500D7000
0x400D7000
0x500D8200
0x400D8200

0x500DA000
0x400DA000

0x500DC000
0x500DD000
0x400DD000
0x500E0000
0x400E0000
0x500E1000
0x400E1000
0x500E2000
0x400E2000
0x50100000
0x50102000
0x40102000
0x50103000
0x40103000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50106000
0x40106000

4503_018 v1.0

Instance

TIMER23 : S
TIMER23 : NS
TIMER24 : S
TIMER24 : NS
MEMCONF : S
MEMCONF : NS
PDM20:S
PDM20 : NS
PDM21:S
PDM21: NS
PWM20:S
PWM20 : NS
PWM21:S
PWM21 : NS
PWM22:S
PWM22 : NS
SAADC: S
SAADC : NS
NFCT : S
NFCT : NS
TEMP : S
TEMP : NS
[Pil 2§

P1:NS
GPIOTE20: S

GPIOTE20 : NS

TAMPC
12520:S
12520 : NS
QDEC20:S
QDEC20: NS
QDEC21:S
QDEC21 : NS
GRTC:S
GRTC : NS
SPU30
DPPIC30: S
DPPIC30 : NS
PPIB30:S
PPIB30 : NS
SPIM30:S
SPIM30 : NS
SPIS30:S
SPIS30: NS
TWIM30: S
TWIM30 : NS
TWIS30: S
TWIS30 : NS
UARTE30: S
UARTE30 : NS
COMP : S

COMP : NS

TrustZone

Map

us

us

us

us

us

us

us

us

us

us

us

us

us

HF

us

us

us

us

HF

us

us

us

us

us

us

us

us

Att

DMA

NA

NA

NA

SA

SA

SA

SA

SA

SA

SA

NA

NA

NA

NA

SA

NA

NA

NA

NA

NA

NA

SA

SA

SA

SA

SA

NA
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Split access Description

No

No

No

No

No

No

No

No

No

No

No

Yes

Yes

No

No

No

No

Yes

No

Yes

No

No

No

No

No

No

No

Timer TIMER23
Timer TIMER24

Memory Configuration MEMCONF

Pulse density modulation (digital microphone)
interface PDM20
Pulse density modulation (digital microphone)

interface PDM21

Pulse width modulation unit PWM20
Pulse width modulation unit PWM21

Pulse width modulation unit PWM22

Successive approximation analog-to-digital

converter SAADC

Near field communication tag NFCT

Temperature sensor TEMP

General purpose input and output, port P1

8 channels and 2 interrupts for GPIO port P1

GPIO tasks and events GPIOTE20

Tamper controller TAMPC

Inter-IC sound interface 12520
Quadrature decoder QDEC20
Quadrature decoder QDEC21

Global RTC GRTC
System protection unit SPU30

DPPI controller DPPIC30

PPI bridge PPIB30

SPI controller SPIM30

SPI peripheral SPIS30

Two-wire interface controller TWIM30

Two-wire interface target TWIS30

Universal asynchronous receiver/transmitter

UARTE30

Comparator COMP
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0x50106000
262
0x40106000

264 0x50108000

0x50109000
265
0x40109000

0x5010A000
266
0x4010A000

0x5010C000
268
0x4010C000

0x5010E000
270
0x4010E000

0x5010E000
270

0x4010E000

0x5010E000
270

0x4010E000

0x50120000
288

0x40120000

0x50120000
288

0x40120000
N/A O0xOOFFCO00
N/A  0xOOFFDO0O
N/A  0xOOFFE000

N/A  0x51800000

4503_018v1.0

LPCOMP : S
LPCOMP : NS
WDT30
WDT31:S
WDT31 : NS
PO:S

PO : NS
GPIOTE30:S
GPIOTE30 : NS

CLOCK: S

CLOCK : NS
POWER: S
POWER : NS
RESET : S

RESET : NS
OSCILLATORS : S
OSCILLATORS : NS
REGULATORS : S
REGULATORS : NS
FICR

UICR

SICR
CRACENCORE

us

HF

us

us

us

us

us

us

us

us

HF
HF
HF
HF

S NA
S NA
S NA
S NA
S NA
S NA
S NA
S NA
S NA
S NA
NS NA
S NA
S NA
S NSA

Table 11: Instantiation table
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No

No

No

Yes

Yes

No

No

No

No

No

No
No
No
No

Low-power comparator LPCOMP
Watchdog timer WDT30

Watchdog timer WDT31

General purpose input and output, port PO

4 channels and 2 interrupts for GPIO port PO

GPIO tasks and events GPIOTE30

Clock control
Power control
Reset status
Oscillator control

Regulator control

Factory information configuration
User information configuration
Secure information configuration region

CRACEN core

N
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4.1 Arm Cortex-M33 CPU

4.1.1CPU

The Arm Cortex-M33 processor has a 32-bit instruction set (Thumb®—2 technology) that implements a
super set of 16- and 32-bit instructions to maximize code density and performance.

This processor has the following features that enable energy-efficient arithmetic and high-performance
signal processing:

¢ Digital signal processing (DSP) instructions:

¢ Single-cycle multiply and accumulate (MAC) instructions
e 8- and 16-bit single instruction multiple data (SIMD) instructions
¢ Hardware divide
¢ Single-precision floating-point unit (FPU)
¢ Memory Protection Unit (MPU)
* Arm TrustZone for Armv8-M
e Stack limit checking

The Arm Cortex Microcontroller Software Interface Standard (CMSIS) is implemented and available for the
processor.

Real-time execution is highly deterministic in Thread mode, to and from sleep modes, and when handling
events at configurable priority levels via the Nested Vectored Interrupt Controller (NVIC).

Instruction cache on the C-bus (code bus) of the Cortex-M33 CPU improves performance when fetching
instructions (or data) from internal non-volatile memory. For more information on cache, see CACHE

— Instruction/data cache on page 29. CPU performance parameters including wait states for
configurations, CPU current consumption and efficiency, and processing power and efficiency based on the
CoreMark benchmark can be found in CPU Electrical specification on page 898.

4.1.1.1 Floating point interrupt

The floating point unit (FPU) may generate exceptions, for example, due to overflow or underflow. These
exceptions may trigger interrupts when enabled in the FPU peripheral. For information on the FPU
interrupts, see CPUC — CPU control on page 20.

4.1.1.2 CPU and support module configuration

The Arm Cortex-M33 processor has a number of CPU options and support modules implemented on the
device.

Option Description Implemented
WIC Wakeup Interrupt Controller No
Endianness Memory system endianness Little endian
DWT Data Watchpoint and Trace Yes

Table 12: Core options

N
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MPU Number of non-secure MPU regions 16
Number of secure MPU regions 16

SAU Number of SAU regions 4

FPU Floating-point unit Yes

DSP Digital Signal Processing Extension Yes

Arm TrustZone for Armv8-M Security Extensions Yes

Armv8-M

CPIF Coprocessor interface No

ETM Embedded Trace Macrocell Yes

IT™ Instrumentation Trace Macrocell Yes

MTB Micro Trace Buffer No

CTI Cross Trigger Interface No

BPU Breakpoint Unit Yes

INITSVTOR Initial secure vector table offset 0x00000000

INITNSVTOR Initial non-secure vector table offset 0x00000000

Table 13: Modules

4.1.2 CPUC — CPU control

CPUC controls elements of the Arm Cortex-M33 processor such as enabling floating-point exceptions. It is

also able to lock certain features of the CPU and prevent them from being modified.

CPUC can generate events and CPU interupts for exceptions in the floating point unit (FPU), as shown in
the following block diagram. Examples of such exceptions are divide-by-zero or floating-point overflow.

Arm Cortex-M33

FPUIOC FPUDZC FPUOFC FPUUFC FPUIXC FPUIDC

EVENTS

Figure 4: Block diagram

CPUC holds a CPU identifier CPUID, used in the system to uniquely identify the processing unit of a core.

4503_018v1.0
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In addition, CPUC holds a LOCK register, which is used to lock certain CPU features and prevent them from
being modified. One example is the LOCK.LOCKSAU field. When set to Locked, this prevents further
modifications to the SAU registers.

4.1.2.1 Registers

Instances

CPUC APPLICATION 0xE0080000 HF S NA No Cortex-M33 configuration

Register overview

EVENTS_FPUIOC 0x100 An invalid operation exception has occurred in the FPU.
EVENTS_FPUDZC 0x104 A floating-point divide-by-zero exception has occurred in the FPU.
EVENTS_FPUOFC 0x108 A floating-point overflow exception has occurred in the FPU.
EVENTS_FPUUFC 0x10C A floating-point underflow exception has occurred in the FPU.
EVENTS_FPUIXC 0x110 A floating-point inexact exception has occurred in the FPU.
EVENTS_FPUIDC 0x114 A floating-point input denormal exception has occurred in the FPU.
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

LOCK 0x500 Register to lock the certain parts of the CPU from being modified.
CPUID 0x504 The identifier for the CPU in this subsystem.

4.1.2.1.1 EVENTS_FPUIOC
Address offset: 0x100

An invalid operation exception has occurred in the FPU.

R/W  Field Description
A RW  EVENTS_FPUIOC An invalid operation exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.2 EVENTS_FPUDZC
Address offset: 0x104

A floating-point divide-by-zero exception has occurred in the FPU.

4503_018v1.0 21 .
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ID R/W  Field Value ID Description

A RW  EVENTS_FPUDZC A floating-point divide-by-zero exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

A floating-point overflow exception has occurred in the FPU.

ID R/W  Field Value ID Description

A RW  EVENTS_FPUOFC A floating-point overflow exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.4 EVENTS_FPUUFC
Address offset: 0x10C

A floating-point underflow exception has occurred in the FPU.

ID R/W Field Value ID Description

A RW  EVENTS_FPUUFC A floating-point underflow exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.5 EVENTS_FPUIXC
Address offset: 0x110

A floating-point inexact exception has occurred in the FPU.

ID R/W  Field Description

A RW  EVENTS_FPUIXC A floating-point inexact exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.6 EVENTS_FPUIDC
Address offset: 0x114

A floating-point input denormal exception has occurred in the FPU.
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Value ID Description

A RW  EVENTS_FPUIDC A floating-point input denormal exception has occurred in the FPU.
NotGenerated 0 Event not generated
Generated 1 Event generated

4.1.2.1.7 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW FPUIOC Enable or disable interrupt for event FPUIOC
Disabled 0 Disable
Enabled 1 Enable

B RW FPUDZC Enable or disable interrupt for event FPUDZC
Disabled 0 Disable
Enabled 1 Enable

C RW  FPUOFC Enable or disable interrupt for event FPUOFC
Disabled 0 Disable
Enabled 1 Enable

D RW  FPUUFC Enable or disable interrupt for event FPUUFC
Disabled 0 Disable
Enabled 1 Enable

E RW  FPUIXC Enable or disable interrupt for event FPUIXC
Disabled 0 Disable
Enabled 1 Enable

F RW  FPUIDC Enable or disable interrupt for event FPUIDC
Disabled 0 Disable
Enabled 1 Enable

4.1.2.1.8 INTENSET
Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW FPUIOC Write '1' to enable interrupt for event FPUIOC
WwWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW FPUDZC Write '1' to enable interrupt for event FPUDZC
W1s
Set 1 Enable
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NORDIC

SEMICONDUCTOR



Application core

Value ID

C RW  FPUOFC

D RW  FPUUFC

W1s

E RW  FPUIXC
Wi1s

F RW  FPUIDC
W1s

4.1.2.1.9 INTENCLR
Address offset: 0x308

Disable interrupt

Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Value ID

Description

Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUOFC

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUUFC

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUIXC

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event FPUIDC

Enable
Read: Disabled
Read: Enabled

Description

A RW  FPUIOC
wic

B RW FPUDZC
wicC

C RW  FPUOFC
Wic

D RW  FPUUFC
Wic

4503_018v1.0

Clear
Disabled
Enabled

Clear
Disabled
Enabled

Clear
Disabled
Enabled

24

Write '1' to disable interrupt for event FPUIOC

Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event FPUDZC

Disable
Read: Disabled
Read: Enabled

Write '1' to disable interrupt for event FPUOFC

Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event FPUUFC
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R/W Field Value ID Description
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
E RW  FPUIXC Write '1' to disable interrupt for event FPUIXC
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
F RW  FPUIDC Write '1' to disable interrupt for event FPUIDC
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
4.1.2.1.10 LOCK

Address offset: 0x500
Register to lock the certain parts of the CPU from being modified.

Each bit can only be written once and can only be changed from 0 to 1.

Value ID Description

A RW  LOCKVTORAIRCRS Locks both the Vector table Offset Register (VTOR) and Application Interrupt

and Reset Control Register (AIRCR) for secure mode.

NotLocked 0 Both VTOR and AIRCR can be changed.
Locked 1 Prevents changes to both VTOR and AIRCR.
B RW LOCKVTORNS Locks the Vector table Offset Register (VTOR) for non-secure mode.
NotLocked 0 VTOR can be changed.
Locked 1 Prevents changes to VTOR.
C RW LOCKMPUS Locks the Memory Protection Unit (MPU) for secure mode.
NotLocked 0 MPU registers can be changed.
Locked 1 Prevents changes to MPU registers.
D RW  LOCKMPUNS Locks the Memory Protection Unit (MPU) for non secure mode.
NotLocked 0 MPU registers can be changed.
Locked 1 Prevents changes to MPU registers.
E RW  LOCKSAU Locks the Security Attribution Unit (SAU)
NotLocked 0 SAU registers can be changed.
Locked 1 Prevents changes to SAU registers.

4.1.2.1.11 CPUID
Address offset: 0x504

The identifier for the CPU in this subsystem.
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ID R/W Field Value ID Description
A R CPUID The CPU identifier.

4.1.3 Arm Cortex-M33 Peripherals

4.1.3.1 Instantiation

28 0x5001C000 SWI00 HF S NA No Software interrupt SWI00

29 0x5001D000 SWI01 HF S NA No Software interrupt SWI01

30  0x5001E000 SWI02 HF S NA No Software interrupt SWI102

31 0x5001F000 SWI03 HF S NA No Software interrupt SWI03

N/A  0x02F00000 ICACHEDATA HF S NA No Instruction cache data

N/A  0x02F10000 ICACHEINFO HF S NA No Instruction cache info

N/A  0xE0040000 TPIU HF NS NA No Trace port interface unit (Trace and Debug)
N/A  0xE0041000 ETM HF NS NA No Embedded trace macrocell

N/A  O0xE0080000 CPUC HF S NA No Cortex-M33 configuration

N/A  0xE0082000 ICACHE HF S NA No Instruction cache

Table 14: Instantiation table

4.2 Core components

4.2.1 AMBA interconnect (AMBIX)

The AMBA interconnect (AMBIX) is a multilayer-capable bus interconnect that provides low latency access
from Managers to Subordinates.

Manager and Subordinate connections are arranged in Manager and Subordinate pairs, allowing for a
sparse bus matrix. The interconnect supports multiple concurrent transactions when targeting different
Subordinates.

Some peripherals do not have the opportunity to pause incoming data. Being a low priority bus manager
might cause loss of data for such peripherals upon bus contention. To avoid bus contention when using
multiple bus managers, follow these guidelines:

¢ Avoid situations where more than one bus manager is accessing the same RAM subordinate.
¢ If more than one bus manager is accessing the same RAM subordinate, make sure that the bus
bandwidth is not exhausted.

The interconnect enforces the TrustZone secure/non-secure attributes and is configured using MPC —
Memory Privilege Controller on page 174.

4.2.1.1 AMBIX0 bus Managers and priority handling

The main interconnect (AMBIXO0) has a bus matrix that handles bus arbitration.
AMBIXO uses a round-robin bus Manager arbitration algorithm.

Some peripherals cannot pause incoming data. As a low priority bus Manager, data loss is possible
for these peripherals when bus contention occurs. To avoid bus contention when using multiple bus
Managers, follow these guidelines:

> I
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¢ Avoid situations where more than one bus Manager is accessing the same RAM Subordinate.

¢ If more than one bus Manager is accessing the same Subordinate, make sure that the bus bandwidth is
not exhausted.

4.2.1.2 AMBIXO0 override configuration

The main interconnect (AMBIX0) has a configurable bus matrix.

The overrides are used to configure the secure and non-secure memory regions in the device. They are
also used to prevent or grant access to read, write, or execute from the memory region. For more details,
see MPC — Memory Privilege Controller on page 174.

4.2.2 EasyDMA

EasyDMA is a module implemented by some peripherals as a bus manager for direct access to RAM. It
cannot access non-volatile memory,

A peripheral can implement multiple EasyDMA instances to provide dedicated channels. For example, a
channel can be dedicated for reading and writing data between the peripheral and RAM. This concept is
illustrated in the following example figure, where READER is reading data from RAMc, while WRITER is
writing data to RAMa and RAMb (each RAM being separate bus subordinates).

Interconnect Peripheral

READER

EasyDMA

Peripheral

Core
WRITER

EasyDMA

Figure 5: EasyDMA example

4.2.2.1 EasyDMA channel implementation

N

NORDIC

SEMICONDUCTOR

4503_018v1.0 27



Application core

A typical EasyDMA channel is implemented in the following way.

READERBUFFER SIZE 5
WRITERBUFFER SIZE 6

uint8 t readerBuffer [READERBUFFER SIZE]  at  0x20000000;
uint8 t writerBuffer [WRITERBUFFER SIZE]  at  0x20000005;

// Configuring the READER channel
MYPERIPHERAL->READER.MAXCNT = READERBUFFER SIZE;
MYPERIPHERAL->READER.PTR = &readerBuffer;

// Configure the WRITER channel
MYPERIPHERAL->WRITER.MAXCNT = WRITEERBUFFER SIZE;
MYPERIPHERAL->WRITER.PTR = &writerBuffer;

This example shows a peripheral called MYPERIPHERAL that implements two EasyDMA channels. One
channel is for reading called READER, and one for writing called WRITER. When the peripheral starts, it
performs the following tasks.

1. Reads 5 B from the readerBuffer located in RAM at address 0x20000000.

2. Processes the data.

3. Writes up to 6 B back to the writerBuffer located in RAM at address 0x20000005.

The memory layout of these buffers is illustrated is shown in the following figure.

0x20000000 readerBuffer[0] readerBuffer[1] readerBuffer[2] readerBuffer[3]

0x20000004 readerBuffer[4] writerBuffer[0] writerBuffer[1] writerBuffer[2]

0x20000008 writerBuffer[3] writerBuffer[4] writerBuffer[5]

Figure 6: EasyDMA memory layout

The specified size of the WRITER.MAXCNT register must not be larger than the actual size of the buffer
(writerBuffer). This prevents the channel from overflowing the writerBuffer.

Once an EasyDMA transfer is complete, the CPU reads the AMOUNT register to see how many bytes were
transferred. For example, the CPU can read the MYPERIPHERAL.WRITER.AMOUNT register to see how
many bytes WRITER wrote to RAM.

Note: A READER or WRITER PTR register must point to a valid memory region before using
EasyDMA. The reset value of a PTR register is not guaranteed to point to valid memory. See
Memory on page 13 for more information about the memory regions and EasyDMA connectivity.

4.2.2.2 EasyDMA error handling

Errors can occur during DMA handling.

If READER.PTR or WRITER.PTR is not pointing to a valid memory region, an EasyDMA transfer could
HardFault or cause RAM corruption. See Memory on page 13 for more information about the different
memory regions.

An EasyDMA channel is an AHB bus Manager. If several AHB Managers try to access the same AHB
Subordinate at the same time, AHB bus congestion can occur. Depending on the peripheral, the peripheral
could either stall and wait for access to be granted, or lose data.
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4.2.2.3 Array list

EasyDMA can operate in Array List mode.
The Array List mode is implemented in channels where the LIST register is available.

The array list is not able to specify where the next item in the list is located. Instead, it assumes that the
list is organized as a linear array where items are located one after the other in RAM.

The EasyDMA array list is implemented with the data structure ArrayList_type. This is illustrated in the
following code example using a READER EasyDMA channel as an example.

#define BUFFER SIZE 4

typedef struct Arraylist
{

uint8 t buffer [BUFFER SIZE];
} ArrayList type;

ArrayList type ReaderList[3] _ at  0x20000000;

MYPERIPHERAL->READER.MAXCNT = BUFFER STIZE;

MYPERIPHERAL->READER.PTR &ReaderList;

MYPERIPHERAL->READER.LIST = MYPERIPHERAL READER LIST ArrayList;

The data structure includes a buffer that is equal in size to the READER.MAXCNT register. EasyDMA uses
the READER.MAXCNT register to determine when the buffer is full.

READER.PTR = &ReaderlList

0x20000000 : ReaderList[0] L buffer[0] buffer[1] buffer[2] buffer[3]
0x20000004 : ReaderList[1] buffer[0] buffer[1] buffer[2] buffer[3]
0x20000008 : ReaderList[2] buffer[0] buffer[1] buffer[2] buffer[3]

Figure 7: EasyDMA array list

4.2.3 CACHE — Instruction/data cache

The cache is two-way set associative with a least recently used (LRU) replacement policy. Both instruction
and data accesses towards NVM memory are cached.

The cache has the following features:

® 4Ax64-bit cache line

¢ Ability to enable/disable cache at run-time

e Writes to cached memory are write-around and invalidate the cache line
¢ Manual invalidation and erase support

¢ Locking cache updates on cache misses

e Performance hit/miss counter registers for profiling CACHE operations

¢ Optional readable cache content for profiling

¢ Data, tag, valid, and most recently used (MRU) bits
e Can be disabled when not in use

The cache must be enabled by the ENABLE register.
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4.2.3.1 Architecture

The following figure shows the cache architecture.

Address
L

| Tag [ Index | | Address
Way 0 Way 1
\Y Tag Data Vv Tag Data MRU
Set #n
Set #1
Set #0
V- Valid
MRU — Most Recently Used r
MUX

Hitl Data

Figure 8: Cache overview

Bit Name

\Y Valid

MRU Most Recently
Used

Description

Indicates if a cache entry is valid. All V fields are cleared when enabling
the cache, invalidating the cache, or when changing CACHE mode.

Updated on each fetch from the cache to indicate which Way was used
most recently. Used to drive the cache replacement policy.

4.2.3.2 Profiling

The cache provides a scoreboard that tracks the hits and misses within the cache.

The results are available through a set of registers that can be used to indicate how well the cache is

performing.

Profiling is enabled using PROFILING.ENABLE. All profiling counters can be cleared at any time using
PROFILING.CLEAR. After being cleared, the counters will increment, according to the rules in the table
below, at the next instruction- or data fetch.
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HIT Incremented on a cache hit

MISS Incremented on a cache miss (not counting write misses)

LMISS Incremented when accessing different line than was accessed last time
READS Incremented on a CPU read

WRITES Incremented on a CPU write

Table 15: Profiling counters

4.2.3.3 Debug

The CPU is able to read internal cache memories and tags for debug purposes.

The content of data and tag RAM's are accessible through registers SET[n].WAY[o].INFO (n=0..127) (0=0..1)
on page 36 and SET[n].WAY[0].DU[p].DATA[q] (n=0..127) (0=0..1) (p=0..3) (g=0..1) on page 37.

Debug access is prevented by using register DEBUGLOCK on page 35.

4.2.3.4 Registers

Instances

ICACHE APPLICATION 0xE0082000 HF S NA No Instruction cache

Configuration

ICACHE APPLICATION Cache size: 8 KB. Sets: 128. Data unit: 64 bits. Line width = 4 data units.
Supports line invalidation
Supports cache erase
Supports cache line maintain
Supports extended profiling registers (LMISS / READS / WRITES)
Supports debug lock
Supports write lock

Data bus width : 0..63

Register overview

TASKS_INVALIDATECACHE 0x008 Invalidate the cache.

TASKS_INVALIDATELINE 0x014 Invalidate the line.

TASKS_ERASE 0x020 Erase the cache.

STATUS 0x400 Status of the cache activities.

ENABLE 0x404 Enable cache.

LINEADDR 0x410 Memory address covered by the line to be maintained.
PROFILING.ENABLE 0x414 Enable the profiling counters.
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PROFILING.CLEAR 0x418 Clear the profiling counters.

PROFILING.HIT 0x41C The cache hit counter for cache region.
PROFILING.MISS 0x420 The cache miss counter for cache region.
PROFILING.LMISS 0x424 The cache line miss counter for cache region.
PROFILING.READS 0x428 Number of reads for cache region.
PROFILING.WRITES 0x42C Number of writes for cache region.
DEBUGLOCK 0x430 Lock debug mode.

WRITELOCK 0x434 Lock cache updates.

4.2.3.4.1 TASKS_INVALIDATECACHE
Address offset: 0x008
Invalidate the cache.

The STATUS is updated for this task. This task can be triggered only when the STATUS is ready.

ID R/W  Field Value ID Description

A W TASKS_INVALIDATECACHE Invalidate the cache.

The STATUS is updated for this task. This task can be triggered only when the
STATUS is ready.

Trigger 1 Trigger task

4.2.3.4.2 TASKS _INVALIDATELINE
Address offset: 0x014
Invalidate the line.

The STATUS is updated for this task. This task can be triggered only when the STATUS is ready.

ID R/W Field Value ID Description

A W TASKS_INVALIDATELINE Invalidate the line.

The STATUS is updated for this task. This task can be triggered only when the
STATUS is ready.

Trigger 1 Trigger task

4.2.3.4.3 TASKS_ERASE
Address offset: 0x020
Erase the cache.

The STATUS is updated for this task. This task can be triggered only when the STATUS is ready.
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ID R/W  Field Value ID Description

A W  TASKS_ERASE Erase the cache.

The STATUS is updated for this task. This task can be triggered only when the
STATUS is ready.

Trigger 1 Trigger task

4.2.3.4.4 STATUS
Address offset: 0x400

Status of the cache activities.

Indicates status of the activities initiated using respective tasks.

ID R/W  Field Value ID Description

A R READY Ready status.
Ready 0 Activity is done and ready for the next activity.
Busy 1 Activity is in progress.

4.2.3.4.5 ENABLE
Address offset: 0x404

Enable cache.

ID R/W Field Value ID Description

A RW  ENABLE Enable cache
Disabled 0 Disable cache
Enabled 1 Enable cache

Address offset: 0x410
Memory address covered by the line to be maintained.

The line maintain activities are line invalidate, line clean and line flush.

ID R/W Field Value ID Description

A RW ADDR Address.

4.2.3.4.7 PROFILING.ENABLE

Address offset: 0x414
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Enable the profiling counters.

ID R/W Field Value ID Description

A RW  ENABLE Enable the profiling counters
Disable 0 Disable profiling
Enable 1 Enable profiling

4.2.3.4.8 PROFILING.CLEAR
Address offset: 0x418

Clear the profiling counters.

The profiling counters can be cleared at any time. When cleared, all profiling counters will be set to zero,
and will increment at the next instruction- or data fetch.

ID R/W  Field Value ID Description
A W  CLEAR Clearing the profiling counters
Clear 1 Clear the profiling counters

4.2.3.4.9 PROFILING.HIT
Address offset: 0x41C

The cache hit counter for cache region.

ID R/W Field Value ID Description

A R HITS Number of cache hits

4.2.3.4.10 PROFILING.MISS
Address offset: 0x420

The cache miss counter for cache region.

ID R/W Field Value ID Description

A R MISSES Number of cache misses

4.2.3.4.11 PROFILING.LMISS
Address offset: 0x424

The cache line miss counter for cache region.
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ID R/W Field Value ID Description

A R LMISSES Number of cache line misses

4.2.3.4.12 PROFILING.READS
Address offset: 0x428

Number of reads for cache region.

ID R/W Field Value ID Description

A R READS Number of reads for cache region.

4.2.3.4.13 PROFILING.WRITES
Address offset: 0x42C

Number of writes for cache region.

D R/W Field Value ID Description

A R WRITES Number of writes for cache region.

Lock debug mode.

Note: Debug mode can only be unlocked by a reset

ID R/W Field Description
A RW1 DEBUGLOCK Lock debug mode
Unlocked 0 Debug mode unlocked
Locked 1 Debug mode locked. Ignores any other value written.

4.2.3.4.15 WRITELOCK
Address offset: 0x434
Lock cache updates.

Prevents updating of cache content on cache misses, but will continue to lookup instruction/data fetches
in content already present in the cache. The write lock is applied to whole cache.
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ID R/W  Field Value ID Description

A RW  WRITELOCK Lock cache updates
Unlocked 0 Cache updates unlocked
Locked 1 Cache updates locked

4.2.3.5 Registers

Instances

ICACHEINFO APPLICATION 0x02F10000 HF S NA No Instruction cache info

Configuration

ICACHEINFO APPLICATION Number of sets : 0..127
Number of ways : 0..1
Number of data units : 0..3
Data width of a data unit : 0..1 words

TAG width : 0..19

Register overview

SET[n].WAY[0].INFO 0x0 Cache information for SET[n], WAY[o].

4.2.3.5.1 SET[n].WAY[0].INFO (n=0..127) (0=0..1)
Address offset: 0x0 + (n x 0x8) + (o x 0x4)
Cache information for SET[n], WAY|[o].
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ID R/W Field Value ID Description
A R TAG Cache tag.
B-E R DUVIi] (i=0..3) Data unit valid info.

One info bit for each data unit in a line, LSB is the first data unit.

Invalid 0 Invalid data unit
Valid 1 Valid data unit

F R \Y Line valid bit.
Invalid 0 Invalid cache line
Valid 1 Valid cache line

G R MRU Most recently used way.
Way0 0 Way0 was most recently used
Way1l 1 Way1 was most recently used

4.2.3.6 Registers

Instances

Instruction cache data

sy
=
w
P-4
>
P-4
o

ICACHEDATA APPLICATION 0x02F00000

0
o
3
=
oq
[=
=
Q
[=4
o
S

ICACHEDATA APPLICATION Number of sets : 0..127
Number of ways : 0..1
Number of data units : 0..3

Data width of a data unit : 0..1 words

Register overview

SET[n].WAY[0].DU[p].DATA[q] 0x0 Cache data bits for DATA[q] in DU[p] (DataUnit) of SET[n], WAY[o].

4.2.3.6.1 SET[n].WAY[0].DU[p].DATA[qg] (n=0..127) (0=0..1) (p=0..3) (g=0..1)
Address offset: 0x0 + (n x 0x40) + (o x 0x20) + (p x 0x8) + (g x 0x4)
Cache data bits for DATA[q] in DU[p] (DataUnit) of SET[n], WAY[o].

ID R/W Field Value ID Description

A R Data Data
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4.2.4 FICR — Factory information configuration registers

Factory information configuration registers (FICR) are pre-programmed in factory. These registers contain
chip-specific information and configuration.

4.2.4.1 Registers

Instances

FICR GLOBAL 0x00FFC000 HF NS NA No Factory information configuration

Register overview

INFO.CONFIGID 0x300 Configuration identifier

INFO.DEVICEID[n] 0x304 Device identifier

INFO.UUID[n] 0x30C 128-bit Universally Unique IDentifier (UUID).

INFO.PART 0x31C Part code

INFO.VARIANT 0x320 Part Variant, Hardware version and Production configuration
INFO.PACKAGE 0x324 Package option

INFO.RAM 0x328 RAM size (KB)

INFO.RRAM 0x32C RRAM size (KB)

ER[n] 0x380 Common encryption root key, word n

IR[n] 0x390 Common identity root key, word n

DEVICEADDRTYPE 0x3A0 Device address type

DEVICEADDR([n] 0x3A4 Device address n

TRIMCNF[n].ADDR 0x400 Address of the register which will be written
TRIMCNF[n].DATA 0x404 Data to be written into the register

NFC.TAGHEADERO 0x600 Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,

NFCID1_2ND_LAST and NFCID1_LAST.

NFC.TAGHEADER1 0x604 Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

NFC.TAGHEADER2 0x608 Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

NFC.TAGHEADER3 0x60C Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

XOSC32MTRIM 0x620 XOSC32M capacitor selection trim values

XOSC32KTRIM 0x624 XOSC32K capacitor selection trim values

4.2.4.1.1 INFO

Device info

4.2.4.1.1.1 INFO.CONFIGID
Address offset: 0x300

Configuration identifier
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ID R/W  Field Value ID Description

A R HWID Identification number for the HW

4.2.4.1.1.2 INFO.DEVICEID[n] (n=0..1)
Address offset: 0x304 + (n x Ox4)

Device identifier

ID R/W  Field Value ID Description

A R DEVICEID 64 bit unique device identifier

DEVICEID[0] contains the least significant bits of the device identifier.

DEVICEID[1] contains the most significant bits of the device identifier.

4.2.4.1.1.3 INFO.UUID[n] (n=0..3)
Address offset: 0x30C + (n x 0x4)
128-bit Universally Unique IDentifier (UUID).

ID R/W Field Description

A R uuID Device UUID [n].

The DEVICE.UUID[0] contains the least significant bits of the device

identifier.

4.2.4.1.1.4 INFO.PART
Address offset: 0x31C

Part code

ID R/W  Field Description

A R PART Part code
N54L15 0x00054B15 nRF54L15
N54L10 0x00054B10 nRF54L10
N54L05 0x00054B05 nRF54L05
Unspecified OXFFFFFFFF Unspecified

4.2.4.1.1.5 INFO.VARIANT
Address offset: 0x320

Part Variant, Hardware version and Production configuration
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ID R/W  Field Value ID

Description

A R VARIANT

Unspecified
4.2.4.1.1.6 INFO.PACKAGE

Address offset: 0x324

Package option

OXFFFFFFFF

Part Variant, Hardware version and Production configuration, encoded as
ASCII
Unspecified

ID R/W Field Value ID

A R PACKAGE

Unspecified

4.2.4.1.1.7 INFO.RAM
Address offset: 0x328

RAM size (KB)

OXFFFFFFFF

Description
Package option

Unspecified

D R/W  Field Value ID
A R RAM
K256
K192
K96

Unspecified

4.2.4.1.1.8 INFO.RRAM
Address offset: 0x32C

Value ID

0x100
0xCO

0x60
OXFFFFFFFF

Description
RAM size (KB)
256 kByte RAM
192 kByte RAM
96 kByte RAM
Unspecified

Description

A R RRAM
K1524
K1012
K500

Unspecified

4.2.4.1.2 ER[n] (n=0..3)
Address offset: 0x380 + (n x 0x4)

4503_018v1.0

OX5F4
0x3F4
Ox1F4
OXFFFFFFFF

RRAM size (KB)
1524 KByte RRAM
1012 KByte RRAM
500 KByte RRAM

Unspecified
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Common encryption root key, word n

Used to generate keys as recommended by the Bluetooth Core Specification

ID R/W  Field Description

A R ER Encryption Root, word n

4.2.4.1.3 IR[n] (n=0..3)
Address offset: 0x390 + (n x Ox4)

Common identity root key, word n

Used to generate keys as recommended by the Bluetooth Core Specification

ID R/W Field Value ID Description

A R IR Identity Root, word n

4.2.4.1.4 DEVICEADDRTYPE
Address offset: 0x3A0

Device address type

ID R/W  Field Description

A R DEVICEADDRTYPE Device address type
Public 0 Public address
Random 1 Random address

4.2.4.1.5 DEVICEADDR[n] (n=0..1)
Address offset: 0x3A4 + (n x 0x4)

Device address n

ID R/W Field Value ID Description

A R DEVICEADDR 48 bit device address
DEVICEADDR[O] contains the least significant bits of the device address.

DEVICEADDR[1] contains the most significant bits of the device address.
Only bits [15:0] of DEVICEADDR[1] are used.
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4.2.4.1.6 TRIMCNF[n].ADDR (n=0..63)
Address offset: 0x400 + (n x 0x8)

Address of the register which will be written

ID R/W Field Value ID Description
A R Address Address

4.2.4.1.7 TRIMCNF[n].DATA (n=0..63)
Address offset: 0x404 + (n x 0x8)

Data to be written into the register

ID R/W Field Value ID Description

A R Data Data

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Value ID Description

A R MFGID Default Manufacturer ID: Nordic Semiconductor ASA has ICM Ox5F
B R uD1 Unique identifier byte 1

C R ubD2 Unique identifier byte 2

D R uD3 Unique identifier byte 3

4.2.4.1.9 NFC.TAGHEADER1
Address offset: 0x604

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Description

A-D R UD[i] (i=4..7) Unique identifier byte i
4.2.4.1.10 NFC.TAGHEADER2
Address offset: 0x608
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Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W  Field Value ID Description

A-D R UD[i] (i=8..11) Unique identifier byte i

4.2.4.1.11 NFC.TAGHEADER3
Address offset: 0x60C

Default header for NFC Tag. Software can read these values to populate NFCID1_3RD_LAST,
NFCID1_2ND_LAST and NFCID1_LAST.

ID R/W Field Value ID Description

A-D R UDIi] (i=12..15) Unique identifier byte i

4.2.4.1.12 XOSC32MTRIM
Address offset: 0x620

XOSC32M capacitor selection trim values

Note: To enable the optional internal capacitors on XC1 and XC2 pins, see to the "Using internal
capacitors" section of the OSCILLATORS chapter.

ID R/W  Field Value ID Description

A R SLOPE Slope trim factor on twos complement form

-256 ='1_0000_0000' and +255 ='0_1111_1111
B R OFFSET Offset trim factor on integer form

4.2.4.1.13 XOSC32KTRIM
Address offset: 0x624

XOSC32K capacitor selection trim values

Note: To enable the optional internal capacitors on XL1 and XL2 pins, see to the "Using internal
capacitors" section of the OSCILLATORS chapter.
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R/W Field Value ID Description
A R SLOPE Slope trim factor on twos complement form
B R OFFSET Offset trim factor on integer form

4.2.5 MEMCONF — Memory configuration
MEMCONF provides power control for RAM blocks.

Each RAM block can independently power up or power-down in System ON and System OFF mode. RAM
blocks can contain multiple RAM sections. For more information about System ON and System OFF modes,
see Power and clock management on page 67. For an overview of available RAM blocks and RAM

sections, see Memory on page 13.

MEMCONF registers are used for configuring the following:

e RAM sections to be retained during System OFF mode
RAM sections to be retained and accessible during System ON mode

In System OFF mode, a RAM section is retained by configuring the corresponding MEM([i] field of registers
RET and RET2. The RET and RET2 registers control retention on half the address space within the memory
block.

In System ON mode, retention and accessibility for a RAM section is configured in the corresponding
MEMLi] field of register POWER[n].CONTROL (n=0..1) on page 46.

The following table contains the complete list of blocks (RET.MEM][i], RET2.MEM([i].

RAMOO section 0
1 RAMOO section 1 1 X 1
2 RAMOO section 2 1 X 1
3 RAMOO section 3 1 X 1
4 RAMO1 section 0 1 X 1
5 RAMO1 section 1 1 X 1
6 RAMOL1 section 2 1 X 1
7 RAMO1 section 3 1 1 1
33 ICACHE tag + data 1:0 1 X 1
34 CRACEN PKEcode 1 X 1
35 CRACEN KeyRAM 1 X 1

Table 16: Memory block overview with MEMCONF.POWER configuration

A list of features that are retained using MEMCONF are found in the following table.
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32 Restore VPR 0 Enables the VPR context restore
context at VPR reset from the RAM at VPR reset, where
the VPR reset maybe caused

by a wakeup from hibernate. !

Table 17: Feature overview with MEMCONF.POWER.RET configuration

The following table summarizes the behavior of the CONTROL and RET/RET?2 fields when a power domain
is powered on or off. The RAM section can be used to read and write data when it is powered. The RAM
section is retained during System OFF.

System OFF Any value Off No No
System OFF Off On No No
System OFF On On No Yes
System ON IDLE Off Any value No No
System ON IDLE On Any value No Yes
System ON RUN Any value Any value Yes Yes

Table 18: RAM section configuration
The advantage of not retaining RAM content is overall current consumption is reduced.

See chapter Memory on page 13 for more information on RAM sections.

Note: CACHE — Instruction/data cache on page 29 must be disabled when the ICACHE
memory block is turned off, and only enabled after the ICACHE memory block is turned on.

4.2.5.1 Registers

Instances
MEMCONF : S 0x500CF000

GLOBAL us S NA No Memory Configuration MEMCONF
MEMCONF : NS 0x400CF000

1 Must enable RAM retention using MEMCONF.POWER[0].RET2.MEMI[7] to restore the VPR context
correctly.
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Configuration

MEMCONF : S
GLOBAL
MEMCONF : NS

Register overview

POWER[Nn].CONTROL 0x500 Control memory block power.
POWERI[n].RET 0x508 RAM retention for RAM [n].
POWER[Nn].RET2 0x50C RAM retention for the second bank in the RAM block

4.2.5.1.1 POWER[n].CONTROL (n=0..1)
Address offset: 0x500 + (n x 0x10)
Control memory block power.

Where n =0 for memory blocks 0 to 31 and n = 1 for memory blocks 32 to 63.

ID R/W  Field Value ID Description

A-f RW  MEMIi] (i=0..31) Keep the memory block MEM[i] on or off when in System ON mode.

RAM blocks powered off this way will not be retained. All RAM blocks will be
off in System OFF mode.
Off 0 Power down

On 1 Power up

4.2.5.1.2 POWER[n].RET (n=0..1)

Address offset: 0x508 + (n x 0x10)

RAM retention for RAM [n].

Where n =0 for RAM blocks 0 to 31 and n = 1 for RAM blocks 32 to 63.

ID R/W  Field Value ID Description

A-f RW  MEMIi] (i=0..31) Keep the RAM block MEMI[i] retained when in System OFF mode.

All other RAM will be off in System OFF mode.
off 0 Retention off

On 1 Retention on

4.2.5.1.3 POWER[n].RET2 (n=0..1)

Address offset: 0x50C + (n x 0x10)

RAM retention for the second bank in the RAM block

Where n =0 for RAM blocks 0 to 31 and n = 1 for RAM blocks 32 to 63.
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0

ID f edcbazZzyYXWVUTSRQPONMLTKIJI HGTFTEDTCSEBA

Reset 0x00000000 0 00000O0O0OOOOOOOOOOOOOOOOOOOOOOOOO

A-f RW  MEM]Ii] (i=0..31) Keep the second bank in RAM block MEMI(i] retained when in System OFF
mode.

All other RAM will be off in System OFF mode. Not all types of RAM blocks
have two banks.
Off 0 Retention off

On 1 Retention on

4.2.6 RRAMC — Resistive random access memory controller

The resistive random access memory controller (RRAMC) is used for writing the internal RRAM memory,
the secure information configuration region (SICR), and the user information configuration registers
(UICR).

The main features of RRAMC are:

e Write and overwrite without erasing

e 128-bit word line with built in error correction code (ECC), detecting and correcting up to two bit errors
per line

e Automatic standby or power-down modes

¢ One-time programmable (OTP) protection for user information configuration registers (UICR)

e Optional immutable boot region protection

4.2.6.1 Reading from RRAM

RRAM can be read using any natural alignment.

Read and execute operations are cachable through CACHE — Instruction/data cache on page 29. For
execution performance figures, see CPU on page 19.

Low latency mode

The low power register allows making trade-offs between latency and power consumption. By default,
RRAMC goes into PowerDown mode, so the wakeup time is variable. To enable a sleep mode with faster
wake-up, configure Standby mode using register POWER.LOWPOWERCONFIG.MODE. In combination with
Constant Latency sub-power mode, this ensures the lowest latency.

4.2.6.2 Writing to RRAM

When writing is enabled in register CONFIG.WEN, and CONFIG.WRITEBUFSIZE is set to Unbuffered,
RRAM is written using any natural alignment (byte, half-word, 32-bit, or 64-bit).

RRAMLC always writes full wordlines. When data is written to RRAM, the entire wordline is written and ECC
is updated, even if only a single bit is changed. This has an effect on the endurance of the RRAM, as each
write operation counts as a write to all bits in the wordline.

RRAMC is able to write both 0 and 1 to any bit in RRAM, even if that bit has been written before.

When writing with CONFIG.WRITEBUFSIZE set to Unbuf fered, the written data (byte, half-word, 32-bit,
or 64-bit) is committed to RRAM immediately.

4.2.6.2.1 Buffered RRAM write
RRAMC enables fast buffered writes for contiguous memory regions.

RRAMC has an internal write-buffer that can be configured using CONFIG.WRITEBUFSIZE.

N

NORDIC

SEMICONDUCTOR

4503_018 v1.0 a7



Application core

When buffered writes are enabled, RRAMC will collect as much data as possible in the internal write-
buffer, before bulk-committing the buffer to RRAM.

When committing to RRAM, the commit operation updates only the data in RRAM memory that has
modified values. Values that have not been altered remain unchanged in RRAM.

To use buffered writes, perform the following operations:

1. Enable writing using CONFIG.WEN, and configure CONFIG.WRITEBUFSIZE.
2. Write to RRAM memory in incrementing address order.

RRAMC commits the write-buffer when either of the following occurs:

e The write-buffer is full
¢ The address written is outside the buffer area
¢ There is a read operation from a 128-bit word line in the buffer that has already been written to

RRAMC stalls while the commit takes place, and additional wait-states can be observed for the bus access.
In addition to the automatic commit, a commit can also be triggered by the following:

e After a time-out waiting for a new write operation, configured in READYNEXTTIMEOUT
e When the COMMITWRITEBUF task is triggered

The manual triggers are useful in situations where it is crucial to ensure that the write buffer has been
committed. Register BUFSTATUS.WRITEBUFEMPTY can be used to check if the write-buffer is empty, or if it
contains uncommitted data.

Note: The internal write-buffer is volatile, and data loss may occur during a power failure or when
entering System OFF mode with uncommitted data in the buffer. Having uncommitted data in the
internal write-buffer will keep the RRAM active, and thus increase power consumption during sleep
mode.

4.2.6.3 Erasing RRAM

RRAMC provides a mechanism to erase the whole RRAM in one operation by using the ERASE.ERASEALL
register.

When ERASEALL is triggered, RRAMC will write 0OxFFFFFFFF to the entire RRAM memory, including
user information configuration registers (UICR) and the secure information configuration region (SICR) .
ERASEALL will not erase the factory information configuration registers (FICR).

This functionality can be blocked by ERASE protection. For details, see CTRL-AP — Control access port on
page 822.

Note: Unlike the CTRL-AP ERASEALL operation that can be activated from a debugger, the RRAMC
ERASEALL operation will not automatically grant access to the debug access port.

Note: The write-buffer must be committed before initiating an erase operation.

4.2.6.4 Region protection

The RRAM memory can be divided into several regions and these regions can be configured to restrict
accesses.

Each region is configured using the REGION[n]. ADDRESS and REGION[n].CONFIG registers.

When the region write-once feature is enabled, writes to a 32-bit words in the region are allowed only
when the current data is OxFFFFFFEF, else the writes are ignored.
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When the region configuration registers are writable, the region configuration registers can be updated
until the lock bit is set to Enabled. However, the register fields Secure, Read, Write, amd Execute can be
written to 0, even if the lock bit is set to Enabled.

After changing the region protecton, CACHE must be invalidated to stay coherent with the updated RRAM
configuration. Failure to do so will cause unpredictable results, such as being able to read cached content
from a memory region that was just configured to be non-readable.

Note: The configuration registers for some of the regions are read-only and are reserved by the
system configurations. See the register configuration table below for regions available for users.

4.2.6.5 Immutable boot region
RRAMC can make a part of the RRAM code memory immutable.

The immutable boot region has configurable permissions settings. Read, write, and execute permissions
are configured individually. By making the region read-execute only, that memory range of the RRAM
becomes immutable.

The region starts at address 0x00000000 and the size of the region is configurable. Note that the region
does not add additional storage, but enforces permission settings on the memory range.

The size and permission settings of the immutable boot region is configured in UICR. If UICR.BOOTCONF is
not configured, RRAMC will not enforce the protection.

Once the boot region protection is enabled, it can only be removed by ERASEALL. Erase protection can be
enabled to prevent ERASEALL operation. For more information about erase protection, see CTRL-AP —
Control access port on page 822.

4.2.6.6 Power-failure protection

Power failure protection is possible by using the power-fail comparator (POF) that is monitoring power
supply.

If the power-fail comparator is enabled, and the power supply voltage is below the POF threshold, the

power-fail comparator will prevent RRAMC from performing write operations. For more information about
POF, see Power-fail comparator on page 69.

If a power failure warning is present at the start of an RRAM write operation, RRAMC will block the
operation and a bus error will be signaled.

If a power failure warning occurs during an ongoing RRAM write, RRAMC can be configured to handle this
in two ways:

e |f POWER.CONFIG.POF = Abort, then RRAMC will stop the commit process from the internal write-
buffer as soon as the condition occurs. After a power-failure event, the write buffer must be cleared by
using the CLRWRITEBUF task before writing more data to RRAM.

e |f POWER.CONFIG.POF = Wait, then RRAMC will try to complete the on-going write despite the
warning of the operating voltage becoming too low.

4.2.6.7 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
RRAMC GLOBAL 0x5004B000 HF S NA No RRAM Non-Volatile Memory
Controller
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Configuration

RRAMC GLOBAL RRAMC.REGION([4] is available for use, other regions are reserved for the

system.
RRAM word size : 128 bits per wordline

Maximum write buffer size : 32

Register overview

TASKS_WAKEUP 0x000 Wakeup the RRAM from low power mode
TASKS_CLRWRITEBUF 0x004 Clear internal write-buffer

TASKS_COMMITWRITEBUF 0x008 Commits the data stored in internal write-buffer to RRAM
SUBSCRIBE_WAKEUP 0x080 Subscribe configuration for task WAKEUP
SUBSCRIBE_CLRWRITEBUF 0x084 Subscribe configuration for task CLRWRITEBUF
SUBSCRIBE_COMMITWRITEBUF 0x088 Subscribe configuration for task COMMITWRITEBUF
EVENTS_WOKENUP 0x100 RRAMC is woken up from low power mode
EVENTS_READY 0x104 RRAMC is ready

EVENTS_READYNEXT 0x108 Ready to accept a new write operation
EVENTS_ACCESSERROR 0x10C RRAM access error

PUBLISH_WOKENUP 0x180 Publish configuration for event WOKENUP

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

READY 0x400 RRAMC ready status

READYNEXT 0x404 Ready next flag

ACCESSERRORADDR 0x408 Address of the first access error
BUFSTATUS.WRITEBUFEMPTY 0x418 Internal write-buffer is empty

ECC.ERRORADDR 0x420 Address of the first ECC error that could not be corrected
CONFIG 0x500 Configuration register

READYNEXTTIMEOUT 0x50C Configuration for ready next timeout counter, in units of AXI clock frequency
POWER.CONFIG 0x510 Power configuration

POWER.LOWPOWERCONFIG 0x518 Low power mode configuration

ERASE.ERASEALL 0x540 Erase RRAM, including UICR

All information in SICR, including keys, are also erased
REGION[n].ADDRESS 0x550 Region address
REGION[n].CONFIG 0x554 Region configuration

4.2.6.7.1 TASKS_WAKEUP
Address offset: 0x000

Wakeup the RRAM from low power mode

Value ID Description
A W TASKS_WAKEUP Wakeup the RRAM from low power mode
Trigger 1 Trigger task
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4.2.6.7.2 TASKS_CLRWRITEBUF
Address offset: 0x004

Clear internal write-buffer

ID R/W Field Value ID Description
A W TASKS_CLRWRITEBUF Clear internal write-buffer
Trigger 1 Trigger task

4.2.6.7.3 TASKS_COMMITWRITEBUF
Address offset: 0x008
Commits the data stored in internal write-buffer to RRAM

READY status is updated during this operation

ID R/W Field Value ID Description

A W TASKS_COMMITWRITEBUF Commits the data stored in internal write-buffer to RRAM

READY status is updated during this operation
Trigger 1 Trigger task

4.2.6.7.4 SUBSCRIBE_WAKEUP
Address offset: 0x080

Subscribe configuration for task WAKEUP

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task WAKEUP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.2.6.7.5 SUBSCRIBE_CLRWRITEBUF
Address offset: 0x084
Subscribe configuration for task CLRWRITEBUF
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ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task CLRWRITEBUF will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.2.6.7.6 SUBSCRIBE_COMMITWRITEBUF
Address offset: 0x088
Subscribe configuration for task COMMITWRITEBUF

READY status is updated during this operation

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task COMMITWRITEBUF will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

4.2.6.7.7 EVENTS_WOKENUP
Address offset: 0x100
RRAMC is woken up from low power mode

This event is triggered only if waken up by the WAKEUP task

ID R/W Field Value ID Description

A RW  EVENTS_WOKENUP RRAMC is woken up from low power mode

This event is triggered only if waken up by the WAKEUP task
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.8 EVENTS_READY
Address offset: 0x104
RRAMC is ready

This event is not connected to PPI
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ID R/W Field Value ID Description

A RW  EVENTS_READY RRAMC is ready

This event is not connected to PPl
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.9 EVENTS_READYNEXT
Address offset: 0x108
Ready to accept a new write operation

This event is not connected to PPI

ID R/W  Field Value ID Description

A RW  EVENTS_READYNEXT Ready to accept a new write operation

This event is not connected to PPl
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.10 EVENTS_ACCESSERROR
Address offset: 0x10C
RRAM access error

This event is not connected to PPI

ID R/W Field Value ID Description

A RW  EVENTS_ACCESSERROR RRAM access error

This event is not connected to PPI
NotGenerated 0 Event not generated

Generated 1 Event generated

4.2.6.7.11 PUBLISH_WOKENUP
Address offset: 0x180
Publish configuration for event WOKENUP

This event is triggered only if waken up by the WAKEUP task
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R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that event WOKENUP will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

4.2.6.7.12 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  WOKENUP Enable or disable interrupt for event WOKENUP

This event is triggered only if waken up by the WAKEUP task

Disabled 0 Disable
Enabled 1 Enable
B RW READY Enable or disable interrupt for event READY

This event is not connected to PPI

Disabled 0 Disable
Enabled 1 Enable
C RW  READYNEXT Enable or disable interrupt for event READYNEXT

This event is not connected to PPI

Disabled 0 Disable
Enabled 1 Enable
D RW  ACCESSERROR Enable or disable interrupt for event ACCESSERROR

This event is not connected to PPI
Disabled 0 Disable
Enabled 1 Enable

4.2.6.7.13 INTENSET
Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW  WOKENUP Write '1' to enable interrupt for event WOKENUP
Wwis This event is triggered only if waken up by the WAKEUP task
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW READY Write '1' to enable interrupt for event READY
W1s

This event is not connected to PPI
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R/W Field Value ID Description
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  READYNEXT Write '1' to enable interrupt for event READYNEXT
wis This event is not connected to PPI
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW  ACCESSERROR Write '1' to enable interrupt for event ACCESSERROR
wis This event is not connected to PPI
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.2.6.7.14 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  WOKENUP Write '1' to disable interrupt for event WOKENUP
wic This event is triggered only if waken up by the WAKEUP task
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  READY Write '1' to disable interrupt for event READY
e This event is not connected to PPI
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  READYNEXT Write '1' to disable interrupt for event READYNEXT
wic This event is not connected to PPI
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW  ACCESSERROR Write '1' to disable interrupt for event ACCESSERROR
wic This event is not connected to PPl
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

4.2.6.7.15 INTPEND
Address offset: 0x30C
Pending interrupts
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Value ID Description

A R WOKENUP Read pending status of interrupt for event WOKENUP

This event is triggered only if waken up by the WAKEUP task

NotPending 0 Read: Not pending
Pending 1 Read: Pending
B R READY Read pending status of interrupt for event READY

This event is not connected to PPI

NotPending 0 Read: Not pending
Pending 1 Read: Pending
C R READYNEXT Read pending status of interrupt for event READYNEXT

This event is not connected to PPI

NotPending 0 Read: Not pending
Pending 1 Read: Pending
D R ACCESSERROR Read pending status of interrupt for event ACCESSERROR

This event is not connected to PPI
NotPending 0 Read: Not pending
Pending 1 Read: Pending

4.2.6.7.16 READY
Address offset: 0x400
RRAMC ready status

The event READY is generated when the status changes to Ready

ID R/W Field Value ID Description

A R READY RRAMC is ready or busy

The status is updated for all RRAMC operations except during read and
writes to write-buffer

Busy 0 RRAMC is busy

Ready 1 The current RRAMC operation is completed and RRAMC is ready

4.2.6.7.17 READYNEXT
Address offset: 0x404

Ready next flag

The event READYNEXT is generated when the READYNEXT status changes to Ready

ID R/W Field Value ID Description

A R READYNEXT RRAMC can accept a new write operation
Busy 0 RRAMC cannot accept any write operation now
Ready 1 RRAMC is ready to accept a new write operation
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4.2.6.7.18 ACCESSERRORADDR
Address offset: 0x408
Address of the first access error

The event ACCESSERROR is generated on access error. When this event is cleared, this register is updated
on the next access error

ID R/W  Field Value ID Description

A R ADDRESS Access error address

The most significant 8 bits are set to zero always

4.2.6.7.19 BUFSTATUS.WRITEBUFEMPTY
Address offset: 0x418
Internal write-buffer is empty

The internal write-buffer has been committed to RRAM and is now empty

ID R/W Field Value ID Description

A R EMPTY

NotEmpty 0 The internal write-buffer has data that needs committing
Empty 1 The internal write-buffer is empty and has no content that needs to be
committed

4.2.6.7.20 ECC.ERRORADDR
Address offset: 0x420
Address of the first ECC error that could not be corrected

The event ECCERROR is generated on ECC error. When this event is cleared, this register is updated on the
next ECC error

ID R/W Field Value ID Description

A R ADDRESS ECC error address

The most significant 8 bits are set to zero always

4.2.6.7.21 CONFIG
Address offset: 0x500

Configuration register
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R/W Field Value ID Description
A RW  WEN Write enable
Disabled 0 Write is disabled
Enabled 1 Write is enabled
B RW  WRITEBUFSIZE 0..32 write-buffer size in number of 128-bit words
Unbuffered 0 Disable buffering

4.2.6.7.22 READYNEXTTIMEOUT
Address offset: 0x50C

Configuration for ready next timeout counter, in units of AXI clock frequency

R/W  Field Value ID Description
A RW  VALUE [0..4095] Preload value for waiting for a next write
B RW EN Enable ready next timeout

The timeout value is number of RRAMC clock cycles. The timeout starts
when the READYNEXT is set to ready
Disable 0 Disable ready next timeout

Enable 1 Enable ready next timeout

4.2.6.7.23 POWER.CONFIG
Address offset: 0x510

Power configuration

R/W Field Description

A RW  ACCESSTIMEOUT Access timeout, in 31.25 ns units, used for going into standby power mode

or remain active on wake up

The timeout counter counts down and is restarted on every RRAM access

and on event WOKENUP

B RW POF Power on failure warning handling configuration
Wait 0 Wait until the current RRAM write finishes
Abort 1 Abort the current RRAM write

4.2.6.7.24 POWER.LOWPOWERCONFIG
Address offset: 0x518
Low power mode configuration

The RRAMC low power mode is entered while the device goes into system on idle
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ID R/W Field Value ID Description
A RW MODE RRAM low power mode
PowerDown 0 The RRAM goes into power down mode
Standby 1 The RRAM automatically goes into standby mode while the RRAM is not

being accessed

This mode gives faster wake-ups, and is useful in combination with Constant
Latency sub-power mode.

NAP 2 The RRAM goes into NAP mode

PowerOff 3 The RRAM is powered Off

4.2.6.7.25 ERASE.ERASEALL

Address offset: 0x540

Erase RRAM, including UICR

All information in SICR, including keys, are also erased

The status in READY is updated during this operation

Writes to this register are ignored when erase protect is enabled

ID R/W Field Value ID Description

A RW  ERASE Erase RRAM
NoOperation 0 No operation
Erase 1 Start erase of chip

4.2.6.7.26 REGION[n] (n=0..4)

RRAMC can apply access privileges to regions of the RRAM. Some regions are dedicated for system use
and are not available for configuration - refer to the instantiation table for details.

4.2.6.7.26.1 REGION[n].ADDRESS (n=0..4)
Address offset: 0x550 + (n x 0x8)

Region address

ID R/W Field Value ID Description

A RW  STARTADDR Start address of the region [n]

Bits [31:24] and bit [9:0] are read-only and set to zero
4.2.6.7.26.2 REGION[n].CONFIG (n=0..4)
Address offset: 0x554 + (n x 0x8)

Region configuration
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The register fields READ, WRITE and EXECUTE can can be written to 0, even when the LOCK field is set to
Enabled.

R/W  Field Value ID Description

A RW  READ Read access
NotAllowed 0 Read access to override region [n] is not allowed
Allowed 1 Read access to override region [n] is allowed

B RW  WRITE Write access
NotAllowed 0 Write access to override region [n] is not allowed
Allowed 1 Write access to override region [n] is allowed

C RW  EXECUTE Execute access
NotAllowed 0 Execute access to override region [n] is not allowed
Allowed 1 Execute access to override region [n] is allowed

D RW  SECURE Secure access
NonSecure 0 Both Secure and non-Secure access to override region [n] is allowed
Secure 1 Only secure access to override region [n] is allowed

E RW  OWNER Owner ID
NotEnforced 0 Owner ID protection is not enforced

F RW  WRITEONCE Write-once
Disabled 0 Write-once disabled
Enabled 1 Write-once enabled

G RW  LOCK Enable lock

wi1s

Disabled 0 Lock disabled for region [n]
Enabled 1 Lock enabled for region [n]

H RW  SIZE Size in KBytes of region [n]

4.2.7 SICR — Secure information configuration region

The secure information configuration region (SICR) is reserved for keys and device unique seed.

Access to SICR is managed by KMU — Key management unit on page 165. Bus transactions originating
from CPU or other peripherals are blocked.

4.2.8 SWI — Software interrupts

A set of interrupts have been reserved for use as software interrupts.

These interrupts can be enabled and triggered by software by using the Arm Cortex-M33 NVIC registers, as
described in the Arm Cortex-M33 Processor Technical Reference Manual.

4.2.8.1 Registers

Instances

SWI00 APPLICATION 0x5001C000 HF S NA No Software interrupt SWI00
Swio1 APPLICATION 0x5001D000 HF S NA No Software interrupt SWI01
SWI02 APPLICATION 0x5001E000 HF N NA No Software interrupt SW102
Swio3 APPLICATION 0x5001F000 HF S NA No Software interrupt SW103
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4.2.9 UICR — User information configuration registers

The user information configuration registers (UICR) are non-volatile memory (NVM) registers that
configure user specific settings and values for emulated one-time programmable (OTP).

All UICR registers have a RW1 protection, which means that they can be read multiple times, but written
only once when UICR has been erased by the Erase All operation.

For information on writing registers, see RRAMC — Resistive random access memory controller on page
47 and Memory on page 13.

Notice that all access port protection registers are duplicated into PROTECTO/PROTECT1. For
optimal security, set both registers set to "random" values different from the Unprotected value. For
ERASEPROTECT, set both PROTECTO/PROTECT1 registers to the Protected value.

4.2.9.1 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
UICR GLOBAL 0x00FFDO00 HF S NA No User information configuration
Register overview
Register Offset TZ Description
APPROTECT[n].PROTECTO 0x000 Access port protection
APPROTECT[n].PROTECT1 0x01C Access port protection
SECUREAPPROTECT[n].PROTECTO 0x020 Access port protection
SECUREAPPROTECT[n].PROTECT1 0x03C Access port protection register
AUXAPPROTECT[n].PROTECTO 0x040 Access port protection
AUXAPPROTECT[n].PROTECT1 0x05C Access port protection register
ERASEPROTECT[n].PROTECTO 0x60 Erase protection
ERASEPROTECT[n].PROTECT1 0x7C Erase protection
BOOTCONF 0x080 Immutable boot region configuration.
USER.ROT.PUBKEY[n].DIGEST[o] 0x200 First 256 bits of SHA2-512 digest over RoT public key generation [n].
USER.ROT.PUBKEY[n].REVOKE[0] 0x220 Revocation status for RoT public key generation [n].
USER.ROT.AUTHOPKEY[n].DIGEST[o] 0x2B0 First 256 bits of SHA2-512 digest over RoT authenticated operation public key generation [n].
USER.ROT.AUTHOPKEY[n].REVOKE[0] 0x2D0 Revocation status for RoT authenticated operation public key generation [n].
OTP[n] 0x500 One time programmable memory

4.2.9.1.1 APPROTECT[n] (n=0..0)
Access Port Protection Registers

4.2.9.1.1.1 APPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x000 + (n x 0x20)

Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.

N

NORDIC

SEMICONDUCTOR

4503_018 v1.0 61



Application core

ID R/W Field Value ID Description

A RW1 PALL
Unprotected OxFFFFFFFF Leaves TAMPC PROTECT.DOMAIN DBGEN and NIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.1.2 APPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x01C + (n x 0x20)
Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.

ID R/W Field Value ID Description

A RW1 PALL
Unprotected OxFFFFFFFF Leaves TAMPC PROTECT.DOMAIN DBGEN and NIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.2 SECUREAPPROTECT[n] (n=0..0)
Access Port Protection Registers

4.2.9.1.2.1 SECUREAPPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x020 + (n x 0x20)

Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.

ID R/W  Field Value ID Description

A RW1 PALL
Unprotected OxFFFFFFFF Leaves TAMPC PROTECT.DOMAIN SPIDEN and SPNIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.2.2 SECUREAPPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x03C + (n x 0x20)
Access port protection register

Any other value than Unprotected will lock TAMPC PROTECT.DOMAIN signal protectors.
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ID R/W Field Value ID Description

A RW1 PALL
Unprotected OxFFFFFFFF Leaves TAMPC PROTECT.DOMAIN SPIDEN and SPNIDEN signal protectors

unlocked and under CPU control.

4.2.9.1.3 AUXAPPROTECT[n] (n=0..0)

Access Port Protection Registers

4.2.9.1.3.1 AUXAPPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x040 + (n x 0x20)

Access port protection

Any other value than Unprotected will lock TAMPC PROTECT.AP signal protectors.

ID R/W Field Value ID Description

A RW1 PALL
Unprotected OXFFFFFFFF Leaves TAMPC PROTECT.AP DBGEN signal protector unlocked and under CPU

control.

4.2.9.1.3.2 AUXAPPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x05C + (n x 0x20)
Access port protection register

Any other value than Unprotected will lock TAMPC PROTECT.AP signal protectors.

ID R/W  Field Value ID Description

A RW1 PALL
Unprotected OXFFFFFFFF Leaves TAMPC PROTECT.AP DBGEN signal protector unlocked and under CPU

control.

4.2.9.1.4 ERASEPROTECT[n] (n=0..0)

Erase Protection Registers

4.2.9.1.4.1 ERASEPROTECT[n].PROTECTO (n=0..0)
Address offset: 0x60 + (n x 0x20)

Erase protection

Any other value than Protected will leave the TAMPC PROTECT.ERASEPROTECT signal protector
unlocked, so that CPU can control its value.
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ID R/W Field Value ID Description

A RW1 PALL

Protected 0x50FAS0FA Erase protection is enabled and the signal protector is locked.

4.2.9.1.4.2 ERASEPROTECT[n].PROTECT1 (n=0..0)
Address offset: 0x7C + (n x 0x20)
Erase protection

Any other value than Protected will leave the TAMPC PROTECT.ERASEPROTECT signal protector
unlocked, so that CPU can control its value.

ID R/W Field Value ID Description

A RW1 PALL

Protected O0x50FAS0FA Erase protection is enabled and the signal protector is locked.

4.2.9.1.5 BOOTCONF
Address offset: 0x080
Immutable boot region configuration.

If this register is not equal to OXFFFFFFFF, RRAMC applies these settings to form the immutable boot
region.

For an immutable bootloader, recommended value is READ, EXECUTE, SECURE, WRITEONCE, LOCK, and
SIZE. READ permission is needed for the CPU to read constants and instructions.

Unused bits (unused fields) must be set to zero.

ID R/W Field Value ID Description

A RW1 READ Read access. Must be enabled in order for the Arm Cortex CPU to start

executing from RRAM.

NotAllowed 0 Reading from the region is not allowed.
Allowed 1 Reading from the region is allowed

B RW1 WRITE Write access
NotAllowed 0 Writing to the region is not allowed
Allowed 1 Writing to the region is allowed

C RW1 EXECUTE Execute access
NotAllowed 0 Executing code from the region is not allowed
Allowed 1 Executing code from the region is allowed

D RW1 SECURE Secure access
NonSecure 0 Both secure and non-secure access to region is allowed
Secure 1 Only secure access to region is allowed

E RW1 WRITEONCE Write-once
Disabled 0 Write-once disabled
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ID R/W Field Value ID Description

Enabled 1 Write-once enabled

Writes to a 32-bit word in the BOOTCONF region are is only when the
current data is OXFFFFFFFF, otherwise the writes are ignored
F RW1 LOCK Enable lock of configuration register
Disabled 0 Lock is disabled, and the RRAMC region configuration registers for the
immutable boot region are writable.
Enabled 1 Lock is enabled, and the RRAMC configuration registers for the immutable
boot region are read-only.

G RW1 SIZE Immutable boot region size

Configures the region size in kB

4.2.9.1.6 USER.ROT

Assets installed to establish initial Root of Trust in the device.
User RoT key materials

4.2.9.1.6.1 USER.ROT.PUBKEY|[n].DIGEST[o] (n=0..3) (0=0..7)
Address offset: 0x200 + (n x 0x2C) + (o x Ox4)

First 256 bits of SHA2-512 digest over RoT public key generation [n].

ID R/W Field Value ID Description
A RW1 VALUE Value for word [o] in the key digest [n].
4.2.9.1.6.2 USER.ROT.PUBKEY[n].REVOKE[o] (n=0..3) (0=0..2)

Address offset: 0x220 + (n x 0x2C) + (o x 0x4)

Revocation status for RoT public key generation [n].

ID R/W Field Value ID Description
A RW1 STATUS Revocation status.
NotRevoked OXFFFFFFFF Key not revoked.

Any other value says the key is revoked.

4.2.9.1.6.3 USER.ROT.AUTHOPKEY[n].DIGEST[o] (n=0..3) (0=0..7)
Address offset: 0x2B0 + (n x 0x2C) + (o x 0x4)

First 256 bits of SHA2-512 digest over RoT authenticated operation public key generation [n].
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ID R/W  Field Value ID Description
A RW1 VALUE Value for word [0] in the key digest [n].
4.2.9.1.6.4 USER.ROT.AUTHOPKEY[n].REVOKE[o] (n=0..3) (0=0..2)

Address offset: 0x2D0 + (n x 0x2C) + (o0 x 0x4)

Revocation status for RoT authenticated operation public key generation [n].

ID R/W  Field Value ID Description
A RW1 STATUS Revocation status.
NotRevoked OXFFFFFFFF Key not revoked.

Any other value says the key is revoked.

4.2.9.1.7 OTP[n] (n=0..319)
Address offset: 0x500 + (n x Ox4)

One time programmable memory

ID R/W  Field Value ID Description

A RW1 OTP OTP word

Can only be written to a non OxFFFFFFFF value once after Erase All

operation.
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5

Power and clock management

The power and clock management system is optimized for ultra-low power applications to provide
maximum power efficiency.

The power and clock management system is shown in the following figure.

Power and clock

External Internal

power sources voltage ST
regulators

REGULATORS
CLOCK

Internal OSCILLATORS
oscillators

Optional RESET Peripherals
32.768 kHz crystal

Figure 9: Power and clock management

The power and clock management system automatically tracks the power and clock resources requested
by components in the system at any given time. To achieve the lowest power consumption possible, the
system evaluates the requests, starts and stops clock sources, and chooses the most optimal regulator
operation modes.

The device start-up sequence after reset is described in RESET — Reset control on page 101.

5.1 System ON mode

System ON is the default operation mode after power-on reset.

In System ON, all functional blocks, such as the CPU and peripherals, can be in an IDLE or RUN state
depending on the configuration set by the software and the state of the executing application.

The power and clock management unit can switch the appropriate internal power domains on and off,
depending on power requirements. A peripheral's power requirement is directly related to its activity
level, which increases and decreases when specific tasks are triggered or events are generated.

5.1.1 Sub-power modes

In System ON mode, the system can reside in one of the two sub-power modes when the CPU and all
peripherals are in an IDLE state.

The sub-power modes are the following:

e (Constant Latency
e Low-power

In Constant Latency mode, the CPU wakeup latency and the PPI task response are constant and kept at a
minimum. This is secured by forcing a set of basic resources to be turned on while in sleep mode. Constant
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and predictable latency increases power consumption. Constant Latency mode is selected by triggering
the task CONSTLAT.

In Low-power mode, the automatic power management system described in System ON mode ensures
that the most efficient supply option is chosen to save power. The lowest possible power consumption
comes at a cost of a varying CPU wakeup latency and PPI task response. Low-power mode is selected by
triggering the task LOWPWR.

When the system enters System ON mode, it is in the sub-power mode Low-power by default.

5.2 System OFF mode

System OFF is the deepest power-saving mode the system can enter. In this mode, the system's core
functionality is powered down and most ongoing tasks are stopped.

Register SYSTEMOFF on page 99 sets the device into System OFF mode. The following wakeup sources
will initiate a wakeup from System OFF:

e The DETECT signal generated by the GPIO peripheral

e The ANADETECT signal generated by the LPCOMP peripheral

¢ The SENSE signal generated by the NFCT peripheral to wake-on-field
¢ The SYSCOUNTER compare event generated by the GRTC peripheral
¢ A debug session is started

e Apinreset

When the device wakes up from System OFF, a system reset is performed. For more details, see Reset
behavior on page 103.

One or more RAM sections can be retained in System OFF depending on the RAM retention settings
configured in MEMCONF — Memory configuration on page 44.

Before entering System OFF mode, the following conditions must be met.

¢ All on-going EasyDMA transactions must finish. See peripheral specific chapters for more information
about how to get the status of EasyDMA transactions.

¢ The 32 MHz oscillator (HFXO) must be stopped. Stop HFXO with the XOSTOP task. The 32 kHz oscillator
(LFXO) can be running.

¢ The register RESET.RESETREAS must be cleared. Failure to do so can make the system immediately
wake up from System OFF mode.

5.2.1 Emulated System OFF mode

When the device is in Debug Interface mode, System OFF is emulated to ensure that all resources required
for debugging are available during System OFF.

Resources required for debugging include the following key components:

¢ Debug Interface mode on page 820

e CLOCK — Clock control on page 70

¢ POWER — Power control on page 92

e OSCILLATORS — Oscillator control on page 86
e REGULATORS — Regulator control on page 97
e RESET — Reset control on page 101

e CPU

¢ Memory, including RAM and RRAM

N

NORDIC

SEMICONDUCTOR

4503_018 v1.0 68



Power and clock management

Because the CPU is kept on in an emulated System OFF mode, it is recommended to add an infinite loop
directly after entering System OFF. This prevents the CPU from executing code that normally should not be
executed. For more information, see Debug and trace on page 815.

5.3 Power supply supervisors

The power supply supervisors monitor the connected power supply and provide the following
functionality.

e Power-on reset — signals the circuit when a supply is connected

¢ Fixed brownout reset detector — holds the system in reset when the voltage is too low for safe
operation

e Optional power-fail comparator (POF) — signals the application when the supply voltage drops below a
configured threshold

The power supply supervisors are illustrated in the following figure.

VDD T Power-on reset>

VPOR

T Brownout reset -

VBOR

POFCON.EVENTDISABLE
.

/g -
> /{ l POFWARN
MUX |

3.2V —p

1.8V —»
1.7V —»

POFCON.THRESHOLD POFCON.POF

Figure 10: Power supply supervisors

5.3.1 Power-fail comparator

Using the power-fail comparator (POF) is optional. When enabled, it notifies the CPU of a potential power
supply failure.

The POF can measure the voltage on VDD . To enable and configure the POF, see register POFCON
(Retained) on page 99.

When the supply voltage falls below the defined threshold, the POF generates an event POFWARN

that can be used by an application to prepare for power failure. This event is also generated when

the supply voltage is already below the threshold at the time the POF is enabled, or if the threshold is
reconfigured to a level above the supply voltage. POFWARN is disabled using the EVENTDISABLE field of
REGULATORS.POFCON. In addition to the event, the result of the POF is found using POFSTAT on page
100.

POFWARN prevents RRAMC from performing write operations to the non-volatile memory. See RRAMC —
Resistive random access memory controller on page 47 for more information about non-volatile memory.
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The POF features a hysteresis of Vyyst, as illustrated in the following figure.

VPOF +VPOFHYST

Veor

VBOR,ON

POFWARN
\ 4

MCU
4_ ——— — —— —
POFWARN

Figure 11: Power-fail comparator (BOR = Brownout reset)

To save power, the POF is not active in System ON when the HFCLK is not running, or in System OFF.
To measure the voltage, perform the following steps.

1. Disable POFWARN by writing Disabled to REGULATORS.POFCON.EVENTDISABLE.

2. Enable POF by writing Enabled to REGULATORS.POFCON.POF.

3. Loop over all threshold voltages by writing a threshold voltage into register
REGULATORS.POFCON.THRESHOLD, starting at the lowest value enumerator until
REGULATORS.POFSTAT toggles. This toggle indicates that the voltage has been found and can be read
from register REGULATORS.POFCON.THRESHOLD.

5.4 CLOCK — Clock control

The clock control system sources the system clocks from internal or external high and low frequency
oscillators. It distributes the clocks to modules based on their requirements. Clock distribution is
automated and grouped independently by module to limit current consumption in unused branches of the
clock tree.

The following are the main features for CLOCK:

e On-chip 128 MHz phase-locked loop (PLL) with internal oscillator

e 32 MHz crystal oscillator (when using the external 32 MHz crystal)

e 32.768 kHz RC oscillator

e 32.768 kHz crystal oscillator (when using the external 32.768 kHz crystal)
¢ Automatic clock control and distribution

The clock control system is responsible for requesting resources from the power and clock subsystem.
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Figure 12: Clock control

5.4.1 HFCLK controller

The HFCLK clock controller provides the following clocks to the system.

N

HCLKCORE MCU power domain and CPU clock where 64 or 128 MHz can be
selected
PCLK32M 32 MHz peripheral clock
PCLK16M 16 MHz peripheral clock
PCLK1IM 1 MHz peripheral clock

Table 19: Clocks

HFINT 128 MHz internal oscillator

HFXO 32 MHz crystal oscillator

Table 20: Sources

The following HFCLK sources generate the HFCLK clocks:

e 128 MHz internal oscillator — PLL is operating in free running mode
e 32 MHz crystal oscillator — PLL is locked on a crystal (XOSC), optionally using built-in capacitors as
described in OSCILLATORS — Oscillator control on page 86.

CPUs, peripherals, and other system components automatically request clocks. The HFCLK control passes
the request to the power and clock subsystem. When the clocks are running, the HFCLK control distributes
them to the components. The CPU clock frequency can be selected, as described in OSCILLATORS —
Oscillator control on page 86.

When all HFCLK control requests end, the HFCLK control stops requesting CLOCK from the power and clock
subsystem. For example, when the CPU enters sleep or when peripherals have completed their tasks,
HFCLK stops CLOCK requests. If there are no requests for HFCLK or PCLK control, the power and clock
subsystem automatically stops the clock.
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When the system enters System ON mode and an HFCLK clock is requested, the PLL is automatically
started. When clock requests stop, the PLL automatically stops.

HFCLK clocks are only available to the HFCLK controllers when the system is in System ON mode.

An HFCLK source can run before being started by the relevant clock request. This reduces start-up time but
causes increased power consumption. An example of this would be to keep the PLL running during sleep
by using the task PLLSTART.

The XOSC must be started when crystal clock accuracy is required. The crystal is started by triggering the
task XOSTART. When the crystal reaches the correct amplitude and frequency, the PLL automatically locks
to the crystal and generates the event XOSTARTED. At the same time, the crystal oscillator is performing
an XOTUNE. When that process finishes, the event XOTUNED is generated indicating the signal from the
crystal oscillator is accurately tuned.

Note: The crystal oscillator quality indicated by the XOSTARTED event is sufficient for all
peripherals except RADIO and when calibrating the 32.768 kHz oscillator. Before using RADIO,
ensure that the event XOTUNED has been generated. This ensures the highest quality crystal signal
is available.

If the crystal oscillator requires the XOTUNE process to be repeated, the device generates the event
XOTUNEERROR. When that happens, the XOTUNE task must be triggered. Do not trigger this task at the
same time that RADIO is running (meaning RADIO must not be in the RX or TX states).

A new START task can be initiated after one has already been triggered, but before the corresponding
STARTED event is generated. In this case, only one STARTED event will be generated, corresponding to the
last triggered START task. Triggering a START task after the STARTED event from a previous triggered START
tasks is generated, generates a new STARTED event.

The amount of time between a START task and its corresponding STARTED event may differ depending on
whether the HFCLK source is already running or in the process of starting. The amount of time before a
STARTED event may vary when a different HFCLK source is configured before triggering a new START task.
Different crystal types also have different start-up times, see OSCILLATORS — Oscillator control on page
86 for details.

HFXO must be running to use RADIO, NFCT,, UARTE, or to calibrate the 32.768 kHz RC oscillator. Using
HFXO will also improve SAADC performance by reducing clock jitter. When using serial communication
peripherals such as SPIM, SPIS, TWIM, and TWIS, the HFXO must be running to achieve the highest
accuracy for the bit rate. When using the internal RC oscillator (HFINT), the frequency accuracy of the
serial interface is limited to the accuracy of HFINT, see High frequency clock source (HFCLK) on page
897.

5.4.2 LFCLK controller

The system supports the following low frequency clock sources, as described in Clock control on page
71.

e 32.768 kHz RC oscillator (LFRC)
e 32.768 kHz crystal oscillator (LFXO)
e 32.768 kHz synthesized from HFCLK (LFSYNT)

LFXO can run in System OFF mode. The other clock sources only run in System ON mode.

The following LF clocks are available in the system.
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Clock Description
PCLK32KI 32.768 kHz peripheral low-frequency clock.
GRTC.LFLPRC Direct path from 32.768 kHz internal oscillator (LFRC) to GRTC

peripheral. Available only in System ON mode. If GRTC.LFLPRC is
used, stop GRTC before entering System OFF mode.

GRTC.LFXO Direct path from 32.768 kHz crystal oscillator (LFXO) to GRTC
peripheral. Available in System ON or System OFF mode.

Table 21: Clocks

When a peripheral requires the PCLK32KI clock, the LFCLK control automatically requests the LFCLK clock
for the power and clock subsystem. The default LFCLK source is the LFRC.

To use a different LFCLK source, select the preferred clock source in register LFCLK.SRC on page 84 and
then trigger the LFCLKSTART task. If LFXO is selected as the clock source, LFCLK initially starts running from
the 32.768 kHz LFRC then automatically switches to the crystal once available. The LFCLKSTARTED event is
then generated.

When switching the LFCLK source, such as from LFRC to LFXO , up to one LFCLK cycle may be lost.

The LFCLKSTART task will request the clock to keep running until triggering the LFCLKSTOP task to stop the
clock.

The LFCLK clock is stopped when there are no requests. For example, WDT is stopped, and the LFCLKSTOP
task is triggered. Triggering the LFCLKSTOP task is required after the LFCLKSTART task has been triggered.

5.4.2.1 Calibrating the 32.768 kHz RC oscillator

The LFRC frequency is affected by temperature variation. LFRC can be calibrated to improve accuracy by
using HFCLK as a reference oscillator during calibration.

The calibration must use the following sequence.

1. Start the LFCLK by triggering the LFCLKSTART task.

2. Start the HFCLK crystal oscillator HFXO by triggering the XOSTART task.

3. Wait for the LFCLKSTARTED and the HFXO XOTUNED events.

4. Trigger the CAL task to start the calibration process. The device automatically performs the calibration,
adjusting the LFCLK frequency using HFCLK as reference. The DONE event is generated when calibration
finishes.

5. Stop HFXO with the XOSTOP task.
6. Stop LFCLK with the LFCLKSTOP task.

LFCLK uses the calibrated value until the next calibration.

5.4.3 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
CLOCK : S 0x5010E000
GLOBAL us S NA No Clock control
CLOCK : NS 0x4010E000
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Register overview

TASKS_XOSTART 0x000 Start crystal oscillator (HFXO)
TASKS_XOSTOP 0x004 Stop crystal oscillator (HFXO)
TASKS_PLLSTART 0x008 Start PLL and keep it running, regardless of the automatic clock requests
TASKS_PLLSTOP 0x00C Stop PLL

TASKS_LFCLKSTART 0x010 Start LFCLK source as selected in LFCLK.SRC
TASKS_LFCLKSTOP 0x014 Stop LFCLK source

TASKS_CAL 0x018 Start calibration of LFRC oscillator
TASKS_XOTUNE 0x01C Request tuning for HFXO
TASKS_XOTUNEABORT 0x020 Abort tuning for HFXO

SUBSCRIBE_XOSTART 0x080 Subscribe configuration for task XOSTART
SUBSCRIBE_XOSTOP 0x084 Subscribe configuration for task XOSTOP
SUBSCRIBE_PLLSTART 0x088 Subscribe configuration for task PLLSTART
SUBSCRIBE_PLLSTOP 0x08C Subscribe configuration for task PLLSTOP
SUBSCRIBE_LFCLKSTART 0x090 Subscribe configuration for task LFCLKSTART
SUBSCRIBE_LFCLKSTOP 0x094 Subscribe configuration for task LFCLKSTOP
SUBSCRIBE_CAL 0x098 Subscribe configuration for task CAL
EVENTS_XOSTARTED 0x100 Crystal oscillator has started
EVENTS_PLLSTARTED 0x104 PLL started

EVENTS_LFCLKSTARTED 0x108 LFCLK source started

EVENTS_DONE 0x10C Calibration of LFRC oscillator complete event
EVENTS_XOTUNED 0x110 HFXO tuning is done. XOTUNED is generated after TASKS_XOSTART or after TASKS_XOTUNE

has completed

EVENTS_XOTUNEERROR 0x114 HFXO quality issue detected, XOTUNE is needed
EVENTS_XOTUNEFAILED 0x118 HFXO tuning could not be completed

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

XO.RUN 0x408 Indicates that XOSTART task was triggered

XO.STAT 0x40C XO status

PLL.RUN 0x428 Indicates that PLLSTART task was triggered

PLL.STAT 0x42C Which PLL settings were selected when triggering START task
LFCLK.SRC 0x440 Clock source for LFCLK

LFCLK.RUN 0x448 Indicates that LFCLKSTART task was triggered

LFCLK.STAT 0x44C Copy of LFCLK.SRCCOPY register, set when LFCLKSTARTED event is triggered.
LFCLK.SRCCOPY 0x450 Copy of LFCLK.SRC register, set when LFCLKSTART task is triggered

5.4.3.1 TASKS_XOSTART
Address offset: 0x000

Start crystal oscillator (HFXO)

ID R/W  Field Value ID Description
A W TASKS_XOSTART Start crystal oscillator (HFXO)
Trigger 1 Trigger task
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5.4.3.2 TASKS _XOSTOP
Address offset: 0x004

Stop crystal oscillator (HFXO)

ID R/W Field Description
A W TASKS_XOSTOP Stop crystal oscillator (HFXO)
Trigger 1 Trigger task

5.4.3.3 TASKS_PLLSTART
Address offset: 0x008

Start PLL and keep it running, regardless of the automatic clock requests

ID R/W  Field Value ID Description
A W TASKS_PLLSTART Start PLL and keep it running, regardless of the automatic clock requests
Trigger 1 Trigger task

5.4.3.4 TASKS_PLLSTOP
Address offset: 0x00C

Stop PLL

ID R/W  Field Value ID Description
A W TASKS_PLLSTOP Stop PLL
Trigger 1 Trigger task

5.4.3.5 TASKS_LFCLKSTART
Address offset: 0x010

Start LFCLK source as selected in LFCLK.SRC

ID R/W Field Value ID Description
A W TASKS_LFCLKSTART Start LFCLK source as selected in LFCLK.SRC
Trigger 1 Trigger task

5.4.3.6 TASKS_LFCLKSTOP
Address offset: 0x014
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ID R/W  Field Value ID
A W TASKS_LFCLKSTOP
Trigger 1

5.4.3.7 TASKS_CAL
Address offset: 0x018

Start calibration of LFRC oscillator

ID R/W  Field Value ID

A W TASKS_CAL
Trigger 1

5.4.3.8 TASKS_XOTUNE
Address offset: 0x01C
Request tuning for HFXO

ID R/W Field Value ID

A W TASKS_XOTUNE
Trigger 1

5.4.3.9 TASKS_XOTUNEABORT
Address offset: 0x020
Abort tuning for HFXO

ID R/W  Field Value ID Value

A W TASKS_XOTUNEABORT
Trigger 1

5.4.3.10 SUBSCRIBE_XOSTART
Address offset: 0x080
Subscribe configuration for task XOSTART
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ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task XOSTART will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.11 SUBSCRIBE_XOSTOP
Address offset: 0x084

Subscribe configuration for task XOSTOP

R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that task XOSTOP will subscribe to
B RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

5.4.3.12 SUBSCRIBE_PLLSTART
Address offset: 0x088

Subscribe configuration for task PLLSTART

R/W Field Description
A RW  CHIDX [0..255] DPPI channel that task PLLSTART will subscribe to
RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

5.4.3.13 SUBSCRIBE_PLLSTOP
Address offset: 0x08C

Subscribe configuration for task PLLSTOP

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task PLLSTOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription
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5.4.3.14 SUBSCRIBE_LFCLKSTART
Address offset: 0x090

Subscribe configuration for task LFCLKSTART

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task LFCLKSTART will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.15 SUBSCRIBE_LFCLKSTOP
Address offset: 0x094

Subscribe configuration for task LFCLKSTOP

ID R/W  Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task LFCLKSTOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.16 SUBSCRIBE_CAL
Address offset: 0x098

Subscribe configuration for task CAL

ID R/W  Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that task CAL will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.4.3.17 EVENTS_XOSTARTED
Address offset: 0x100

Crystal oscillator has started
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ID R/W  Field Value ID Description

A RW  EVENTS_XOSTARTED Crystal oscillator has started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.18 EVENTS_PLLSTARTED
Address offset: 0x104
PLL started

ID R/W  Field Value ID Description

A RW  EVENTS_PLLSTARTED PLL started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.19 EVENTS_LFCLKSTARTED
Address offset: 0x108

LFCLK source started

ID R/W Field Value ID Description

A RW  EVENTS_LFCLKSTARTED LFCLK source started
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.20 EVENTS_DONE
Address offset: 0x10C

Calibration of LFRC oscillator complete event

ID R/W  Field Description

A RW EVENTS_DONE Calibration of LFRC oscillator complete event
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.21 EVENTS_XOTUNED
Address offset: 0x110
HFXO tuning is done. XOTUNED is generated after TASKS_XOSTART or after TASKS_XOTUNE has completed
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R/W  Field Value ID Description

A RW  EVENTS_XOTUNED HFXO tuning is done. XOTUNED is generated after TASKS_XOSTART or after
TASKS_XOTUNE has completed
NotGenerated 0 Event not generated

Generated 1 Event generated

5.4.3.22 EVENTS_XOTUNEERROR
Address offset: 0x114

HFXO quality issue detected, XOTUNE is needed

Value ID Description

A RW  EVENTS_XOTUNEERROR HFXO quality issue detected, XOTUNE is needed
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.23 EVENTS_XOTUNEFAILED
Address offset: 0x118

HFXO tuning could not be completed

R/W Field Value ID Description
A RW  EVENTS_XOTUNEFAILED HFXO tuning could not be completed
NotGenerated 0 Event not generated
Generated 1 Event generated

5.4.3.24 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  XOSTARTED Enable or disable interrupt for event XOSTARTED
Disabled 0 Disable
Enabled 1 Enable

B RW  PLLSTARTED Enable or disable interrupt for event PLLSTARTED
Disabled 0 Disable
Enabled 1 Enable

C RW  LFCLKSTARTED Enable or disable interrupt for event LFCLKSTARTED
Disabled 0 Disable
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Value ID

D RW DONE

=
=

XOTUNED

E]
2

XOTUNEERROR

G RW  XOTUNEFAILED

Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

Disabled
Enabled

5.4.3.25 INTENSET

Address offset: 0x304

Enable interrupt

Value ID

Description

Enable

Enable or disable interrupt for event DONE

Disable

Enable

Enable or disable interrupt for event XOTUNED
Disable

Enable

Enable or disable interrupt for event XOTUNEERROR
Disable

Enable

Enable or disable interrupt for event XOTUNEFAILED
Disable

Enable

Description

A RW  XOSTARTED

B RW  PLLSTARTED
W1s

C RW  LFCLKSTARTED
W1s

D RW DONE
W1s

E RW  XOTUNED
Wi1s

4503_018v1.0

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

[u

81

Write '1' to enable interrupt for event XOSTARTED

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event PLLSTARTED

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event LFCLKSTARTED

Enable
Read: Disabled
Read: Enabled

Write '1' to enable interrupt for event DONE

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event XOTUNED

Enable
Read: Disabled
Read: Enabled
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R/W Field Value ID Description
F RW  XOTUNEERROR Write '1' to enable interrupt for event XOTUNEERROR
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
G RW  XOTUNEFAILED Write '1' to enable interrupt for event XOTUNEFAILED
wWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.4.3.26 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  XOSTARTED Write '1' to disable interrupt for event XOSTARTED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  PLLSTARTED Write '1' to disable interrupt for event PLLSTARTED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  LFCLKSTARTED Write '1' to disable interrupt for event LFCLKSTARTED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW DONE Write '1' to disable interrupt for event DONE
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
E RW  XOTUNED Write '1' to disable interrupt for event XOTUNED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
F RW  XOTUNEERROR Write '1' to disable interrupt for event XOTUNEERROR
wic
Clear 1 Disable
Disabled 0 Read: Disabled

4503_018v1.0 82 .

NORDIC

SEMICONDUCTOR



Power and clock management

R/W Field Value ID Description
Enabled 1 Read: Enabled
G RW  XOTUNEFAILED Write '1' to disable interrupt for event XOTUNEFAILED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.4.3.27 INTPEND
Address offset: 0x30C

Pending interrupts

R/W Field Value ID Description

A R XOSTARTED Read pending status of interrupt for event XOSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

B R PLLSTARTED Read pending status of interrupt for event PLLSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

C R LFCLKSTARTED Read pending status of interrupt for event LFCLKSTARTED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

D R DONE Read pending status of interrupt for event DONE
NotPending 0 Read: Not pending
Pending 1 Read: Pending

E R XOTUNED Read pending status of interrupt for event XOTUNED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

F R XOTUNEERROR Read pending status of interrupt for event XOTUNEERROR
NotPending 0 Read: Not pending
Pending 1 Read: Pending

G R XOTUNEFAILED Read pending status of interrupt for event XOTUNEFAILED
NotPending 0 Read: Not pending
Pending 1 Read: Pending

5.4.3.28 XO.RUN

Address offset: 0x408

Indicates that XOSTART task was triggered
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ID R/W  Field Value ID Description

A R STATUS XOSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered
5.4.3.29 XO.STAT

Address offset: 0x40C

XO status

ID R/W  Field Value ID Description

A R STATE XO state (Running between START task and STOPPED event)
NotRunning 0 XO is not running
Running 1 XO is running

5.4.3.30 PLL.RUN
Address offset: 0x428

Indicates that PLLSTART task was triggered

ID R/W Field Description

A R STATUS PLLSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

5.4.3.31 PLL.STAT
Address offset: 0x42C

Which PLL settings were selected when triggering START task

ID R/W  Field Description

A R STATE PLL state (Running between START task and STOPPED event)
NotRunning 0 PLL is not running
Running 1 PLL is running

5.4.3.32 LFCLK.SRC
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R/W Field Value ID Description
A RW SRC Select which LFCLK source is started by the LFCLKSTART task
LFRC 0 32.768 kHz RC oscillator
LFXO 1 32.768 kHz crystal oscillator
LFSYNT 2 32.768 kHz synthesized from HFCLK

5.4.3.33 LFCLK.RUN
Address offset: 0x448

Indicates that LFCLKSTART task was triggered

Description
A R STATUS LFCLKSTART task triggered or not
NotTriggered 0 Task not triggered
Triggered 1 Task triggered

5.4.3.34 LFCLK.STAT
Address offset: 0x44C

Copy of LFCLK.SRCCOPY register, set when LFCLKSTARTED event is triggered.

Value ID Description
A R SRC Value of LFCLK.SRCCOPY register when LFCLKSTARTED event was triggered
LFRC 0 32.768 kHz RC oscillator
LFXO 1 32.768 kHz crystal oscillator
LFSYNT 2 32.768 kHz synthesized from HFCLK
B R ALWAYSRUNNING ALWAYSRUN activated
NotRunning 0 Automatic clock control enabled
Running 1 Oscillator is always running
C R STATE LFCLK state (Running between START task and STOPPED event)
NotRunning 0 LFCLK not running
Running 1 LFCLK running

5.4.3.35 LFCLK.SRCCOPY
Address offset: 0x450
Copy of LFCLK.SRC register, set when LFCLKSTART task is triggered
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID A A
Reset 0x00000000 0 000OO0O0OOO0DOOOOOOOOOOOOOOOOOOOOOOGOO
A RW SRC Value of LFCLK.SRC register when LFCLKSTART task was triggered

LFRC 0 32.768 kHz RC oscillator

LFXO 1 32.768 kHz crystal oscillator

LFSYNT 2 32.768 kHz synthesized from HFCLK

5.5 OSCILLATORS — Oscillator control

The system oscillators are automatically controlled by the clock control system, see CLOCK — Clock control
on page 70.

The system has the following crystal oscillators:

¢ High-frequency 32 MHz crystal oscillator (HFXO)
e Low-frequency 32.768 kHz crystal oscillator (LFXO)

The crystal oscillators can be configured to use either internal or external capacitors.

5.5.1 High-frequency (32 MHz) crystal oscillator (HFXO)

The high-frequency crystal oscillator (HFXO) is controlled by a 32 MHz external crystal.

The crystal oscillator is designed for use with an AT-cut quartz crystal in parallel resonant mode and is
connected between pins XC1 and XC2. For correct oscillation frequency, the load capacitance must match
the specification in the crystal datasheet. The following figure shows how the 32 MHz crystal is connected

to the high frequency crystal oscillator.

hr o r
A1l A1l

CINT = CINT

XC1 ? I[ll % XC2

i 1 1 Lc
T G 32MHz T Co T 7P

- crystal

CPCB1

Figure 13: Circuit diagram of the high-frequency crystal oscillator

The device can be used with external capacitors C1 and C2 or the internal capacitors C,y1, which are
configurable.

For reliable operation, the crystal load capacitance, shunt capacitance, equivalent series resistance, and
drive level must comply with the specifications in table 32 MHz crystal oscillator (HFXO) on page 902. It

is recommended to use a crystal with lower than maximum load capacitance and/or shunt capacitance. A
low load capacitance reduces both start up time and current consumption.

When using internal capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals and is calculated by the following equation.

N
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(C1-C2)
(C1 +C2)
C1 = Crinr + Cpern
C2' = Cinr + Cpapo

Figure 14: Load capacitance equation for internal capacitors

CL =

Cint is the value of the internal capacitors. Cycp1 and Cpepy are stray capacitance on the PCB.

The internal capacitor must be configured before starting the high-frequency crystal oscillator
using the XOSTART task. To enable the internal capacitors, find the correct value for C,y7 in the field
OSCILLATORS.XOSC32M.CONFIG.INTCAP using the following equation.

INTCAP = (((CAPACITANCE-5.5)* (FICR->XOSC32MTRIM.SLOPE+791)) +
FICR->XOSC32MTRIM.OFFSET*4) /256
The equation has the following variables:

e CAPACITANCE is the desired capacitor value of Ciyt in pF, holding any value between 4.0 pF and 17.0
pF in 0.25 pF steps.

e FICR->XOSC32MTRIM are factory trim values which vary between devices.
After HFXO starts, the device uses the internal capacitor together with the external crystal after

configuration.

5.5.1.1 Using external capacitors
It is possible to use external capacitors after disabling the internal capacitor.

When using external capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals. It is calculated by the following equation.

(cr-c2)
(C1 +C2)
Cl = C1+ Cpepr + Chin
C2' = C2+ Coaa + Cpin

Figure 15: Load capacitance equation for external capacitors

CL =

C1 and C2 are the external capacitors. Cpep1 and Cpepp are stray capacitance on the PCB. Cpy, is the pin
input capacitance on pins XC1 and XC2.

When using external capacitors, disable the internal capacitor by setting
OSCILLATORS.XOSC32M.CONFIG.INTCAP to 0.

5.5.1.2 Crystal selection
Several crystals are supported by the 32 MHz crystal oscillator.
The following figure shows a simple model of a crystal. It has R-L-C series components, called equivalent

series resistance (ESR), motional capacitance (Cy-y ), and motional inductance (L, ). The capacitor in
parallel, Cp, is called the shunt capacitance, and models the package capacitance.
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Figure 16: Simplified crystal model

The crystal needs to have parameters ESR, Cg, and C, selected to ensure the crystal oscillator is stable.

The following figure shows the maximum allowable combinations of ESR, Cg and C, for a given crystal. A
crystal is supported if that crystal's parameters fall directly on the line or below it. Crystals that are above

the line are not supported.
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Figure 17: Maximum allowed combinations of ESR and Cy for a given load capacitance C;

5.5.2 Low-frequency (32.768 kHz) crystal oscillator (LFXO)
For clock accuracy higher than LFRC, the 32.768 kHz crystal oscillator (LFXO) must be used.

To use the LFXO, a 32.768 kHz crystal must be connected between the XL1 and XL2 pins, as shown in the

following figure.
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>
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Figure 18: Circuit diagram of the low-frequency crystal oscillator
The device can be used with external capacitors C1 and C2 or the built-in configurable internal capacitors
CinT-

When using internal capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals. It is calculated by the following equation.

(C1-C2)
(CT +02)
C1' = Cint + Cpemn
C2' = Cinr + Cpape

Figure 19: Load capacitance equation for internal capacitors

CL =

Cint is the value of the internal capacitors. Cycp1 and Cpepp are stray capacitance on the PCB.

The internal capacitors must be configured before starting the low-frequency crystal oscillator (LFXO). To
enable the internal capacitors, determine the correct field for OSCILLATORS.XOSC32KI.INTCAP using the
following equation.

INTCAP = round( (2*CAPACITANCE - 12) * (FICR->XOSC32KTRIM.SLOPE + 0.765625 * 512)/512 +
FICR->XOSC32KTRIM.OFFSET/64 )
The equation has the following variables:

e CAPACITANCE is the desired capacitor value in pF, holding any value between 3 pF and 18 pF in 0.65
pF steps.

¢ FICR->XOSC32KTRIM are factory trim values which are device specific.

When LFXO starts, it will use the internal capacitor together with the external crystal.

5.5.2.1 Using external capacitors

When using external capacitors, the load capacitance (CL) is the total capacitance seen by the crystal
across its terminals. It is calculated by the following equation.

(C1 - C2)
CL=—r—F—
(C1 + C2)
01/ =C1+ Cpcbl + Cpm
02/ =02+ Cpch + Cpm

Figure 20: Load capacitance equation for external capacitors
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C1 and C2 are ceramic SMD capacitors connected between each crystal terminal and ground. Cpcp1 and
Cpcb2 are stray capacitance on the PCB. Cy;j is the pin input capacitance on pins XL1 and XL2. The load
capacitors C1 and C2 must have the same value.

When using external capacitors, the internal capacitor is disabled by setting
OSCILLATORS.XOSC32KI.INTCAP to 0.

5.5.2.2 External source
The 32.768 kHz crystal oscillator (LFXO) is designed to work with external sources.

The device can use a rail-to-rail clock, where the signal should be applied to the XL1 pin with the XL2 pin
left unconnected. To enable rail-to-rail clock, set XOSC32KI.BYPASS=Enabled.

Using an external source requires that CLOCK.LFCLK.SRC=LFXO.

5.5.3 CPU clock frequency selection
The CPU clock frequency is configurable on boot in the register PLL.FREQ (Retained) on page 91.

The device supports 64 or 128 MHz frequency.

The device starts at 64 MHz. For higher frequencies, it must be configured when the CPU starts and before
any peripherals that use the high-frequency clock are enabled. Changing the frequency on a running
system or to an unsupported value causes undefined system behavior and the device can malfunction.

5.5.4 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access

OSCILLATORS : S 0x50120000

GLOBAL us S NA No Oscillator control
OSCILLATORS : NS 0x40120000
Reglster overview
Register Offset TZ Description
XOSC32M.CONFIG.INTCAP 0x71C Crystal load capacitor as seen by the crystal across its terminals, including pin capacitance but

excluding PCB stray capacitance.

PLL.FREQ 0x800 Set speed of MCU power domain, including CPU

This register is retained.

PLL.CURRENTFREQ 0x804 Current speed of MCU power domain, including CPU

This register is retained.
XOSC32KI.BYPASS 0x900 Enable or disable bypass of LFCLK crystal oscillator with external clock source
XOSC32KI.INTCAP 0x904 Programmable capacitance of XL1 and XL2

This register is retained.

5.5.4.1 XOSC32M

32 MHz oscillator control

5.5.4.1.1 XOSC32M.CONFIG.INTCAP
Address offset: 0x71C

N
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Crystal load capacitor as seen by the crystal across its terminals, including pin capacitance but excluding
PCB stray capacitance.

ID R/W  Field Value ID Description

A RW VAL Crystal load capacitor value

Use the provided equation in OSCILLATORS — Oscillator control on page

86 to calculate the register value.

5.5.4.2 PLL
Oscillator control
5.5.4.2.1 PLL.FREQ (Retained)

Address offset: 0x800
Set speed of MCU power domain, including CPU

This register is retained.

ID R/W  Field Value ID Description

A RW FREQ Select CPU speed
CK128M 1 128 MHz
CK64M 3 64 MHz

5.5.4.2.2 PLL.CURRENTFREQ (Retained)
Address offset: 0x804
Current speed of MCU power domain, including CPU

This register is retained.

ID R/W  Field Value ID Description
A R CURRENTFREQ Active CPU speed
CK128M 1 128 MHz
CK64M 3 64 MHz
5.5.4.3 XOSC32KI

32.768 kHz oscillator control

5.5.4.3.1 XOSC32KI.BYPASS
Address offset: 0x900

Enable or disable bypass of LFCLK crystal oscillator with external clock source
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ID R/W Field Value ID Description
A RW  BYPASS Enable or disable bypass of LFCLK crystal oscillator with external clock
source
Disabled 0 Disable (use crystal)

Enabled

=

Enable (use rail-to-rail external source)

5.5.4.3.2 XOSC32KI.INTCAP (Retained)
Address offset: 0x904
Programmable capacitance of XL1 and XL2

Use the provided equation in OSCILLATORS — Oscillator control on page 86 to calculate the register
value.

This register is retained.

ID R/W Field Value ID Description

A RW VAL Crystal load capacitor as seen by the crystal across its terminals, including

pin capacitance but excluding PCB stray capacitance.

Use the provided equation in "Using internal capacitors section" to calculate

the register value.

5.6 POWER — Power control

The POWER peripheral provides an interface for the power and clock subsystem for task, event, and
interrupt related settings.

The POWER peripheral requests resources from the power and clock subsystem. The power and clock
subsystem makes sure that the power mode with the proper latency settings is selected when requested.
This means that the Constant Latency mode is prioritized over Low-power mode. For an overview of
power modes, see Sub-power modes on page 67.

The event POFWARN is a system level event that enables the device to react quickly if there is a power
failure. The power-fail comparator must be configured and enabled to receive the event, see Power-fail
comparator on page 69 for more information.

Power control of the RAM blocks is controlled by the memory configuration peripheral (MEMCONF), see
MEMCONF — Memory configuration on page 44.

Note: Registers INTEN on page 95, INTENSET on page 96, and INTENCLR on page 96 are
shared between the POWER and CLOCK peripherals.
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5.6.1 Registers

Instances
POWER: S 0x5010E000

GLOBAL us S NA No Power control
POWER : NS 0x4010E000

Register overview

TASKS_CONSTLAT 0x30 Enable Constant Latency mode
TASKS_LOWPWR 0x34 Enable Low-power mode (variable latency)
SUBSCRIBE_CONSTLAT 0xBO Subscribe configuration for task CONSTLAT
SUBSCRIBE_LOWPWR 0xB4 Subscribe configuration for task LOWPWR
EVENTS_POFWARN 0x130 Power failure warning
EVENTS_SLEEPENTER 0x134 CPU entered WFI/WFE sleep
EVENTS_SLEEPEXIT 0x138 CPU exited WFI/WFE sleep
PUBLISH_SLEEPENTER 0x1B4 Publish configuration for event SLEEPENTER
PUBLISH_SLEEPEXIT 0x1B8 Publish configuration for event SLEEPEXIT
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

GPREGRET[n] 0x500 General purpose retention register

This register is retained.

CONSTLATSTAT 0x520 Status of constant latency

5.6.1.1 TASKS _CONSTLAT
Address offset: 0x30

Enable Constant Latency mode

Value ID Description
A W TASKS_CONSTLAT Enable Constant Latency mode
Trigger 1 Trigger task

5.6.1.2 TASKS LOWPWR
Address offset: 0x34

Enable Low-power mode (variable latency)
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ID R/W  Field Value ID Description

A W TASKS_LOWPWR Enable Low-power mode (variable latency)

Trigger 1 Trigger task

5.6.1.3 SUBSCRIBE_CONSTLAT
Address offset: 0xBO
Subscribe configuration for task CONSTLAT

ID R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that task CONSTLAT will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.6.1.4 SUBSCRIBE_LOWPWR
Address offset: 0xB4

Subscribe configuration for task LOWPWR

ID R/W Field Description
A RW  CHIDX [0..255] DPPI channel that task LOWPWR will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

5.6.1.5 EVENTS_POFWARN
Address offset: 0x130

Power failure warning

ID R/W  Field Description

A RW  EVENTS_POFWARN Power failure warning
NotGenerated 0 Event not generated
Generated 1 Event generated

5.6.1.6 EVENTS_SLEEPENTER
Address offset: 0x134
CPU entered WFI/WFE sleep
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ID R/W  Field Value ID Description

A RW  EVENTS_SLEEPENTER CPU entered WFI/WFE sleep
NotGenerated 0 Event not generated
Generated 1 Event generated

5.6.1.7 EVENTS_SLEEPEXIT
Address offset: 0x138
CPU exited WFI/WFE sleep

ID R/W  Field Value ID Description

A RW  EVENTS_SLEEPEXIT CPU exited WFI/WFE sleep
NotGenerated 0 Event not generated
Generated 1 Event generated

5.6.1.8 PUBLISH_SLEEPENTER
Address offset: 0x1B4

Publish configuration for event SLEEPENTER

ID R/W Field Description
A RW  CHIDX [0..255] DPPI channel that event SLEEPENTER will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

5.6.1.9 PUBLISH_SLEEPEXIT
Address offset: 0x1B8

Publish configuration for event SLEEPEXIT

ID R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that event SLEEPEXIT will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

5.6.1.10 INTEN
Address offset: 0x300
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Enable or disable interrupt

Value ID Description

A RW POFWARN Enable or disable interrupt for event POFWARN
Disabled 0 Disable
Enabled 1 Enable

B RW  SLEEPENTER Enable or disable interrupt for event SLEEPENTER
Disabled 0 Disable
Enabled 1 Enable

C RW  SLEEPEXIT Enable or disable interrupt for event SLEEPEXIT
Disabled 0 Disable
Enabled 1 Enable

5.6.1.11 INTENSET
Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW POFWARN Write '1' to enable interrupt for event POFWARN
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  SLEEPENTER Write '1' to enable interrupt for event SLEEPENTER
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  SLEEPEXIT Write '1' to enable interrupt for event SLEEPEXIT
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.6.1.12 INTENCLR
Address offset: 0x308

Disable interrupt

ID R/W  Field Value ID Description
A RW  POFWARN Write '1' to disable interrupt for event POFWARN
Ww1cC
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ID R/W Field Value ID Description
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  SLEEPENTER Write '1' to disable interrupt for event SLEEPENTER
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  SLEEPEXIT Write '1' to disable interrupt for event SLEEPEXIT
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

5.6.1.13 GPREGRET[n] (n=0..1) (Retained)
Address offset: 0x500 + (n x Ox4)
General purpose retention register

This register is retained.

ID R/W Field Value ID Description

A RW  GPREGRET General purpose retention register

This register is retained

5.6.1.14 CONSTLATSTAT
Address offset: 0x520

Status of constant latency

ID R/W Field Value ID Description

A R STATUS Status
Disable 0 Constant latency disabled
Enable 1 Constant latency enabled

5.7 REGULATORS — Regulator control

The power supply consists of a number of LDO and DC/DC regulators that maximize the system's power
efficiency.

All system components are powered from the main on-chip voltage regulator, VREGMAIN. The regulator
converts the voltage supplied on VDD to internal voltage.
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Figure 21: Regulator configuration

The main supply voltage is connected to the VDD pin.

5.7.1 VREGMAIN — Main regulator

VREGMAIN is the main regulator of the system.

The device can only be operated in DC/DC mode, but the regulator also has an LDO mode that is used to
start up the device.

After reset and device start up, VREGMAIN is enabled and uses LDO. Once the device starts, the DC/DC
regulator must be enabled using register VREGMAIN.DCDCEN on page 100. When enabling the DC/

DC regulator, the device checks if an inductor is connected to the DCC pin. If an inductor is not detected,
the device remains in LDO mode. While in LDO mode, register VREGMAIN.INDUCTORDET on page 100
reports the inductor detection status and is used to detect inductor failure. An inductor failure means the
DC/DC mode was not able to start.

VREGMAIN only supports DC/DC mode, which needs external components. For details, see Reference
circuitry on page 889.

5.7.2 Registers

Instances
REGULATORS : S 0x50120000
GLOBAL us S NA No Regulator control
REGULATORS : NS 0x40120000
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Register overview

SYSTEMOFF 0x500 System OFF register

POFCON 0x530 Power-fail comparator configuration

This register is retained.

POFSTAT 0x534 Power-fail comparator status register
VREGMAIN.DCDCEN 0x600 Enable DC/DC converter
VREGMAIN.INDUCTORDET 0x604 VREGMAIN inductor detection

5.7.2.1 SYSTEMOFF
Address offset: 0x500

System OFF register

R/W Field Value ID Description
A W SYSTEMOFF Enable System OFF mode
Enter 1 Enable System OFF mode

5.7.2.2 POFCON (Retained)
Address offset: 0x530

Power-fail comparator configuration

This register is retained.

R/W  Field Value ID Description
A RW POF Enable or disable power-fail comparator

Disabled 0 Disable

Enabled 1 Enable

B RW THRESHOLD Power-fail comparator threshold setting

V17 0 Set threshold to 1.7 V for VDD
V18 1 Set threshold to 1.8 V for VDD
V19 2 Set threshold to 1.9 V for VDD
V20 3 Set threshold to 2.0 V for VDD
V21 4 Set threshold to 2.1V for VDD
V22 5 Set threshold to 2.2 V for VDD
V23 6 Set threshold to 2.3 V for VDD
V24 7 Set threshold to 2.4 V for VDD
V25 8 Set threshold to 2.5 V for VDD
V26 9 Set threshold to 2.6 V for VDD
V27 10 Set threshold to 2.7 V for VDD
V28 11 Set threshold to 2.8 V for VDD
V29 12 Set threshold to 2.9 V for VDD
V30 13 Set threshold to 3.0 V for VDD
V31 14 Set threshold to 3.1V for VDD
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ID R/W Field Value ID Description
V32 15 Set threshold to 3.2 V for VDD

C RW  EVENTDISABLE Disable the POFWARN power-fail warning event
Enabled 0 POFWARN event is generated
Disabled 1 POFWARN event is not generated

5.7.2.3 POFSTAT
Address offset: 0x534

Power-fail comparator status register

ID R/W  Field Value ID Description

A R COMPARATOR Power-fail comparator status
Above 0 Voltage detected above VPOF threshold
Below 1 Voltage detected below VPOF threshold

5.7.2.4 VREGMAIN

Register interface for main voltage regulator.

5.7.2.4.1 VREGMAIN.DCDCEN
Address offset: 0x600

Enable DC/DC converter

ID R/W Field Value ID Description

A RW VAL Enable DC/DC buck converter
Disabled 0 Disable DC/DC buck converter
Enabled 1 Enable DC/DC converter

If inductor is not present (see register VREGMAIN.INDUCTORDET), the DC/

DC converter cannot operate

5.7.2.4.2 VREGMAIN.INDUCTORDET
Address offset: 0x604
VREGMAIN inductor detection

Ensure that an inductor is connected to the DCC pin. The detection can only take place before the DC/DC
converter is enabled.

Note: The DC/DC converter cannot operate without an inductor.
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ID R/W Field Value ID Description

A R DETECTED
InductorNotDetected0 VREGMAIN inductor not detected

InductorDetected 1 VREGMAIN inductor detected

5.8 RESET — Reset control

A system-level reset is triggered by the following resets:

Brownout

Power-on

CTRL-AP

Watchdog

Wakeup from System OFF
Tamper detection
Voltage glitch detection
CPU Lockup

Pin

The system reset sources are shown in the following figure.

LOCKUP

BOR SREQ
-

VDD O
DOGO
VDD
ﬁ DOG1
PIN
nRESET o >

OFF System OFF

: o GPIO
ﬂ» Reset logic wakeup logic
CTRL-AP SOFT .
< Debug IF a SWD

GRTC
GLITCHDET

Figure 22: Reset sources

After a reset, the device automatically starts up. The register RESETREAS on page 104 can be read to
determine which source generated the reset.
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5.8.1 Power-on reset

The power-on reset (POR) generator initializes the system when the supply voltage is above the power-on
threshold.

The system is held in a reset state until the supply reaches the minimum operating voltage and the
internal voltage regulators start. After a power-on reset, the device starts up.

5.8.2 Pin reset

A pin reset is generated when the physical reset pin on the device is asserted.

Pin reset is available on the reset pin nRESET, see Pin assignments on page 859. The device starts after
nRESET is deasserted.

The reset pin has an internal pull-up resistor with the same resistance as GPIO pull-ups, see GPIO —
General purpose input/output on page 274.

CTRL-AP can also reset a pin, see CTRL-AP resets on page 102.

5.8.3 Brownout reset

The brownout reset (BOR) generator puts the system in RESET state if the supply voltage drops below the
brownout reset threshold.

Similar to a power-on reset, the device starts after BOR is deasserted.

5.8.4 Glitch detector

The glitch detector (GLITCHDET) sets the system to the RESET state when the supply voltage or the device
internal digital voltage drops below safe thresholds.

Similar to a power-on reset and a brownout reset, the device starts after GLITCHDET is deasserted.

For more information about the glitch detector, see GLITCHDET — Voltage glitch detectors on page 164.

5.8.5 Wakeup from System OFF mode reset

The device is reset when it wakes up from System OFF mode.
Similar to a power-on reset (POR), the device is started after waking up from System OFF.

If the device is in Debug interface mode, the debug access port (DAP) is not reset after a wakeup from
System OFF mode. For more information, see Debug and trace on page 815.

For details on the System OFF mode, see System OFF mode on page 68.

5.8.6 Soft reset

A soft reset is generated when the SYSRESETREQ bit of the application interrupt and reset control register
(AIRCR) in the Arm CPU is set. For more information, see Arm documentation.

A soft reset can also be generated using CTRL-AP, see CTRL-AP resets on page 102.

Similar to a power-on reset (POR), the device is restarted after a soft reset.

5.8.7 CTRL-AP resets

CTRL-AP can generate the following resets.

e Soft reset
e Pinreset

e Hard reset. This is used during an Erase ALL operation and is less intrusive than Pin reset. For more
details, see Reset behavior on page 103.
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Through the debugger interface, CTRL-AP can generate three resets using register RESET on page 827.
For more details, see CTRL-AP — Control access port on page 822.

Similar to a power-on reset (POR), the device is restarted after a CTRL-AP reset.

5.8.8 Watchdog timer reset

A watchdog timer (WDT) reset is generated when the watchdog timer times out.

Similar to a power-on reset (POR), the device is started after a watchdog reset.

5.8.9 Retained registers

A retained register is one that keeps its value when entering System OFF mode. See individual peripheral
chapters for information about which registers are retained.

5.8.10 Reset behavior

The reset source determines the behavior of the device after a reset.

In System OFF mode, the watchdog timer is not running and CPU lockup is not possible. RAM may be fully
or partially retained, depending on RAM retention settings in MEMCONF — Memory configuration on
page 44.

If the device is in Debug Interface mode, the debug components are not reset. Additionally, CPU lockup
does not generate a reset. See Debug and trace on page 815 for more information about the different
debug components in the system.

An 'x' in the table means that the specific module or register is reset. The table also explicitly lists which
reset sources are commonly referred to as 'cold boot'.
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X X

CPU lockup NG X

Soft reset and CTRL-AP X X X!

soft reset

Wakeup from System Off X X X

mode

CTRL-AP hard reset X X X X X X X X

CTRL-AP pin reset X X X X X X X X

Watchdog timer reset X X X X X X X

Pin reset X X X X X X X X

TAMPC reset X X X X X X X X

GLITCHDET reset X X X X X X X X X X

Brownout reset X X X X X X X X X X X

Power-on reset X X X X X X X X X X X
Table 22: Reset overview

YExcept the CTRLSEL field.

For TAMPC reset sources, see TAMPC — Tamper controller on page 192.

5.8.11 Registers

Instances

RESET:S GLOBAL OxS0108000 us S NA No Reset status

RESET : NS 0x4010E000

Register overview

RESETREAS 0x600 Reset reason

5.8.11.1 RESETREAS
Address offset: 0x600
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Reset reason

Before entering System OFF mode, the RESETREAS register must be cleared.

Note: Unless cleared, the RESETREAS register will be cumulative. A field is cleared by writing 1 to
it.

R/W  Field Value ID Description

A RW  RESETPIN Reset from pin reset detected

CTRL-AP generating a pin reset has its own bit

NotDetected 0 Not detected
Detected 1 Detected

B RW DOGO Reset from watchdog timer O detected
NotDetected 0 Not detected
Detected 1 Detected

C RW DOG1 Reset from watchdog timer 1 detected
NotDetected 0 Not detected
Detected 1 Detected

D RW  CTRLAPSOFT Soft reset from CTRL-AP detected
NotDetected 0 Not detected
Detected 1 Detected

E RW  CTRLAPHARD Reset due to CTRL-AP hard reset
NotDetected 0 Not detected
Detected 1 Detected

F RW  CTRLAPPIN Reset due to CTRL-AP pin reset
NotDetected 0 Not detected
Detected 1 Detected

G RW SREQ Reset from soft reset detected
NotDetected 0 Not detected
Detected 1 Detected

H RW  LOCKUP Reset from CPU lockup detected
NotDetected 0 Not detected
Detected 1 Detected

| RW  OFF Reset due to wakeup from System OFF mode when wakeup is triggered by

DETECT signal from GPIO

NotDetected 0 Not detected
Detected 1 Detected

J RW LPCOMP Reset due to wakeup from System OFF mode when wakeup is triggered by

ANADETECT signal from LPCOMP

NotDetected 0 Not detected
Detected 1 Detected
K RW DIF Reset triggered by Debug Interface
NotDetected 0 Not detected
Detected 1 Detected
L RW GRTC Reset due to wakeup from GRTC
NotDetected 0 Not detected
Detected 1 Detected
M RW NFC Reset after wakeup from System OFF mode due to NFC field being detected
NotDetected 0 Not detected
Detected 1 Detected
N
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ID R/W  Field Value ID Description
N RW  SECTAMPER Reset due to illegal tampering of the device
NotDetected 0 Not detected
Detected 1 Detected
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6 Event system

The distributed programmable peripheral interconnect (DPPI) system enables peripherals to interact
autonomously with each other through tasks and events, without intervention from the CPU.

The DPPI channels are local to each power domain, but can be transferred between power domains using
PPI bridges.

The following figure shows the power domains, the PPI controllers (DPPIC), and the PPI bridges (PPIB).
MCU

- . DPPI controllers

I DPPI bridges
PPIB0O PPIBO1
[7:0] [7:0]

RADIO PPIB10 PERI PPIB20 LP
[7:0] [7:0]

PPIB11 P pp|B21 PPIB22 PPIB30
[15:0] [15:0] [3:0] [3:0]

Figure 23: Power domains and PPI bridges

A subset of PPl channels from a power domain can be bridged across to a different power domain. For
example, PPIBOO can bridge a set number of configurable DPPI channels to PPIB10. For more details
on how to configure the PPl and bridge system, see DPPI — Distributed programmable peripheral
interconnect on page 108 and PPIB — PPI Bridge on page 117.

6.1 DPPI latencies

DPPI task and event latency depends on the power domain of the source and destination peripherals.

DPPI signals operate on the HCLKCORE, PCLK32M, and PCLK16M clocks.

MCU HCLKCORE (64 or 128 MHz)
RADIO PCLK32M (32 MHz)
PERI PCLK16M (16 MHz)
LP PCLK16M (16 MHz)

Table 23: DPPI clock frequency

For peripherals in the same power domain, there is a two cycle delay from when an event is generated
until a task subscribing to the same channel is triggered. Events that are generated while the system
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is sleeping will have additional access latency, as the system needs to request and provide sufficient
resources for PPl handling. Examples of such events are the following:

¢ A GPIO toggling and generating an event through GPIOTE
e Events generated by GRTC while all other clocks are stopped

To improve PPI latency, the Constant Latency mode can be used, see Sub-power modes on page 67.

For peripherals in different power domains, additional access latency will apply. Events that are generated
while the generating or receiving power domains are sleeping will have additional access latency, as the
system needs to request and provide sufficient resources for PPl handling.

6.2 DPPI — Distributed programmable peripheral
interconnect

The distributed programmable peripheral interconnect (DPPI) enables peripherals to interact
autonomously with each other through tasks and events, without CPU intervention. DPPI allows precise
synchronization between peripherals when real-time application constraints exist, and eliminates the need
for CPU involvement to implement behavior which can be predefined using the DPPI.

Note: For more information on tasks, events, publish, subscribe, interrupts, and other concepts,
see Peripheral interface on page 213.

The main features of DPPI are the following:

e Peripheral tasks can subscribe to channels
¢ Peripheral events can be published on channels
* Publish/subscribe pattern enabling multiple connection options that include the following:

¢ One-to-one

e One-to-many

e Many-to-one

¢ Many-to-many
The DPPI consists of several PPIBus modules. These modules are connected to a fixed number of DPPI
channels and a DPPI controller (DPPIC).
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Peripheral B CHENSET / CHENCLR
PeripheralCore
DPPI
- _ controller
ppiBusProducer [0:X-1]
—
ppiBusConsumer[0:X-1]

Figure 24: DPPI overview

6.2.1 Channel publish and subscribe

The DPPI system directs peripheral events to a channel (publishing) and converts events from a channel
into peripheral tasks (subscribing).

All peripherals include the following:

¢ One publish register per event
¢ One subscribe register per task

The publish and subscribe registers have two fields. A channel index field (CHIDX) determines which
channel an event is published to, or which channel a task is subscribed to. In addition there is an ENABLE
field that must be set to 1 to activate the operation.

Writing non-existing channel index (CHIDX) numbers into a peripheral's publish or subscribe registers will
yield unexpected results.

One event can trigger multiple tasks by subscribing different tasks to the same channel. Similarly, one

task can be triggered by multiple events by publishing different events to the same channel. For advanced
use cases, multiple events and multiple tasks can connect to the same channel forming a many-to-many
connection. If multiple events are published on the same channel at the same time, the events are merged
and only one event is routed through the DPPI.

The following figure shows how peripheral events are routed onto different channels based on publish
registers.
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PeripheralCore

Figure 25: DPPI events flow
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The following figure illustrates how peripheral tasks are triggered from different channels based on

subscribe registers.
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Figure 26: DPPI tasks flow

6.2.2 DPPI controller (DPPIC)
Enabling and disabling of DPPI channels is handled through DPPIC.

There are two ways of enabling or disabling a DPPI channel using DPPIC:

e Enable or disable channels individually using registers CHEN, CHENSET, and CHENCLR.

¢ Enable or disable channels in channel groups using the groups' tasks ENABLE and DISABLE. Channel
groups should be defined via the CHG registers before these tasks are triggered.

Note: ENABLE tasks are prioritized over DISABLE tasks, i.e. in case of a simultaneously occurring
TASKS_CHG[m].EN and TASKS_CHG[n].DIS (m and n can be equal or different), the CHG[m].EN task
will be prioritized if the same channel subscribed to both groups.

DPPIC tasks (for example CHG[O0].EN) can be triggered through DPPI like any other task, which means they
can be linked to a DPPI channel through the subscribe registers.

In order to write to CHG[n], the corresponding CHG[n].EN and CHG[n].DIS subscribe registers must be
disabled. Writes to CHG[n] are ignored if any of the two subscribe registers are enabled.

6.2.3 Connection examples

Several connection options are available with DPPI. Examples are given for how to create one-to-one and
many-to-many connections.
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One-to-one connection

This example shows how to create a one-to-one connection between the TIMER compare register and the
SAADC start task.

The channel configuration is set up first. TIMER will publish its COMPAREOQ event on channel 0, and SAADC
will subscribe its START task to events on the same channel. When this is finished, the channel is enabled
through the DPPIC.

NRF TIMER20->PUBLISH COMPARE[0] = (0 << TIMER PUBLISH COMPARE CHIDX Pos) |
TIMER PUBLISH COMPARE EN Msk;

NRF SAADC->SUBSCRIBE START = (0 << SAADC_SUBSCRIBE START CHIDX Pos) |
SAADC SUBSCRIBE START EN Msk;

NRF DPPIC20->CHENSET = DPPIC CHENSET CHO Msk;

Many-to-many connection

The following example shows how to create a many-to-many connection, showcasing the DPPIC's channel
group functionality.

A channel group that includes only channel 0 is set up first. Then the GPIOTE and TIMER configure their
INO and COMPAREOQ events respectively to be published on channel 0, while the SAADC configures its
START task to subscribe to events on channel 0. Through DPPIC, the CHGO DISABLE task is configured
to subscribe to events on channel 0. After an event is received on channel 0 it will be disabled. Finally,
channel 0 is enabled using the DPPIC task to enable a channel group.

NRF _DPPIC20->CHG[0] = (DPPIC CHG CHO Included << DPPIC CHG CHO Pos);
NRF GPIOTE20->PUBLISH IN[0] = (0 << GPIOTE PUBLISH IN CHIDX Pos) |
GPIOTE PUBLISH IN EN Msk;
NRF TIMER20->PUBLISH COMPARE[0] = (0 << TIMER PUBLISH COMPARE CHIDX Pos) |
TIMER PUBLISH COMPARE EN Msk;
NRF_SAADC->SUBSCRIBE START = (0 << SAADC_SUBSCRIBE START CHIDX Pos) |
SAADC_SUBSCRIBE START EN Msk;
NRF DPPIC20->SUBSCRIBE CHG[0].DIS = DPPIC CHENSET CHO Msk | DPPIC SUBSCRIBE CHG DIS EN Msk;
NRF DPPIC20->TASK CHG[O0].EN = 1;

6.2.4 Special considerations for a system implementing TrustZone for

Cortex-M processors

DPPIl is implemented with split security in order to handle both secure and non-secure accesses. In a
system implementing the TrustZone for Cortex-M technology, DPPI channels can be defined as secure or
non-secure using the SPU.

A peripheral configured as non-secure can only subscribe to or publish on non-secure DPPI channels. A
peripheral configured as secure can access all DPPI channels. DPPI handles both secure and non-secure
accesses, but behaves differently depending on the access type.

¢ A non-secure peripheral access can only configure and control the DPPI channels defined as non-secure
in the SPU.DPPI.PERM[n] register

e Asecure peripheral access can control all the DPPI channels, independently of the SPU.DPPI.PERM[n]
register
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Non-secure access to a DPPI register or bit field controlling a channel marked as secure in a
SPU.DPPI[n].PERM register is ignored. Write access has no effect, and read access returns a zero value.

Exceptions are not triggered when non-secure accesses target a register or a bit field controlling a secure
channel. For example, if the bit i is set in the SPU.DPPI[0].PERM register (declaring DPPI channel [i] as
secure), then the following is true:

¢ Non-secure write access to registers CHEN, CHENSET, and CHENCLR cannot write bit i of these
registers

¢ Non-secure write access to registers TASK_CHG[j].EN and TASK_CHG[j].DIS is ignored if the channel
group j contains at least one channel defined as secure (it can be the channel [i] itself or any channel
declared as secure)

¢ Non-secure read access to registers CHEN, CHENSET, and CHENCLR always read 0 for the bit at position
i

For the channel configuration registers (CHG[]), access from non-secure code is only possible if the
included channels are all non-secure, whether the channels are enabled or not. If register CHG[g] included
one or more secure channels, then the group g is considered as secure, and only secure transfers can read
to or write from CHG[g]. A non-secure write access is ignored, and a non-secure read access returns 0.

The DPPI can subscribe to secure and non-secure channels through the SUBSCRIBE_CHG]I] registers in
order to trigger the task for enabling or disabling channel groups. An event from a secure channel is
ignored if the group subscribing to this channel is non-secure. A secure group can subscribe to a non-
secure channel or a secure channel.

Channel group

Creating a channel group allows all channels in that group to be simultaneously enabled or disabled. The
security attribute for a channel group (secure or non-secure) is defined as follows:

¢ |If all channels (enabled or not) within a group are non-secure, then the group is considered non-secure

¢ If at least one of the channels (enabled or not) within the group is secure, then the group is considered
secure

6.2.5 Split security

Individual DPPI channels and channel groups can have independent security attributes.

The split security of DPPI means it handles both secure and non-secure code access. DPPI channels and
channel groups can be defined as secure or non-secure.

For more information on DPPI security, see DPPIC on page 130.

6.2.6 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access

DPPICOO : S 0x50042000

GLOBAL us S NA Yes DPPI controller DPPICOO
DPPICOO : NS 0x40042000
DPPIC10: S 0x50082000

GLOBAL us S NA Yes DPPI controller DPPIC10
DPPIC10 : NS 0x40082000
DPPIC20: S 0x500C2000

GLOBAL us S NA Yes DPPI controller DPPIC20
DPPIC20 : NS 0x400C2000
DPPIC30: S 0x50102000

GLOBAL us S NA Yes DPPI controller DPPIC30
DPPIC30 : NS 0x40102000
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Configuration

DPPIC0O0 : S 8 DPPI channels
GLOBAL

DPPICOO : NS 2 DPPI groups

DPPIC10:S 24 DPPI channels
GLOBAL

DPPIC10: NS 6 DPPI groups

DPPIC20:S 16 DPPI channels
GLOBAL

DPPIC20 : NS 6 DPPI groups

DPPIC30:S 4 DPPI channels
GLOBAL

DPPIC30 : NS 2 DPPI groups

Register overview

TASKS_CHGIn].EN 0x000 Enable channel group n

TASKS_CHG[n].DIS 0x004 Disable channel group n
SUBSCRIBE_CHG[n].EN 0x080 Subscribe configuration for task CHG[n].EN
SUBSCRIBE_CHG[n].DIS 0x084 Subscribe configuration for task CHG[n].DIS
CHEN 0x500 Channel enable register

CHENSET 0x504 Channel enable set register

CHENCLR 0x508 Channel enable clear register

CHG[n] 0x800 Channel group n

Note: Writes to this register are ignored if either SUBSCRIBE_CHG[n].EN or
SUBSCRIBE_CHG[n].DIS is enabled

6.2.6.1 TASKS_CHG[n] (n=0..5)
Channel group tasks
6.2.6.1.1 TASKS_CHG[n].EN (n=0..5)

Address offset: 0x000 + (n x 0Ox8)

Enable channel group n

Description

A W EN Enable channel group n
Trigger 1 Trigger task

6.2.6.1.2 TASKS_CHG[n].DIS (n=0..5)
Address offset: 0x004 + (n x 0x8)

Disable channel group n
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ID R/W  Field Value ID Description
A % DIS Disable channel group n
Trigger 1 Trigger task

6.2.6.2 SUBSCRIBE_CHGIn] (n=0..5)

Subscribe configuration for tasks

6.2.6.2.1 SUBSCRIBE_CHGIn].EN (n=0..5)
Address offset: 0x080 + (n x 0x8)

Subscribe configuration for task CHG[n].EN

ID R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that task CHG[n].EN will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

6.2.6.2.2 SUBSCRIBE_CHGIn].DIS (n=0..5)
Address offset: 0x084 + (n x 0x8)

Subscribe configuration for task CHG[n].DIS

ID R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that task CHG[n].DIS will subscribe to
B RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription
6.2.6.3 CHEN

Address offset: 0x500

Channel enable register

ID R/W  Field Description
A-X  RW CHIi] (i=0..23) Enable or disable channel i
Disabled 0 Disable channel
Enabled 1 Enable channel
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6.2.6.4 CHENSET
Address offset: 0x504

Channel enable set register

Note: Read: Reads value of CHIi] field in CHEN register

ID R/W  Field Value ID Description
A-X  RW CHIi] (i=0..23) Channel i enable set register. Writing 0 has no effect.
wWi1s
Disabled 0 Read: Channel disabled
Enabled 1 Read: Channel enabled
Set 1 Write: Enable channel

6.2.6.5 CHENCLR
Address offset: 0x508

Channel enable clear register

Note: Read: Reads value of CHJi] field in CHEN register

ID R/W  Field Value ID Description
A-X  RW CHIi] (i=0..23) Channel i enable clear register. Writing 0 has no effect.
wic
Disabled 0 Read: Channel disabled
Enabled 1 Read: Channel enabled
Clear 1 Write: Disable channel

6.2.6.6 CHG[n] (n=0..5)
Address offset: 0x800 + (n x Ox4)

Channel group n

Note: Writes to this register are ignored if either SUBSCRIBE_CHG[n].EN or SUBSCRIBE_CHGIn].DIS is
enabled

ID R/W Field Value ID Description

A-X  RW CHJi] (i=0..23) Include or exclude channel i
Excluded 0 Exclude
Included 1 Include
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6.3 PPIB — PPI Bridge

PPIB connects tasks and events of peripherals in two different PPl systems in different power-domains.

A PPI system contains a number of peripherals that can communicate with each other by using tasks and
events. This functionality is enabled by the DPPI peripheral. In a PPl system, the peripherals and DPPI are
instantiated in the same APB bus.

The following figure shows a PPl system including a PPIB:

PPl system

Channel 0
Channel 1
Channel 2
Channel X-1

ppiBusProducer [0:X-1]
RO PPIB
Peripheral A ppiBusConsumer[0:X-1]
b T — PPIBchannel 0

Handshake

CHENSET / CHENCLR :
" PPIBchannel N-1

DPPI

configuration

z
=)
2
H

ppiBusConsumer [0:X-1]

ppiBusProducer[0:X-1] PPIBus

ppiBusProducer [0:X-1]

Peripheral B ppiBusConsumer[0:X-1]

Figure 27: PPl system with PPIB

PPIB uses tasks and events like a standard peripheral, and connects to local DPPI channels via PPIBus. For
more information on PPIBus module, see DPPI.

PPIB has a number of channels. Each PPIB channel connects to a single DPPI channel.

6.3.1 PPIB connections

A PPIB channel in one PPI system can be connected to a PPIB channel in another PPl system forming a PPIB
connection.

A channel belonging to a PPIB instance in a PPI system is connected to a channel belonging to a PPIB
instance in a different PPl system, creating a one-to-one PPIB connection between the two PPI systems.
The connections are fixed and point-to-point, that is, a channel in a PPIB instance is connected only to
a specific channel in another PPIB instance. For information on how the channels in the different PPIB
instances are connected, see the Configuration table under the Registers section.

A PPIB channel can be configured as either source or sink. When configuring one side of the PPIB
connection as source, the other side of the PPIB connection must be configured as sink, and viceversa.
PPIB connections are unidirectional. Configuring both sides of a connection as source and sink at the same
time will yield unexpected results.

On the source side of a PPIB connection, in order to send a (local) peripheral event to a different PPI
system, the corresponding PPIB channel is configured as a consumer, subscribing to the same DPPI
channel as the (local) peripheral publishes to, using the PPIB.SUBSCRIBE_SEND[n] register, with n the PPIB
channel number.
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On the sink side of a PPIB connection, for a (local) peripheral to be able to receive this event, the
corresponding PPIB channel is configured as a producer, publishing to the same DPPI channel as the (local)
peripheral subscribes to, using the PPIB.PUBLISH_RECEIVE[n] register, with n the PPIB channel number.

In a PPI system, several peripherals can publish to the same DPPI channel on the source side of a PPIB
connection. Similarly, several peripherals can subscribe to the same DPPI channel on the sink side of a
PPIB connection. This allows multiple connection options between peripherals in different PPI systems,
same as DPPI allows in a local PPI system: one-to-one, one-to-many, many-to-one and many-to-many.
However, when multiple peripherals can publish to the same DPPI channel on the source side of a PPIB
connection, there is a risk of overflow. See Handshake and overflow on page 118.

6.3.2 Handshake and overflow

The two PPIB instances in a PPIB connection need a handshake to transfer a peripheral event.

This is handled by a Handshake module in the PPIB. If a handshake fails because an earlier event has not
been processed completely, the new event won't be sent. Instead, bit 1 in OVERFLOW.SEND register on
the source side will be set, with i the correspoding PPIB channel number.

6.3.3 Connection examples

This section contains examples on how two connect two PPl systems using PPIB.

The following example shows how to create a PPIB connection between the TIMER10 compare event in
the RADIO PD and the SAADC start task in PERI PD. PPIB11 in RADIO PD is hardwired to PPIB21 in PERI
PD, which allows the PPl systems in the two separate power domains to connect. DPPI channel 0 is used
by both power domains. Note that it is only necessary to use the same DPPI channel within the power
domain; different DPPI channels can be used across power domains. An example of this is given further
down in this section.

// RADIO PD

NRF TIMER10->PUBLISH COMPARE[0] = (O<<TIMER PUBLISH COMPARE CHIDX Pos) |
TIMER PUBLISH COMPARE EN Msk;
NRF_PPIB11->SUBSCRIBE SEND[0] = (0<<PPIB_ SUBSCRIBE SEND CHIDX Pos) |

PPIB SUBSCRIBE SEND EN Msk;
NRF _DPPIC10->CHENSET = DPPIC CHENSET CHO Msk;

// PERI PD

NRF SAADC->SUBSCRIBE START = (0<<SAADC SUBSCRIBE START CHIDX Pos) |
SAADC_SUBSCRIBE START EN Msk;

NRF PPIB21->PUBLISH RECEIVE[0] = (0<<PPIB PUBLISH RECEIVE CHIDX Pos) |

PPIB PUBLISH RECEIVE EN Msk;
NRF_DPPIC20->CHENSET = DPPIC_CHENSET CHO_Msk;

The following example shows how to create a PPIB connection between the TIMER10 compare event in
the RADIO PD and the COMP start task in LP PD. The two PPI systems must be connected through PPIB
instances PPIB21 and PPIB22 in PERI PD. These PPIB instances are not connected to any peripheral, only
to the PPIB instances in RADIO and LP power domains. PERI PD acts as a central system that connects
the two systems by means of local PPIB and DPPIC instances. This allows scaling to larger PPI systems,
since multiple PPl systems can be interconnected through a central PPI system. DPPI channel 0 is used
for internal RADIO PD connections, channel 1 is used by LP PD, and channel 5 is used by PERI PD. It is
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important that same DPPI channels are used within a power domain, but across domains the DPPI channel
number does not matter.

// RADIO PD

NRF_TIMER10->PUBLISH COMPARE[0] = (O<<TIMER PUBLISH COMPARE CHIDX Pos) |
TIMER PUBLISH COMPARE EN Msk;

NRF PPIB11->SUBSCRIBE SEND[0] = (0<<PPIB SUBSCRIBE SEND CHIDX Pos) |
PPIB SUBSCRIBE SEND EN Msk;

NRF _DPPIC10->CHENSET = DPPIC CHENSET CHO Msk;

// LP PD

NRF_COMP->SUBSCRIBE START = (1<<LPCOMP SUBSCRIBE SAMPLE CHIDX Pos) |
COMP_SUBSCRIBE START EN Msk;

NRF PPIB30->PUBLISH RECEIVE[0] = (1<<PPIB PUBLISH RECEIVE CHIDX Pos) |
PPIB PUBLISH RECEIVE EN Msk;

NRF DPPIC30->CHENSET = DPPIC CHENSET CH1 Msk;

// PERI PD

NRF PPIB21->PUBLISH RECEIVE[0] = (5<<PPIB PUBLISH RECEIVE CHIDX Pos) |
PPIB PUBLISH RECEIVE EN Msk;

NRF _PPIB22->SUBSCRIBE SEND[0] = (5<<PPIB_SUBSCRIBE SEND CHIDX Pos) |
PPIB SUBSCRIBE SEND EN Msk;

NRF_DPPIC20->CHENSET = DPPIC_CHENSET CH5 Msk;

6.3.4.1 Security

The PPIB channels are security agnostic.

When configuring PPIB channels, consider whether the DPPI channel security settings need to match on
both ends of the PPIB connection. While the PPIB channels themselves are security agnostic, maintaining
consistent security configuration of the DPPI channels may be necessary.
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6.3.5 Registers

Instances
PPIBOO: S

GLOBAL
PPIB0OO : NS
PPIBO1:S

GLOBAL
PPIBO1 : NS
PPIB10:S

GLOBAL
PPIB10 : NS
PPIB11:S

GLOBAL
PPIB11: NS
PPIB20:S

GLOBAL
PPIB20 : NS
PPIB21:S

GLOBAL
PPIB21 : NS
PPIB22:S

GLOBAL
PPIB22 : NS
PPIB30:S

GLOBAL
PPIB30 : NS
Configuration

0x50043000
0x40043000
0x50044000
0x40044000
0x50083000
0x40083000
0x50084000
0x40084000
0x500C3000
0x400C3000
0x500C4000
0x400C4000
0x500C5000
0x400C5000
0x50103000
0x40103000

us

us

us

us

us

us

us

us

S NA
S NA
S NA
S NA
S NA
S NA
S NA
S NA

No

No

No

No

No

No

PPI bridge PPIBOO

PPI bridge PPIBO1

PPI bridge PPIB10

PPI bridge PPIB11

PPI bridge PPIB20

PPI bridge PPIB21

PPI bridge PPIB22

PPI bridge PPIB30

PPIBOO :
PPIB0O :
PPIBO1 :
PPIBO1 :
PPIB10:
PPIB10:
PPIB11:
PPIB11:
PPIB20:
PPIB20 :
PPIB21:
PPIB21:
PPIB22
PPIB22:
PPIB30 :
PPIB30 :
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S
NS
S
NS
S
NS
S
NS
S
NS
S
NS

:S

NS
S
NS

GLOBAL

GLOBAL

GLOBAL

GLOBAL

GLOBAL

GLOBAL

GLOBAL

GLOBAL

Bridges PPl channels 0-7 between PPIB_00 (MCU) and PPIB_10 (RADIO)

Bridges PPl channels 0-7 between PPIB_01 (MCU) and PPIB_20 (PERI)

Bridges PPl channels 0-7 between PPIB_10 (RADIO) and PPIB_00 (MCU)

Bridges PPl channels 0-15 between PPIB_11 (RADIO) and PPIB_21 (PERI)

Bridges PPl channels 0-7 between PPIB_20 (PERI) and PPIB_01 (MCU)

Bridges PPl channels 0-15 between PPIB_21 (PERI) and PPIB_11 (RADIO)

Bridges PPI channels 0-3 between PPIB_22 (PERI) and PPIB_30 (LP)

Bridges PPI channels 0-3 between PPIB_30 (LP) and PPIB_22 (PERI)
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Register overview

TASKS_SEND[n] 0x000 This task is unused, but the PPIB provides the SUBSCRIBE task to connect SEND [n] task.
SUBSCRIBE_SEND[n] 0x080 Subscribe configuration for task SEND[n]

EVENTS_RECEIVE[n] 0x100 This event is unused, but the PPIB provides the PUBLISH event to connect RECEIVE [n] event.
PUBLISH_RECEIVE[n] 0x180 Publish configuration for event RECEIVE[n]

OVERFLOW.SEND 0x400 The task overflow for SEND tasks using SUBSCRIBE_SEND.

Write O to clear.

6.3.5.1 TASKS_SEND[n] (n=0..31)

Address offset: 0x000 + (n x Ox4)
This task is unused, but the PPIB provides the SUBSCRIBE task to connect SEND [n] task.

Writes to SEND [n] task are ignored.

ID R/W Field Value ID Description
A W TASKS_SEND This task is unused, but the PPIB provides the SUBSCRIBE task to connect
SEND [n] task.

Writes to SEND [n] task are ignored.
Trigger 1 Trigger task

6.3.5.2 SUBSCRIBE_SEND[n] (n=0..31)
Address offset: 0x080 + (n x 0x4)

Subscribe configuration for task SEND[n]

Writes to SEND [n] task are ignored.

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task SEND[n] will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

6.3.5.3 EVENTS_RECEIVE[n] (n=0..31)
Address offset: 0x100 + (n x Ox4)

This event is unused, but the PPIB provides the PUBLISH event to connect RECEIVE [n] event.
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ID R/W  Field Value ID Description

A RW  EVENTS_RECEIVE This event is unused, but the PPIB provides the PUBLISH event to connect
RECEIVE [n] event.
NotGenerated 0 Event not generated

Generated 1 Event generated

6.3.5.4 PUBLISH_RECEIVE[n] (n=0..31)
Address offset: 0x180 + (n x Ox4)

Publish configuration for event RECEIVE[n]

R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that event RECEIVE[n] will publish to
RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing
6.3.5.5 OVERFLOW.SEND

Address offset: 0x400
The task overflow for SEND tasks using SUBSCRIBE_SEND.

Write 0 to clear.

ID R/W  Field Value ID Description

A-f RW  SENDIJi] (i=0..31) The status for tasks overflow at SUBSCRIBE_SENDIi].
Overflow 1 Task overflow is happened.
NoOverflow 0 Task overflow is not happened.
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The device is designed with state-of-the-art security features that include the following.

e Arm TrustZone for memory, peripherals, GPIO pins, PPl channels, and interrupts
e Tamper controller to monitor and prevent physical attacks

e Active driven tamper switches (active shield)
¢ Signal protectors for critical configuration signals
¢ Glitch detectors to guard against fault injection attacks
¢ Crypto accelerator with built-in self-check and countermeasures

¢ Masking against simple and differential power analysis
¢ Protection against timing attacks
e NIST SP 800-90B random number generator
* Non-volatile memory controller with built-in secure key storage (key management unit)
¢ Immutable boot region for establishing root of trust
¢ Authenticated debug to prevent unauthorized access to the debug port

7.1 Memory and peripheral access permissions

Access permissions are controlled by TrustZone, MPC, and SPU security peripherals.

The following figure shows the system security control modules for memory, peripherals, GPIO, and PPI.

Arm Cortex-M33
CPU

I
=
@
@

auozsni|

Peripheral

Peripheral

SPU split security

Peripheral

EasyDMA

Figure 28: Modules filtering access permissions

The Arm Cortex-M33 CPU enforces TrustZone security internally, before issuing bus transactions. For
security checks internal to the Arm Cortex-M33, see TrustZone security on page 125. After the internal
CPU security check, the transaction is available on the bus.

Secure and non-secure memory has to be configured in the SAU and MPC.
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The security attribution of a bus transaction from the Arm Cortex-M33 is determined by the CPU, SAU, and
IDAU settings. See TrustZone security on page 125 for more information.

For RISC-V and peripherals, the attribution of the bus transaction is determined by the SPU settings.

The destination's security attribute is a combination of MPC and SPU configurations.

Abbreviation  Description
NS Non-secure — TrustZone security attribute is non-secure
S Secure — TrustZone security attribute is secure
NSC Non-secure callable — TrustZone security attribute is non-secure callable
IDAU Arm implementation defined attribution unit
SAU Arm security attribution unit
SPU Nordic system protection unit
MPC Nordic memory privilege controller

Table 24: Abbreviations

Memory access overview

The following table lists the security attributes of the bus manager and their access to memory configured
as secure and non-secure.

Bus manager security  Destination memory Access successful MPC bus fault and
attribute security attribute error event
S S Yes No
NS S No Yes
S NS Yes No
NS NS Yes No

Table 25: Memory access overview

Peripheral access overview

Peripherals are moved in the memory map based on their security association. Non-secure peripherals can
be accessed through addresses starting with 0x4 while secure peripherals are accessible in the memory
region starting with Ox5.

The security association of each peripheral is controlled via the SPU. Only peripherals with programmable
security association can be moved in the memory map.
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Bus manager Destination memory  Address region Access successful  SPU bus fault and
security attribute security attribute error event

S S 0x5 Yes No

S S Ox4 No Yes

NS S 0x5 No Yes

NS S 0x4 No Yes

S NS 0x5 No Yes

S NS 0x4 Yes No

NS NS 0x5 No Yes

NS NS Ox4 Yes No

Table 26: Peripheral access overview

In addition, the following also applies:

e For split security peripherals, bus faults are not generated for blocked split security bit accesses. Reads
as 0, write is ignored.

¢ In a split peripheral, access is blocked to secure registers using the non-secure 0x4 memory region
because it is through non-secure transactions. Make sure to use the secure memory region to access
secure registers.

/.2 TrustZone security

The security architecture is based on Arm TrustZone.

The Arm Cortex-M based CPU supports Arm TrustZone for secure, non-secure, and non-secure callable
memory regions.

The security attribution unit (SAU) and implementation defined attribution unit (IDAU) define the access
permissions based on the security state.

The IDAU configuration divides system memory space into secure (S) and non-secure (NS) regions. The
SAU provides configurable regions for the Arm Cortex-M CPU, and is used to define non-secure callable
(NSC) regions.

IDAU preset configuration

IDAU configuration is preset in hardware and is not available for user configuration. The security
attribution follows the address map, and the peripheral memory space is aliased for the secure and non-
secure memory state, as defined in the following table.
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Memory map name

Private peripheral bus

Address map

OXEO000000 — OXFFFFFFFF

IDAU TrustZone security
attribute

Not applicable

Device memory 0xA0000000 — OxDFFFFFFF NS
External memory 0x60000000 — OXxAFFFFFFF NS
Peripheral (secure) 0x50000000 — OX5FFFFFFF S
Peripheral (non-secure) 0x40000000 — Ox4FFFFFFF NS
Data memory 0x20000000 — Ox3FFFFFFF NS
Program memory 0x00000000 — Ox1FFFFFFF NS

SAU configuration

Table 27: IDAU configuration

The Arm Cortex-M33 CPU must configure its SAU regions when the CPU starts. The CPU assumes the
memory map is secure before configuring the SAU regions.

SAU configuration registers are documented in the Arm Cortex-M33 Technical Reference Manual.

TrustZone security attributes

Based on IDAU and SAU configuration, the following table shows the TrustZone security attribute results.

IDAU security attribute

SAU security attribute

Security attribute result

S NS, NSC, or S S
NS, NSC, or S S S

NS NS NS

NS NSC NSC

Table 28: TrustZone security attributes

For the memory region that contains the secure gateway instruction branch veneers (entry points), the
TrustZone security attribute seen by the Arm Cortex-M must be NSC for the secure functions that are
callable from a non-secure program.

Example memory map

The following figure shows an example memory map using SAU regions to provide NS, S, and NSC regions.
The figure also includes the required MPC override configuration to ensure correct secure/non-secure

system partitioning.
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. Resulting .
IDAU Typical MPC override
Memory model configuration SAU configuration T;‘:;if&';e configuration

Not Applicable

Not Applicable

Private peripheral
0XE000 0000 bus
Device
0xA000 0000
-- : Non-Secure bl Non-Secure

0x8000 0000

M
0x6000 0000

Non-Secure
SAU region 3

0x5000 0000 _

0x4000 0000 ey — [l —

Non-secure RAM
region

0x2000 0000
0x02F1 0000 CACHE
0x02F0 0000 SICR
0x00FF E000

UICR
0x00FF D000 —FcR
ox00FF cooo AL

Non-Secure Non-secure RRAM
: Non-Secure .
SAU region 1 e region

0x0000 0000

Figure 29: Example memory map security attribution

TrustZone security access

The Arm Cortex-M TrustZone security module generates a CPU SecureFault exception when access is not
allowed. The following table shows combinations of TrustZone security attributes.
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Arm Cortex-M TrustZone security  Destination address security Secure fault Access allowed
attribute attribute

S S No Yes

S NS No Yes

NS NS No Yes

NS S Yes No

Table 29: TrustZone security access

The first two columns show the TrustZone security attribute from the TrustZone security attributes table.

The Arm Cortex-M TrustZone security attribute is the TrustZone security attribute seen by the Arm Cortex-
M CPU while executing a program. This shows if the Arm Cortex-M CPU program is executed from S, NS, or
NSC memory. The NSC for the Arm Cortex-M TrustZone security attribute behaves same as S in the table.

The destination address security attribute is the TrustZone security attribute of the destination address
lookup from the SAU and IDAU. It is used by the Arm Cortex-M CPU on the bus transaction.

7.3 Immutable boot region

The device RRAM has a boot region that can be made immutable before the CPU starts up.
Boot initiated from an immutable source allows later boot steps to be performed by authenticated code.

The boot region starts at address 0x00000000. This address contains the initial secure program
counter (PC), the stack pointer (SP), and the interrupt vectors. The size and permissions of the region are
configured using UICR register BOOTCONF on page 64.

After configuration, when there is a device reset, the hardware state-machine reads UICR fields and
configures RRAMC. This enforces boot region protection before the Arm Cortex-M33 is released from
reset.

For more information about the immutable boot region, see RRAMC — Resistive random access memory
controller on page 47.

7.4 Security attributes

Bus access can have secure or non-secure attribution which follows the transaction through the system.

Non-secure peripherals use non-secure DMA bus transactions. Secure peripherals have configurable DMA
security and can generate either secure or non-secure DMA bus transactions. The peripheral security is
configured using SPU — System protection unit on page 180.

For Arm Cortex CPUs, see the Arm TrustZone architecture document for more details on security.

7.5 Security fault

Memory accesses that violate security permissions will generate a security fault.

If the Arm Cortex-M processor accesses RAM or NVM memory that violate security permissions, and the
SAU regions match the device secure/non-secure memory map, the processor generates a SecureFault
exception before the transaction enters the system busses.
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At the system level, bus accesses are filtered by the Memory Protection Controller (MPC) and System
Protection Unit (SPU) security components. These components trigger a BusFault using bus error
response, not a SecureFault.

Access to a peripheral register that violates security permissions triggers the SPU event PERIPHACCERR.
For more information about the SPU, see SPU — System protection unit on page 180. See also
Peripherals with split security access on page 129.

If a peripheral DMA controller, or the the coprocessor, attempts to access a memory region that is not
allowed by the MPC, the MPC will generate a bus error response that triggers a BusFault. The MPC also
generates the MEMACCERR event. For more information, see MPC — Memory Privilege Controller on page
174.

7.6 Peripherals with split security access

Some peripherals have split security access, meaning they can handle both secure and non-secure access.
A subset of the peripheral's functions can be secure, while another subset is non-secure. The security is
configured using SPU registers.

The peripheral instantiation table in Instantiation on page 216 details the peripherals with split access.

Split security access is handled either on the register level or on the bit level, as explained in the following
sections.

Register level split security access

For this group of peripherals, security is enforced at the register level. Split security settings apply for
the entire register. lllegal access to the register will trigger a security fault. For example, if a register is
configured as secure and the register is accessed from non-secure code, a security fault with a bus fault
will be generated. A security fault due to an illegal access triggers the SPU event PERIPHACCERR.

Bit level split security access

For this group of peripherals, security is enforced at the register bit level. Split security settings are applied
to individual bits of the register. The register supports access from both secure and non-secure code.

No exceptions are triggered for the access, however the following apply:

¢ Writing a secure bit from non-secure code will have no effect
¢ Reading a register from non-secure code will return 0 for all bits that are secure

For example, if bit i is configured as secure, then the following apply:

¢ Non-secure write access to the register will not change bit i
¢ Non-secure read access to the register will read 0 for the bit at position 1

Interrupts

Some peripherals have split security interrupts. This means the interrupt can be configured with a security
attribute.

An interrupt may be generated during secure or non-secure execution, and the interrupt handler is
executed based on the interrupt's security attribute.

Interrupts implement split security at the register level. For instance, if interrupt O is configured as secure
and there is a non-secure read/write access to registers INTENO, INTENSETO, INTENCLRO, or INTPENDO, a
security fault with a bus fault will be generated.
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Interrupts are generated when enabled events are triggered. When an event for a split security interrupt is
triggered, the following applies.

¢ If aninterrupt is configured as secure, an event associated to either a secure or non-secure feature can
trigger the interrupt.

¢ [f aninterrupt is configured as non-secure, only events associated with non-secure features can trigger
the interrupt.

An attempt to enable an interrupt for an event that does not match the ownership and security settings of
the interrupt will be ignored and a security fault is not generated.

A non-secure event can be enabled to trigger a secure interrupt.

7.6.1 CRACEN
CRACEN protects the Protected RAM and the SEED register from being accessed by the CPU.

Only KMU is able to push assets to the Protected RAM and the SEED register. The CPU does not have
access to these. The hardware has built in protection that does not need configuration.

7.6.2 DPPIC

Individual DPPI channels and channel groups can have independent security attributes that are defined as
either secure or non-secure. DPPI supports split security, handling both secure and non-secure access.

DPPI channels

A peripheral configured as non-secure can only subscribe to or publish on non-secure DPPI channels. A
peripheral configured as secure can access all DPPI channels. An attempt by a non-secure peripheral to
subscribe to or publish on a DPPI channel configured as secure is ignored, and a PPl event is not issued.

DPPI channels are enabled or disabled through individual bits in registers CHEN, CHENSET, and CHENCLR.
The security of a DPPI channel is configured using FEATURE.DPPIC.CH[n] (n=0..23) on page 187.

DPPI channel groups
Channels can be grouped, which allows them to be enabled or disabled collectively.
A channel group is either secure or non-secure.

e Secure channel group — includes both secure and non-secure DPPI channels
¢ Non-secure channel group — only includes non-secure DPPI channels

An attempt to include a secure DPPI channel in a non-secure DPPI channel group is ignored.

Registers CHG[n], TASKS_CHG[n].EN, TASKS_CHGI[n].DIS, SUBSCRIBE_CHGI[n].EN, and
SUBSCRIBE_CHGIn].DIS configure the DPPI channel groups. A security fault is triggered when an illegal
access is made to these registers.

DPPIC subscribe to DPPIC channels through the SUBSCRIBE_CHG[] registers to trigger the task for enabling
or disabling channel groups. An event from a secure channel is ignored if the group subscribing to that
channel is non-secure. A secure group can subscribe to a non-secure channel or a secure channel.

The security of a DPPIC channel group is configured using FEATURE.DPPIC.CHG[n] (n=0..7) on page 188.

7.6.3 GPIO

GPIO pins can be either secure or non-secure.

GPIO supports split security, meaning the GPIO pins and registers can be accessed from both secure and
non-secure peripherals.
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A peripheral configured as non-secure can only access non-secure pins. A peripheral configured as secure
will be able to access all pins. An attempt to access a pin configured as secure by a non-secure peripheral
is ignored.

GPIO pins can be read and written through individual bits in the GPIO port registers OUT, OUTSET, OUTCLR,
and IN. GPIO pin direction is configured individually using bits in registers DIR, DIRSET, and DIRCLR. An
attempt to access bits with a different security setting is ignored. Writing to these bits will have no effect,
and read access returns a zero value.

The LATCH register has split security. Non-secure code can only read the state of the non-secure pins,
while the secure pins read as zero. Secure code is able to read the state of all pins.

The DETECTMODE register applies to the entire port (both secure and non-secure pins), and determines if
the latched or non-latched signals will generate the DETECT signal.

Pin security configuration

Access to device pins can be controlled by SPU. A pin can be set as secure so that only secure peripherals
or secure code can access it. Pins set as non-secure can be accessed by both secure and non-secure
peripherals or code.

The security attribute of each pin can be individually configured in FEATURE.GPIO[n].PIN[o] (n=0..2)
(0=0..31) on page 189. When the secure attribute (SECATTR) is set for a pin, only peripherals that have
the secure attribute set will be able to read the value of the pin or change it.

Peripherals can select the pins they need access to through their PSEL registers. If a peripheral has its
attribute set to non-secure, but one of its PSEL registers selects a pin with the attribute set to secure,
the SPU controlled logic will ensure that the pin selection is not propagated. In addition, the pin value
will always be read as zero to prevent a non-secure peripheral from obtaining a value from a secure pin.
Access to other pins with the attribute set as non-secure will not be blocked.

Pins can also be dedicated to peripherals by using the CTRLSEL field in the GPIO PIN_CNF[n] register. For
pins controlled using CTRLSEL, the SPU PIN security setting is bypassed and pin access is controlled by the
peripheral. This is illustrated in the following figure.

P0.0

\/

Peripherals
CTRLSEL

logic _ CTRLSEL
Security PERIPHERALS
control unit g PSELXXX
oo I

P1n LRI R T T TR TR AR IR IR TR AR I AR f

P0.31

Pin :
control : GPIO.PIN_CNF[n]
logic

P2.0 R RN 5

SPU.FEATURE.GPIO[0].PIN[0]
P2.n

SPU.FEATURE.GPIO[1].PIN[0]

SPU.FEATURE.GPIO[1].PIN[0]

Figure 30: Pin access using CTRLSEL
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7.6.4 GPIOTE

Individual GPIOTE channels and interrupts can have independent security settings and are defined as
secure or non-secure.

GPIOTE channels
GPIOTE channel security is configured using FEATURE.GPIOTE[n].CH[0] (n=0..1) (0=0..7) on page 188.

A GPIOTE channel configured as secure can only be used by secure code to send tasks and receive events.
A GPIOTE channel configured as non-secure can be used by both secure and non-secure code to send tasks
and receive events.

GPIOTE channel tasks and events can be configured with a specific GPIO pin.

* A secure GPIOTE channel can be configured with both secure and non-secure GPIO pins
¢ A non-secure GPIOTE channel can only be configured with non-secure GPIO pins

See CONFIG[n].PSEL and CONFIG[n].PORT registers for more information.

GPIOTE channels that are not configured as described will not write to the pin when triggering the SET[n],
CLR[n], and OUT[n] tasks, and will not generate the IN[n] event with changes in the pin polarity.

A GPIOTE channel n configured as secure has the following properties only during secure code execution:

e Trigger SET[n], CLR[n], and OUT([n] tasks
e Generate IN[n] events
e Access to the corresponding CONFIG[n] register

A GPIOTE channel n configured as non-secure has the following properties during both secure and non-
secure code execution:

e Trigger SET[n], CLR[n], and OUT[n] tasks
e Generate IN[n] events
® Access to the corresponding CONFIG[n] register

A security fault is triggered when there is an access violation when accessing registers TASKS_SET[n],
TASKS_CLR[n], TASKS_OUT[n], EVENTS_IN[n], or CONFIG[n].

GPIOTE channels can connect to PPl channels in order to send and receive events from other peripherals.
GPIOTE channels can only publish or subscribe from DPPI channels that have the correct security attribute.
An attempt to subscribe or publish on a DPPI channel configured as secure by a non-secure GPIOTE
channel is ignored. A secure GPIOTE channel can subscribe or publish to both secure and non-secure DPPI
channels.

GPIOTE interrupts

The security of the GPIOTE interrupt is configured using FEATURE.GPIOTE[n].INTERRUPT[o] (n=0..1)
(0=0..7) on page 188.

A secure fault is triggered when non-secure code attempts to access registers INTENSET/INTENCLR on a
secure GPIOTE interrupt.

GPIOTE interrupt i can only be generated by IN[j] event if interrupt i and channel j have the correct
security attribute.

A secure GPIOTE interrupt can be triggered by an event generated by a secure and non-secure GPIOTE
channel.

A non-secure GPIOTE interrupt can only be triggered by an event generated by non-secure GPIOTE
channel.
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7.6.5 GRTC

GRTC is implemented with split security, meaning it handles access from both secure and non-secure code.
Individual GRTC SYSCOUNTER compare/capture channels and interrupts can have independent security
settings that define them as secure or non-secure.

SYSCOUNTER compare/capture channels
The SYSCOUNTER compare/capture channels have the following security:

e Secure — The channel and its associated registers, trigger/subscribe tasks, and receive/publish events
can only be accessed by secure code.

¢ Non-secure — The channel and its associated registers, trigger/subscribe tasks, and receive/publish
events can be accessed by secure and non-secure code.

GRTC interrupts
GRTC interrupts can be defined as secure or non-secure.

A security fault is triggered when an invalid access targets registers INTEN/INTENSET/INTENCLR/INTPEND
associated with an GRTC interrupt.

GRTC interrupt can only be generated by a COMPARE[j] event if the interrupt and channel have the correct
security attribute.

A secure GRTC interrupt can be triggered by a secure or non-secure GRTC channel.

A non-secure GRTC interrupt can be triggered by an event generated by non-secure GRTC channel. An
event generated by secure GRTC channel cannot trigger the interrupt.

7.7 Physical security

The device has countermeasures for physical attacks. It can detect and report fault injection attacks such
as voltage glitching or electromagnetic fault injection.

The external active shield I/O interface is provided to facilitate PCB and product level security. It can
detect if a product's encapsulation has been opened, or if the product has been tampered with. For more
information, see TAMPC — Tamper controller on page 192.

The crypto accelerator (CRACEN) peripheral is protected against differential power analysis (DPA) attacks.
The AES, SM4, and public key acceleration engines all have countermeasures against DPA attacks and will
report attack attempts. For more information, see CRACEN — Cryptographic accelerator engine on page
133.

/.8 Security components

7.8.1 CRACEN — Cryptographic accelerator engine

The main features of the CRACEN peripheral are the following:
¢ Cryptomaster — Symmetric cryptographic engines and digest engines
e AES

e Supports 128-, 192-, and 256-bit keys
e Masking countermeasures
e Context switching
e HASH —including MD5, SHA1, SHA224, SHA256, SHA384, SHA512, and HMAC
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e ChaChaPoly
e SHA3, SHAKE128, and SHAKE256
e SM4
* Public Key cryptographic engine (PKE) and Isolated Key Generator (IKG)

e Modular exponentiation — RSA with and without CRT; 4096-bit maximum operand size
¢ Elliptic Curve Cryptography (ECC) with 640-bit maximum operand size
o Digital Signature Algorithm (DSA) and Elliptic Curve Digital Signature Algorithm (ECDSA, EC-KCDSA,
and EdDSA), with 4096-bit maximum operand size
¢ Diffie-Hellman (D-H and ECDH) key exchange
¢ Random Number Generator (RNG)

Interconnect
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CryptoMaster
Symmetric Engine

Control Protecte Isolated Key

interface ll  dRAM Generator Public Key

operation

Random Number
Generator

Figure 31: Cryptographic accelerator engine block diagram

7.8.1.1 Initialization
Before the CRACEN peripheral can be used, it must be configured.

At reset, each hardware crypto operation category is disabled and must be individually enabled using the
ENABLE register. To use CRACEN, the desired module must first be enabled. Ongoing crypto operations will
complete even if the module is disabled during the operation.

Before transferring data to CRACENCORE, CRACEN must be enabled using ENABLE on page 140.

When CRACEN is enabled, it will erase the PKE data RAM by starting a zeroization process. When the
PKBUSY field of the PK.STATUS is cleared, the zeroization operation is complete. The PKE engine is not
available until the zeroization process has finished.

7.8.1.2 Protected RAM

Protected RAM regions can be retained and locked for storing symmetric keys. The CPU cannot access
these regions.

After KMU has pushed keys into the protected RAM, PROTECTEDRAMLOCK must be set to Enabled
before CRACEN can access and use the keys.

Register PROTECTEDRAMLOCK is a write-once register, and cannot be changed until the next device reset.

The following areas are defined for the protected RAM.
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Protected RAM

Address End address Description
0x51810040 0x5181005F AES Protected key 0
0x51810060 0x5181007F AES Protected key 1
0x51810080 0x5181008F SM4 Protected key 0
0x51810090 0x5181009F SM4 Protected key 1
0x518100A0 0x518100AF SM4 Protected key 2
0x518100B0 0x518100BF SM4 Protected key 3

7.8.1.3 Countermeasures

CRACEN contains security countermeasures to prevent malicious usage.
The following engines implement countermeasures:

* AES — Masking against Simple Power Analysis (SPA) and Differential Power Analysis (DPA)
e SM4 — Masking against SPA and DPA
e |IKG/PKE — Protection against timing attacks and DPA

If CRACEN IKG/PKE is used maliciously, a TAMPC event will be generated and countermeasures enacted
according to the TAMPC configuration. The countermeasures are controlled by TAMPC. The bits in TAMPC
that control the countermeasures have lock bits.

7.8.1.4 Isolated Key Generator

The Isolated Key Generator (IKG) is a module that derives symmetric and asymmetric keys from the unique
seed and optional personalization string.

After IKG has been enabled, CRACEN performs an IKG health test. The CTRDRBGBUSY field of the
IKG.STATUS is cleared when the operation has completed. IKG is started by writing to the IKG.START
register. The generated IKG keys are valid as long as CRACEN remains enabled. For details on enabling and
disabling CRACEN, see ENABLE on page 140.

The IKG derives the following keys from seed upon request:
e One 256-bit ECC P-256 key
e Two 256-bit AES keys

Note: The IKG generated keys are not directly accessible by CPU but are used by the PKE and AES
engines. The IKG generated AES keys are not the same as protected keys in protected RAM, but can
be used by the same AES engine.

7.8.1.4.1 Loading seed to IKG

The seed used by the IKG to generate keys must be pushed by the KMU to the SEED register and marked as
valid before the keys can be generated.

To create and derive a seed the following sequence of operations are needed.
1. Create device unique seed:

a. Create 3 x 128 bit random number using CRACEN RNG
b. Provision random number to KMU slots, e.g. 0, 1, and 2 (128 bits in each slot)

1. SRC.DEST = CRACEN.SEEDI[n], where n=0, 4, and 8.
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2. SRC.VALUE = randoml[i], where i=0,1, and 2 (i.e. random number results from CRACEN.RND
operation above)
2. Load seed from KMU to CRACEN:

a. Push the KMU slots where the SEED is stored, e.g. KMU slots 0, 1, and 2
b. Write CRACEN.SEEDVALID register to mark the seed as valid for the IKG
c. To prevent any subsequent changes to the SEED, write CRACEN.SEEDLOCK register.

Note: Any IKG key generations without valid seed (CRACEN.SEEDVALID) will fail.

7.8.1.5 Low power

To ensure lowest possible power consumption when the peripheral is not needed, disable CRACEN.

Make sure any operations are finished before disabling the peripheral in register ENABLE.

7.8.1.6 Registers

Instances
CRACEN GLOBAL 0x50048000 HF N NSA No Crypto accelerator
Configuration

CRACEN GLOBAL Access to CRACEN registers is blocked while KMU is performing a PUSH
operation. CRACEN cannot write RRAM.

CRACEN CRYPTOACCELERATOR specific configuration registers included

PKE data (address 0x51808000) must be read and written using aligned access,
i.e. using an operation where a word-aligned address is used for a word, or a

halfword-aligned address is used for a halfword access.

PKE code (address 0x5180C000) must be read and written using aligned
access, i.e. using an operation where a word-aligned address is used for a

word, or a halfword-aligned address is used for a halfword access.

Register overview

EVENTS_CRYPTOMASTER 0x100 Event indicating that interrupt triggered at Cryptomaster
EVENTS_RNG 0x104 Event indicating that interrupt triggered at RNG
EVENTS_PKEIKG 0x108 Event indicating that interrupt triggered at PKE or IKG

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

ENABLE 0x400 Enable CRACEN peripheral modules.

SEEDVALID 0x404 Marks the SEED register as valid.

SEED[n] 0x410 Seed word [n] for symmetric and asymmetric key generation.

This register is only writable from KMU.
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SEEDLOCK 0x440 Lock the access to the SEED register.
PROTECTEDRAMLOCK 0x444 Lock the access to the protected RAM.

7.8.1.6.1 EVENTS_CRYPTOMASTER
Address offset: 0x100
Event indicating that interrupt triggered at Cryptomaster

The interrupt source must be cleared at Cryptomaaster before clearing this event.

ID R/W  Field Value ID Description

A RW  EVENTS_CRYPTOMASTER Event indicating that interrupt triggered at Cryptomaster

The interrupt source must be cleared at Cryptomaaster before clearing this

event.
NotGenerated 0 Event not generated
Generated 1 Event generated

7.8.1.6.2 EVENTS_RNG
Address offset: 0x104
Event indicating that interrupt triggered at RNG

The interrupt source must be cleared at RNG before clearing this event.

Value ID Description

A RW  EVENTS_RNG Event indicating that interrupt triggered at RNG

The interrupt source must be cleared at RNG before clearing this event.
NotGenerated 0 Event not generated

Generated 1 Event generated

7.8.1.6.3 EVENTS_PKEIKG
Address offset: 0x108
Event indicating that interrupt triggered at PKE or IKG

The interrupt source must be cleared at PKE or IKG before clearing this event.

R/W Field Value ID Description

A RW  EVENTS_PKEIKG Event indicating that interrupt triggered at PKE or IKG

The interrupt source must be cleared at PKE or IKG before clearing this

event.
NotGenerated 0 Event not generated
Generated 1 Event generated
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7.8.1.6.4 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  CRYPTOMASTER Enable or disable interrupt for event CRYPTOMASTER

The interrupt source must be cleared at Cryptomaaster before clearing this

event.
Disabled 0 Disable
Enabled 1 Enable
B RW RNG Enable or disable interrupt for event RNG

The interrupt source must be cleared at RNG before clearing this event.

Disabled 0 Disable
Enabled 1 Enable
C RW  PKEIKG Enable or disable interrupt for event PKEIKG

The interrupt source must be cleared at PKE or IKG before clearing this

event.
Disabled 0 Disable
Enabled 1 Enable

7.8.1.6.5 INTENSET
Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW  CRYPTOMASTER Write '1' to enable interrupt for event CRYPTOMASTER
wis The interrupt source must be cleared at Cryptomaaster before clearing this
event.
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW RNG Write '1' to enable interrupt for event RNG
WS The interrupt source must be cleared at RNG before clearing this event.
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  PKEIKG Write '1' to enable interrupt for event PKEIKG
wis The interrupt source must be cleared at PKE or IKG before clearing this
event.
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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7.8.1.6.6 INTENCLR
Address offset: 0x308

Disable interrupt

R/W Field Value ID Description
A RW  CRYPTOMASTER Write '1' to disable interrupt for event CRYPTOMASTER
wic The interrupt source must be cleared at Cryptomaaster before clearing this
event.
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW RNG Write '1' to disable interrupt for event RNG
pic The interrupt source must be cleared at RNG before clearing this event.
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  PKEIKG Write '1' to disable interrupt for event PKEIKG
wic The interrupt source must be cleared at PKE or IKG before clearing this
event.
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.8.1.6.7 INTPEND
Address offset: 0x30C

Pending interrupts

ID R/W Field Value ID Description

A R CRYPTOMASTER Read pending status of interrupt for event CRYPTOMASTER

The interrupt source must be cleared at Cryptomaaster before clearing this

event.
NotPending 0 Read: Not pending
Pending 1 Read: Pending
B R RNG Read pending status of interrupt for event RNG

The interrupt source must be cleared at RNG before clearing this event.

NotPending 0 Read: Not pending
Pending 1 Read: Pending
C R PKEIKG Read pending status of interrupt for event PKEIKG

The interrupt source must be cleared at PKE or IKG before clearing this

event.
NotPending 0 Read: Not pending
Pending 1 Read: Pending
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7.8.1.6.8 ENABLE
Address offset: 0x400

Enable CRACEN peripheral modules.

Each module of CRACEN can be enabled individually. When any of these modules are not in use, it can be
disabled to save power. The module you want to use must first be enabled. Any ongoing crypto operations
will be finished even if the module is disabled during the operation.

ID R/W  Field Value ID Description

A RW CRYPTOMASTER Enable cryptomaster
Disabled 0 Cryptomaster disabled.
Enabled 1 Cryptomaster enabled.

B RW RNG Enable RNG
Disabled 0 RNG disabled.
Enabled 1 RNG enabled.

C RW  PKEIKG Enable PKE and IKG
Disabled 0 PKE and IKG disabled.
Enabled 1 PKE and IKG enabled.

7.8.1.6.9 SEEDVALID
Address offset: 0x404
Marks the SEED register as valid.

This register must be written after the SEED register is written, and before the IKG is started.

ID R/W  Field Value ID Description

A RW VALID Marks the SEED as valid
Disabled 0 Valid disabled.
Enabled 1 Valid enabled.

7.8.1.6.10 SEED[n] (n=0..11)
Address offset: 0x410 + (n x Ox4)
Seed word [n] for symmetric and asymmetric key generation.

This register is only writable from KMU.

ID R/W Field Value ID Description

A W VAL Seed value

7.8.1.6.11 SEEDLOCK
Address offset: 0x440
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Lock the access to the SEED register.

Note. If SEEDVALID was not written prior to SEEDLOCK, the write to SEEDLOCK will also mark the SEED as

valid.

ID R/W Field Value ID

Description

A RW  ENABLE

Disabled 0
Enabled 1

7.8.1.6.12 PROTECTEDRAMLOCK
Address offset: 0x444

Lock the access to the protected RAM.

Enable the lock

Only possible to write a value 1.
Lock disabled.

Lock enabled.

ID R/W Field Value ID

A RW  ENABLE

Disabled 0
Enabled 1

7.8.1.7 Registers

Instances

Description

Enable the lock

Only possible to write a value 1.
Lock disabled.

Lock enabled.

CRACENCORE GLOBAL 0x51800000

Configuration

CRACEN core

CRACENCORE GLOBAL

4503_018v1.0

CRYPTMSTRDMA registers included
CRYPTMSTRHW registers included
RNGCONTROL registers included

PK registers included

IKG registers included

RNGDATA registers included
PKDATAMEMORY registers included
PKUCODE registers included

Using CRACENCORE configuration reset values

141 .

NORDIC

SEMICONDUCTOR



Security

Register overview

Register
CRYPTMSTRDMA.FETCHADDRLSB
CRYPTMSTRDMA.FETCHADDRMSB
CRYPTMSTRDMA.FETCHLEN
CRYPTMSTRDMA.FETCHTAG
CRYPTMSTRDMA.PUSHADDRLSB
CRYPTMSTRDMA.PUSHADDRMSB
CRYPTMSTRDMA.PUSHLEN
CRYPTMSTRDMA.INTEN
CRYPTMSTRDMA.INTENSET
CRYPTMSTRDMA.INTENCLR
CRYPTMSTRDMA.INTSTATRAW
CRYPTMSTRDMA.INTSTAT
CRYPTMSTRDMA.INTSTATCLR
CRYPTMSTRDMA.CONFIG
CRYPTMSTRDMA.START
CRYPTMSTRDMA.STATUS
CRYPTMSTRHW.INCLIPSHWCFG
CRYPTMSTRHW.BA411EAESHWCFG1
CRYPTMSTRHW.BA411EAESHWCFG2
CRYPTMSTRHW.BA413HASHHWCFG
CRYPTMSTRHW.BA418SHA3HWCFG
CRYPTMSTRHW.BA419SM4HWCFG
CRYPTMSTRHW.BA424ARIAHWCFG
RNGCONTROL.CONTROL
RNGCONTROL.FIFOLEVEL
RNGCONTROL.FIFOTHRESHOLD
RNGCONTROL.FIFODEPTH
RNGCONTROL.KEY[n]
RNGCONTROL.TESTDATA
RNGCONTROL.REPEATTHRESHOLD
RNGCONTROL.PROPTHRESHOLD
RNGCONTROL.STATUS
RNGCONTROL.INITWAITVAL
RNGCONTROL.DISABLEOSC[n]
RNGCONTROL.SWOFFTMRVAL
RNGCONTROL.CLKDIV
RNGCONTROL.AIS31CONFO
RNGCONTROL.AIS31CONF1
RNGCONTROL.AIS31CONF2
RNGCONTROL.AIS31STATUS
RNGCONTROL.HWCONFIG
RNGCONTROL.FIFO[n]
PK.POINTERS

PK.COMMAND

PK.CONTROL

PK.STATUS

PK.TIMER

PK.HWCONFIG

PK.OPSIZE

PK.RAMERRORINJECT
PK.RAMERRORSTATUS

4503_018v1.0

Offset
0x000
0x004
0x008
0x00C
0x010
0x014
0x018
0x01C
0x020
0x024
0x028
0x02C
0x030
0x034
0x038
0x03C
0x400
0x404
0x408
0x40C
0x410
0x414
0x418
0x1000
0x1004
0x1008
0x100C
0x1010
0x1020
0x1024
0x1028
0x1030
0x1034
0x1038
0x1040
0x1044
0x1048
0x104C
0x1050
0x1054
0x1058
0x1080
0x2000
0x2004
0x2008
0x200C
0x2014
0x2018
0x201C
0x2040
0x2044

Description

Fetch Address Least Significant Word
Fetch Address Most Significant Word
Fetch DMA Length (only used in direct mode)
Fetch User Tag (only used in direct mode)
Push Address Least Significant Word
Push Address Most Significant Word
Push Length (only used in direct mode)
Interrupt Enable mask

Interrupt Set

Interrupt Clear

Interrupt Status Raw

Interrupt Status

Interrupt Status Clear

Cryptomaster configuration

Start

Status

Incuded IPs Hardware configuration
Generic g_AesModesPoss value.
Generic g_CtrSize value.

Generic g_Hash value

Generic g_Sha3CtxtEn value.
Generic g_SM4ModesPoss value.
Generic g_aria_modePoss value.
Control register

FIFO level register.

FIFO threshold register.

FIFO depth register.

Key register.

Test data register.

Repetition Test Count Cut-Off value.
Adaptive Proportion Test (1024-sample window) Cut-Off value.
Status register.

Initial wait counter value.

Disable oscillator rings #n*32 to #((n+1)*32)-1.
Switch off timer value.

Sample clock divider.

AlS31 configuration register 0.

AIS31 configuration register 1.

AIS31 configuration register 2.

AlIS31 status register.

Hardware configuration register.
FIFO data

Pointers register.

Command register.

Command register.

Status register.

Timer register.

Hardware configuration register.
Operand size register.

RAM error injection register.

RAM error status register.
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IKG.START 0x3000 Start register.

IKG.STATUS 0x3004 Status register.

IKG.INITDATA 0x3008 InitData register.

IKG.NONCE 0x300C Nonce register.
IKG.PERSONALISATIONSTRING 0x3010 Personalisation String register.
IKG.RESEEDINTERVALLSB 0x3014 Reseed Interval LSB register.
IKG.RESEEDINTERVALMSB 0x3018 Reseed Interval MSB register.
IKG.PKECONTROL 0x301C PKE Control register.
IKG.PKECOMMAND 0x3020 PKE Command register.
IKG.PKESTATUS 0x3024 PKE Status register.
IKG.SOFTRST 0x3028 SoftRst register.
IKG.HWCONFIG 0x302C HwConfig register.

7.8.1.7.1 CRYPTMSTRDMA.FETCHADDRLSB
Address offset: 0x000
Fetch Address Least Significant Word

Value ID Description

A RW  FETCHADDRLSB Address

In direct mode this register is written by SW with the address of the data
block. In Scatter-gather mode this register is written by SW with the address
of the first descriptor, and subsequently updated by the hardware after each

processed descriptor.

7.8.1.7.2 CRYPTMSTRDMA.FETCHADDRMSB
Address offset: 0x004
Fetch Address Most Significant Word

R/W Field Value ID Description

A RW FETCHADDRMSB As the platform has 32bit addresses this register and ADDRMSB registers

both give access to the same 32-bit register.

7.8.1.7.3 CRYPTMSTRDMA.FETCHLEN
Address offset: 0x008
Fetch DMA Length (only used in direct mode)
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ID R/W Field Value ID Description

A RW  FETCHLEN Length of data block
B RW  FETCHCSTADDR Constant address

C RW  FETCHREALIGN Realign length

7.8.1.7.4 CRYPTMSTRDMA.FETCHTAG
Address offset: 0x00C

Fetch User Tag (only used in direct mode)

ID R/W Field Value ID Description

A RW  FETCHTAG User tag

7.8.1.7.5 CRYPTMSTRDMA.PUSHADDRLSB
Address offset: 0x010
Push Address Least Significant Word

ID R/W  Field Value ID Description

A RW  PUSHADDRLSB Address

In direct mode this register is written by SW with the address of the data

block. In Scatter-gather mode this register is written by SW with the address

of the first descriptor, and subsequently updated by the hardware after each

processed descriptor.

7.8.1.7.6 CRYPTMSTRDMA.PUSHADDRMSB
Address offset: 0x014
Push Address Most Significant Word

ID R/W Field Value ID Description

A RW PUSHADDRMSB As the platform has 32bit addresses this register and ADDRMSB registers

both give access to the same 32-bit register.

7.8.1.7.7 CRYPTMSTRDMA.PUSHLEN
Address offset: 0x018

Push Length (only used in direct mode)
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Value ID Description
A RW  PUSHLEN Length of data block
B RW  PUSHCSTADDR Constant address
C RW  PUSHREALIGN Realign length
D RW  PUSHDISCARD Discard data

7.8.1.7.8 CRYPTMSTRDMA.INTEN
Address offset: 0x01C

Interrupt Enable mask

Value ID Description

A RW  FETCHERBLOCKEND Fetcher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

B RW  FETCHERSTOPPED Fetcher DMA reached the end of a block with Stop=1, or end of direct
transfer

C RW  FETCHERERROR Bus error during fetcher DMA access

D RW  PUSHERBLOCKEND Pusher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

E RW  PUSHERSTOPPED Pusher DMA reached the end of a block with Stop=1, or end of direct
transfer
F RW  PUSHERERROR Bus error during pusher DMA access

7.8.1.7.9 CRYPTMSTRDMA.INTENSET
Address offset: 0x020
Interrupt Set

Writing a 1 to a bit in this register enables the corresponding interrupt. Writing 0 has no effect.

R/W  Field Value ID Description

A RW  FETCHERBLOCKEND Fetcher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

B RW  FETCHERSTOPPED Fetcher DMA reached the end of a block with Stop=1, or end of direct
transfer
RW  FETCHERERROR Bus error during fetcher DMA access
D RW  PUSHERBLOCKEND Pusher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

E RW  PUSHERSTOPPED Pusher DMA reached the end of a block with Stop=1, or end of direct
transfer
F RW  PUSHERERROR Bus error during pusher DMA access

7.8.1.7.10 CRYPTMSTRDMA.INTENCLR
Address offset: 0x024

145 .

NORDIC

SEMICONDUCTOR

4503_018v1.0



Security

Interrupt Clear

Writing a 1 to a bit in this register disables the corresponding interrupt. Writing 0 has no effect.

Value ID Description

A RW  FETCHERBLOCKEND Fetcher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

B RW  FETCHERSTOPPED Fetcher DMA reached the end of a block with Stop=1, or end of direct
transfer

C RW  FETCHERERROR Bus error during fetcher DMA access

D RW  PUSHERBLOCKEND Pusher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

E RW  PUSHERSTOPPED Pusher DMA reached the end of a block with Stop=1, or end of direct
transfer
F RW  PUSHERERROR Bus error during pusher DMA access

7.8.1.7.11 CRYPTMSTRDMA.INTSTATRAW
Address offset: 0x028
Interrupt Status Raw

Interrupt status before bitmasking with INTEN.

R/W Field Value ID Description

A RW  FETCHERBLOCKEND Fetcher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

B RW  FETCHERSTOPPED Fetcher DMA reached the end of a block with Stop=1, or end of direct
transfer

C RW  FETCHERERROR Bus error during fetcher DMA access

D RW  PUSHERBLOCKEND Pusher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

E RW  PUSHERSTOPPED Pusher DMA reached the end of a block with Stop=1, or end of direct
transfer
F RW  PUSHERERROR Bus error during pusher DMA access

7.8.1.7.12 CRYPTMSTRDMA.INTSTAT
Address offset: 0x02C
Interrupt Status

Interrupt Status after bitmasking with INTEN. If any bit of this register is high, this sub-module interrupt
line towards the CRACEN interrupt generation logic is high.
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Value ID Description

A RW  FETCHERBLOCKEND Fetcher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

B RW  FETCHERSTOPPED Fetcher DMA reached the end of a block with Stop=1, or end of direct
transfer

C RW  FETCHERERROR Bus error during fetcher DMA access

D RW  PUSHERBLOCKEND Pusher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

E RW  PUSHERSTOPPED Pusher DMA reached the end of a block with Stop=1, or end of direct
transfer
F RW  PUSHERERROR Bus error during pusher DMA access

7.8.1.7.13 CRYPTMSTRDMA.INTSTATCLR
Address offset: 0x030
Interrupt Status Clear

Writing a 1 to a bit in this register clears the corresponding interrupt. Writing 0 has no effect.

R/W Field Value ID Description

A RW  FETCHERBLOCKEND Fetcher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

B RW  FETCHERSTOPPED Fetcher DMA reached the end of a block with Stop=1, or end of direct
transfer

C RW  FETCHERERROR Bus error during fetcher DMA access

D RW  PUSHERBLOCKEND Pusher DMA reached the end of a block (if enabled in the descriptor;

scatter-gather only)

E RW  PUSHERSTOPPED Pusher DMA reached the end of a block with Stop=1, or end of direct
transfer
F RW  PUSHERERROR Bus error during pusher DMA access

7.8.1.7.14 CRYPTMSTRDMA.CONFIG
Address offset: 0x034

Cryptomaster configuration
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Value ID Description

A RW  FETCHCTRLINDIRECT Fetcher scatter/gather.

When this bit is zero, the fetcher runs in direct mode. When this bit is one,
the fetcher runs in scatter-gather mode.

B RW  PUSHCTRLINDIRECT Pusher scatter/gather.

When this bit is zero, the pusher runs in direct mode. When this bit is one,
the pusher runs in scatter-gather mode.

C RW  FETCHSTOP Stop fetcher.

When this bit is high, the fetcher will stop at the end of the current block
(even if the STOP bit in the descriptor is low).

D RW  PUSHSTOP Stop pusher DMA.

When this bit is high, the pusher will stop at the end of the current block
(even if the STOP bit in the descriptor is low).

E RW  SOFTRST Soft reset the cryptomaster.

When this bit is high, the software reset of the DMA modules, the FIFO's
and the processing module will be activated. The bus is not affected

(pending transfers will be completed).

7.8.1.7.15 CRYPTMSTRDMA.START
Address offset: 0x038

Start

Value ID Description
A W STARTFETCH Writing a '1' starts the fetcher DMA. Writing a '0' has no effect.
B W  STARTPUSH Writing a '1' starts the pusher DMA. Writing a '0' has no effect.

7.8.1.7.16 CRYPTMSTRDMA.STATUS
Address offset: 0x03C

Status

Value ID Description
A R FETCHBUSY This bit is high as long as the fetcher DMA is busy.
B R PUSHBUSY This bit is high as long as the pusher DMA is busy.
C R FETCHNOTEMPTY Not empty flag for fetcher DMA input FIFO
D R PUSHWAITINGFIFO Pusher DMA Waiting FIFO. This bit is high when the pusher is waiting for
more data in output FIFO.
E R SOFTRSTBUSY This bit is high when the soft reset is on going
F R PUSHNBDATA Amount of data in the pusher DMA output FIFO
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7.8.1.7.17 CRYPTMSTRHW.INCLIPSHWCFG

Address offset: 0x400

Incuded IPs Hardware configuration

R/W Field Value ID

Description

A R BA411AESINCLUDED

B R BA415HPAESGCMINCLUDED

C R BA416HPAESXTSINCLUDED

D R BA412DESINCLUDED

E R BA413HASHINCLUDED

F R BA417CHACHAPOLYINCLUDED

G R BA418SHA3INCLUDED

H R BA421ZUCINCLUDED

| R BA419SM4INCLUDED

J R BA414EPPKEINCLUDED

K R BA431NDRNGINCLUDED

L R BA420HPCHACHAPOLYINCLUDED

M R BA423SNOW3GINCLUDED

N R BA422KASUMIINCLUDED

Generic g_IncludeAES value.

BA411E-AES IP included if set

Generic g_IncludeAESGCM value.

BA415-HP-AES-GCM IP included if set

Generic g_IncludeAESXTS value.

BA416-HP-AES-XTS IP included if set

Generic g_IncludeDES value.

BA412-3DES IP included if set

Generic g_IncludeHASH value.

BA413-HASH IP included if set

Generic g_IncludeChachaPoly value.

BA417-ChaChaPoly IP included if set

Generic g_IncludeSHA3 value.

BA418-SHA3 IP included if set

Generic g_IncludeZUC value.

BA421-ZUC IP included if set

Generic g_IncludeSM4 value.

BA419-SM4 IP included if set

Generic g_IncludePKE value.

BA414EP-PKE IP included if set
Generic g_IncludeNDRNG value.

BA431-NDRNG IP included if set

Generic g_IncludeHPChachaPoly value.

BA420-HP-ChaChaPoly IP included if set

Generic g_IncludeSnow3G value.

BA423-Snow3G IP included if set

Generic g_IncludeKasumi value.

BA422-Kasumi IP included if set

7.8.1.7.18 CRYPTMSTRHW.BA411EAESHWCFG1

Address offset: 0x404

Generic g_AesModesPoss value.
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Value ID Description

A R BA411EAESHWCFGMODE Generic g_AesModesPoss value.

BA411E-AES engine configuration.
B R BA411EAESHWCFGCS Generic g_CS value.

BA411E-AES engine configuration.
C R BA411EAESHWCFGMASKING Generic g_UseMasking value.

BA411E-AES engine configuration.
D R BA411EAESHWCFGKEYSIZE Generic g_Keysize value.

BA411E-AES engine configuration.

7.8.1.7.19 CRYPTMSTRHW.BA411EAESHWCFG2
Address offset: 0x408
Generic g_CtrSize value.

BA411E-AES engine configuration.

ID R/W  Field Value ID Description
A R BA411EAESHWCFG2 Generic g_CtrSize value.

BA411E-AES engine configuration.

7.8.1.7.20 CRYPTMSTRHW.BA413HASHHWCFG
Address offset: 0x40C

Generic g_Hash value

ID R/W  Field Value ID Description

A R BA413HASHHWCFGMASK Generic g_HashMaskFunc value.

BA413-Hash engine configuration.
B R BA413HASHHWCFGPADDING Generic g_HashPadding value.

BA413-Hash engine configuration.
C R BA413HASHHWCFGHMAC Generic g HMAC_enabled value.

BA413-Hash engine configuration.
D R BA413HASHHWCFGVERIFYDIGEST Generic g_HashVerifyDigest value.

BA413-Hash engine configuration.

7.8.1.7.21 CRYPTMSTRHW.BA418SHA3HWCFG
Address offset: 0x410

Generic g_Sha3CtxtEn value.

BA418-SHAS3 configuration.
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ID R/W Field Value ID Description

A R BA418SHA3HWCFG Generic g_Sha3CtxtEn value.

BA418-SHA3 configuration.

7.8.1.7.22 CRYPTMSTRHW.BA419SM4HWCFG
Address offset: 0x414
Generic g_SM4ModesPoss value.

BA419-SM4 engine configuration.

Description

A R BA419SM4AHWCFG Generic g_SM4ModesPoss value.

BA419-SM4 engine configuration.
B R USEMASKING Generic g_sm4UseMasking value.

BA419-SM4 engine configuration.

7.8.1.7.23 CRYPTMSTRHW.BA424ARIAHWCFG
Address offset: 0x418
Generic g_aria_modePoss value.

BA424-Aria engine configuration.

Description

A R BA424ARIAHWCFG Generic g_aria_modePoss value.

BA424-Aria engine configuration.

7.8.1.7.24 RNGCONTROL.CONTROL
Address offset: 0x1000

Control register

Description
A RW  ENABLE Enable the RNG. Clearing this bit resets the RNG FSM.
RW  LFSREN Select between the RNG with asynchronous free running ring oscillators

(when 0) and the Pseudo-Random generator with synchronous oscillators
for simulation purpose (when 1).
C RW  TESTEN Select input for conditioning function and continuous tests:

NORMAL 0 Noise source (normal mode).
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Value ID
TEST 1
D RW CONDBYPASS
NORMAL 0
BYPASS 1
E RW  INTENREP
F RW  INTENPROP
G RW  INTENFULL
H RW  SOFTRST
NORMAL 0
CTEST 1
| RW  INTENPRE
J RW INTENALM
K RW  FORCEACTIVEROS
L RW  HEALTHTESTBYPASS
M RW  AIS31BYPASS
N RW  HEALTHTESTSEL
BEFORE 0
AFTER 1
o RW  AIS31TESTSEL
BEFORE 0
AFTER 1
P RW  NB128BITBLOCKS
Q RW  FIFOWRITESTARTUP

7.8.1.7.25 RNGCONTROL.FIFOLEVEL
Address offset: 0x1004

FIFO level register.

Description

Test data register (test mode).

Conditioning function bypass.

the conditioning function is used (normal mode).

the conditioning function is bypassed (to observe entropy source directly).
Interrupt enable for Repetition Count Test failure.

Interrupt enable for Adaptive Proportion Test failure (1024-sample window).
Interrupt enable for FIFO full.

Software reset:

This bit is not cleared automatically.

Normal mode.

The continuous test, the conditioning function and the FIFO are reset.
Interrupt enable for AIS31 preliminary noise alarm.

Interrupt enable for AIS31 noise alarm.

Force oscillators to run when FIFO is full.

Bypass NIST tests such that the results of the start-up and online test do not
affect the FSM state.

Bypass AlS31 tests such that the results of the start-up and online tests do
not affect the FSM state.

Select input to health test module:

Before conditioning.

After conditioning.

Select input to the AIS31 test module:

Before conditioning.

After conditioning.

Number of 128 bit blocks used in AES-CBCMAC post-processing.

This value cannot be zero.

Enable write of the samples in the FIFO during start-up.

ID R/W  Field Value ID
A RW  FIFOLEVEL
RME

7.8.1.7.26 RNGCONTROL.FIFOTHRESHOLD
Address offset: 0x1008
FIFO threshold register.
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ID R/W Field Value ID Description

A RW  FIFOTHRESHOLD FIFO level threshold below which the module leaves the idle state to refill
the FIFO. Expressed in number of 128bit blocks.

After a FIFO read, the RNG will start refilling the FIFO if FIFOLEVEL is smaller
than (FIFOTHRESHOLD + 1) * 4

7.8.1.7.27 RNGCONTROL.FIFODEPTH
Address offset: 0x100C
FIFO depth register.

ID R/W Field Value ID Description

A R FIFODEPTH Maximum number of 32 bits words that can be stored in the FIFO:
2**g_fifodepth.

7.8.1.7.28 RNGCONTROL.KEY[n] (n=0..3)
Address offset: 0x1010 + (n x 0x4)
Key register.

128-bit AES key used for conditioning

ID R/W Field Value ID Description

A RW  KEY Key register.

Note: Byte 0 of KeyO is the MSB and byte 3 of Key3 is the LSB.

7.8.1.7.29 RNGCONTROL.TESTDATA
Address offset: 0x1020

Test data register.

This register is used to feed known data to the conditioning function or to the continuous tests. When
one word is written into this register, the 32-bit are sent to those modules. Since some time is needed
for processing, there is one busy flag (TESTDATABUSY in the STATUS register) going high as soon as data is
written, and going low when the next word can be written. Write access to this register is ignored when
CONTROL.TESTEN is 0. Test data written through this interface is expected to be a multiple of 128 bits.

ID R/W Field Value ID Description
A W  TESTDATA Test data register.
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7.8.1.7.30 RNGCONTROL.REPEATTHRESHOLD
Address offset: 0x1024

Repetition Test Count Cut-Off value.

ID R/W Field Value ID Description
A RW  REPEATTHRESHOLD Repetition Test Count Cut-Off value.

7.8.1.7.31 RNGCONTROL.PROPTHRESHOLD
Address offset: 0x1028
Adaptive Proportion Test (1024-sample window) Cut-Off value.

ID R/W Field Value ID Description

A RW  PROPTHRESHOLD Adaptive Proportion Test (1024-sample window) Cut-Off value.

7.8.1.7.32 RNGCONTROL.STATUS
Address offset: 0x1030

Status register.

ID R/W  Field Value ID Description
A R TESTDATABUSY High when data written to TestData register is being processed.
B R STATE State of the control FSM:
RESET 0 Reset
STARTUP 1 Startup
IDLERON 2 Idle (Rings On)
IDLEROFF 3 Idle (Rings Off)
FILLFIFO 4 Fill FIFO
ERROR 5 Error
C RW  REPFAIL NIST-800-90B repetition Count Test interrupt status.
D RW  PROPFAIL NIST-800-90B adaptive Proportion Test (1024-sample window) interrupt
status.
E RW  FULLINT FIFO full status.
F RW  PREINT AIS31 preliminary noise alarm interrupt status.
G RW  ALMINT AIS31 noise alarm interrupt status.
H R STARTUPFAIL Start-up test failure.
| RW  FIFOACCFAIL Set when a FIFO data read is performed while the NDRNG is disabled AND

has its FIFO empty (FIFOLevel = 0).

7.8.1.7.33 RNGCONTROL.INITWAITVAL
Address offset: 0x1034
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Initial wait counter value.

ID R/W Field Value ID Description

A RW  INITWAITVAL Number of clock cycles to wait before sampling data from the noise source.

7.8.1.7.34 RNGCONTROL.DISABLEOSC[n] (n=0..1)
Address offset: 0x1038 + (n x 0x4)
Disable oscillator rings #n*32 to #((n+1)*32)-1.

ID R/W  Field Value ID Description
A RW  DISABLEOSC Disable oscillator rings #n*32 to #((n+1)*32)-1.

7.8.1.7.35 RNGCONTROL.SWOFFTMRVAL
Address offset: 0x1040

Switch off timer value.

ID R/W  Field Value ID Description

A RW  SWOFFTMRVAL Number of clk cycles to wait before stopping the rings after the FIFO is full.

7.8.1.7.36 RNGCONTROL.CLKDIV
Address offset: 0x1044

Sample clock divider.

ID R/W Field Value ID Description

A RW  CLKDIV Sample clock divider.

The frequency at which the outputs of the rings are sampled is given by:

Fs=Fpclk/(ClkDiv+1).

7.8.1.7.37 RNGCONTROL.AIS31CONFO
Address offset: 0x1048

AIS31 configuration register 0.
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ID R/W Field Value ID Description
A RW  STARTUPTHRESHOLD Start-up test threshold.
B RW  ONLINETHRESHOLD Online threshold.

7.8.1.7.38 RNGCONTROL.AIS31CONF1
Address offset: 0x104C

AIS31 configuration register 1.

ID R/W Field Value ID Description
A RW  ONLINEREPTHRESHOLD Online repeat threshold.
B RW  HEXPECTEDVALUE Expected history value.

7.8.1.7.39 RNGCONTROL.AIS31CONF2
Address offset: 0x1050

AIS31 configuration register 2.

ID R/W  Field Value ID Description
A RW HMIN Minimum allowed history value.
B RW HMAX Maximum allowed history value.

7.8.1.7.40 RNGCONTROL.AIS31STATUS

This register is used to obtain diagnostic information about the AIS31 start-up and online tests.
Writing to this register clears the NUMPRELIMALARMS value. The PRELIMNOISEALARMREP and
PRELIMNOISEALARMRNG flags are cleared by clearing the PREINT flag in the STATUS register.

ID R/W Field Value ID Description

A RW  NUMPRELIMALARMS Number of preliminary noise alarms since counter was last cleared.

B RW  PRELIMNOISEALARMRNG Last preliminary noise alarm occurred due to history value out of range.
C RW  PRELIMNOISEALARMREP Last preliminary noise alarm occurred due to consecutive high X**2.

7.8.1.7.41 RNGCONTROL.HWCONFIG
Address offset: 0x1058

Hardware configuration register.

NORDIC

SEMICONDUCTOR

4503_018v1.0



Value ID Description
A R NUMBOFRINGS Generic g_NumRings value.
B R AIS31 Generic g_AIS31 value.
C R AIS31FULL Generic g_AIS31Full value.

7.8.1.7.42 RNGCONTROL.FIFO[n] (n=0..15)
Address offset: 0x1080 + (n x 0x4)
FIFO data

The FIFO contains the RNG output data.

Value ID Description

A R DATA FIFO data

7.8.1.7.43 PK.POINTERS
Address offset: 0x2000

Pointers register.

Value ID Description

A RW OPPTRA When executing primitive arithmetic operations, this pointer defines where
operand A is located in memory (location 0x0 to OxF).

B RW OPPTRB When executing primitive arithmetic operations, this pointer defines where
operand B is located in memory (location 0x0 to OxF).

C RW  OPPTRC When executing primitive arithmetic operations, this pointer defines the
location (0x0 to OxF) where the result will be stored in memory.

D RW  OPPTRN When executing primitive arithmetic operations, this pointer defines the

location where the modulus is located in memory (location 0x0 to OxF).

7.8.1.7.44 PK.COMMAND
Address offset: 0x2004

Command register.

ID R/W  Field Value ID Description

A RW  OPEADDR This field defines the operation to be performed.

See documentation for more details.

B RW  FIELDF 0: Field is GF(p) 1: Field is GF(2**m)
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ID R/W Field Value ID Description

C RW  OPBYTESM1 This field defines the size (= number of bytes minus one) of the operands for

the current operation.

Possible values are limited by the maximum supported operand size.
Examples: - 0x014 - ECC on curve K-163 - 0x01F - ECC on curve P-256 - Ox02F
- ECC on curve P-384 - 0x033 - ECC on curve K-409 - 0x041 - ECC on curve
P-521 - 0x07F - 1024-bit RSA - 0x09F - 1280-bit RSA - Ox1FF - 4096-bit RSA -
Ox3FF - 8192-bit RSA

o

RW RANDMOD Enable randomization of modulus (counter-measure).

E RW  SELCURVE Enable accelerator for specific curve modulus:

This field has no effect when the optional acceleration hardware is not
included.

NOACCEL 0x0 No acceleration (default)

P256 0x1 P256

P384 0x2 P384

P521 0x3 P521

P192 0x4 P192

CURVE25519 0x5 Curve25519

ED25519 0x6 Ed25519.

F RW  RANDKE Enable randomization of exponent/scalar (counter-measure).

RANDPRO) Enable randomization of projective coordinates (counter-measure).

T o
=
=

RW EDWARDS Enable Edwards curve.

=
=

SWAPBYTES Swap the bytes on AHB interface:

This bit must be programmed before writing/reading any data in data
memory.

NATIVE 0 Native format (little endian).

SWAPPED 1 Byte swapped (big endian).

=
=

FLAGA Flag A.

=
=
=

FLAGB Flag B.

E]
2

CALCR2 This bit indicates if the IP has to calculate R**2 mod N for the next

operation.

This bit must be set to 1 when a new prime number has been programmed.

This bit is used for primitive operations and ignored for the other

operations.
NRECALCULATE 0 don't recalculate R2 mod N
RECALCULATE 1 re-calculate R mod N

7.8.1.7.45 PK.CONTROL
Address offset: 0x2008

Command register.

Value ID Description
A w START Writing a 1 starts the processing.
B Y CLEARIRQ Writing a 1 clears the IRQ output.
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7.8.1.7.46 PK.STATUS
Address offset: 0x200C

Status register.

Value ID Description

A R ERRORFLAGS These bits indicate an error condition.

They are updated at the end of the operation. They are cleared when
starting a new operation.

B R PKBUSY This bit reflects the BUSY output value.

It is set when the operation starts and it is cleared when the operation is
finished.
C R INTRPTSTATUS This bit reflects the IRQ output value.

It is set when the operation is finished. It is cleared when the CPU writes the
bit 1 of Control Register.

D R FAILPTR These bits indicate which data location generated the error flag.

They are not available for all error flags.

7.8.1.7.47 PK.TIMER
Address offset: 0x2014

Timer register.

Value ID Description

A RW TIMER Number of core clock cycles.

7.8.1.7.48 PK.HWCONFIG
Address offset: 0x2018

Hardware configuration register.

Value ID Description

A R MAXOPSIZE Maximum operand size (number of bytes).

R NBMULT Number of multipliers:
MULT1 0 1 multiplier
MULT4 1 4 multipliers
MULT16 2 16 multipliers
MULT64 4 64 multipliers
MULT256 8 256 multipliers
C R PRIMEFIELD Support prime field.

D R BINARYFIELD
E R ECC

4503_018v1.0
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R/W Field Value ID Description
F R P256 Support ECC P256 acceleration.
G R P384 Support ECC P384 acceleration.
H R P521 Support ECC P521 acceleration.
| R P192 Support ECC P192 acceleration.
J R X25519 Support Curve25519/Ed25519 acceleration.
K R AHBMASTER Memory access
SLAVE 0 Memory access through AHB Slave and internally in the PKE.
MASTER 1 Memory access through AHB Master, outside the PKE.
L R DISABLESMX State of DisableSMx input (high when SM2/SM9 operations are disabled).
M R DISABLECLRMEM State of DisableCIrMem input (high when automatic clear of the RAM after
reset is disabled).
N R DISABLECM State of DisableCM input (high when counter-measures are disabled).

7.8.1.7.49 PK.OPSIZE
Address offset: 0x201C

Operand size register.

ID R/W Field Value ID Description

A RW  OPSIZE Operand size (number of bytes): This register is used when the memory is

accessed via AHB Master

OPSIZE256 0x0100 256 bytes.
OPSIZE521 0x0209 521 bytes.
OPSIZE2048 0x0800 2048 bytes.
OPSIZE3072 0x0C00 3072 bytes.
OPSIZE4096 0x1000 4096 bytes.

7.8.1.7.50 PK.RAMERRORINIJECT
Address offset: 0x2040

RAM error injection register.

Value ID Description
A RW  BITERROR1 Bit position of first error
B RW  BITERROR2 Bit position of second error

7.8.1.7.51 PK.RAMERRORSTATUS
Address offset: 0x2044

RAM error status register.
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A R RAMCORRECTION This bit indicates that a 1-bit error has been detected and corrected on RAM
interface
B R RAMFAILURE This bit indicates that an uncorrectable error has been detected on the data

RAM interface

7.8.1.7.52 IKG.START
Address offset: 0x3000

Start register.

R/W  Field Value ID Description
A w START Start the Isolated Key Generation.

7.8.1.7.53 IKG.STATUS
Address offset: 0x3004

Status register.

R/W Field Value ID Description

A R SEEDERROR Seed Error during Isolated Key Generation.

When the IKG module is in error state, a reset is required to restart the
module.

B R ENTROPYERROR Entropy Error during Isolated Key Generation.

When the IKG module is in error state, a reset is required to restart the

module.
C R OKAY Isolated Key Generation is okay.
D R CTRDRBGBUSY CTR_DRBG health test is busy (only when g_hw_health_test = true).
E R CATASTROPHICERROR Catastrophic error during CTR_DRBG health test (only when

g_hw_health_test = true).

When the IKG module is in error state, a reset is required to restart the

module.
F R SYMKEYSTORED Symmetric Keys are stored.
G R PRIVKEYSTORED Private Keys are stored.

7.8.1.7.54 IKG.INITDATA
Address offset: 0x3008

InitData register.
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ID R/W  Field Value ID Description

A w INITDATA Writing a 1 initialise Nonce and Personalisation_String registers counters,

i.e. start writing from the 32 LSB.

7.8.1.7.55 IKG.NONCE
Address offset: 0x300C

Nonce register.

ID R/W Field Value ID Description

A RW  NONCE Nonce (write/read value 32-bit by 32-bit).

7.8.1.7.56 IKG.PERSONALISATIONSTRING
Address offset: 0x3010

Personalisation String register.

ID R/W  Field Value ID Description

A RW  PERSONALISATIONSTRING Personalisation String (write/read value 32-bit by 32-bit).

If this register is not accessed, then Personalisation String is considered null.

7.8.1.7.57 IKG.RESEEDINTERVALLSB
Address offset: 0x3014

Reseed Interval LSB register.

ID R/W  Field Value ID Description

A RW  RESEEDINTERVALLSB Reseed Interval LSB.

7.8.1.7.58 IKG.RESEEDINTERVALMSB
Address offset: 0x3018

Reseed Interval MSB register.

ID R/W  Field Value ID Description
A RW  RESEEDINTERVALMSB Reseed Interval MSB.
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7.8.1.7.59 IKG.PKECONTROL
Address offset: 0x301C

PKE Control register.

R/W Field Value ID Description
A W PKESTART Start the PKE operation or trigger for Secure mode exit.
B W  CLEARIRQ Clear the IRQ output.

7.8.1.7.60 IKG.PKECOMMAND
Address offset: 0x3020

PKE Command register.

Value ID Description

A RW SECUREMODE Secure mode.

It is activated as soon as it is set to 1.t is deactivated when it is set to 0 and

PKE_Start is set to 1.

DEACTIVATED 0
ACTIVATED 1
B RW  SELECTEDKEY Select Generated Private Key for PKE operation.
This Key Index should be between 0 and g_nb_priv_keys-1.
C RW  OPSEL Select PKE operation with Isolated Key
Note: Value 3 is reserved.
PUBKEY 0 Public Key Generation
ECDSA 1 ECDSA Signature
PTMUL 2 Point Multiplication

7.8.1.7.61 IKG.PKESTATUS
Address offset: 0x3024

PKE Status register.

Value ID Description
A R ERROR Error because either Private Keys are not stored or the operation is not
defined.
B R STARTERROR Error because a new operation is started while the previous one is still busy.
C R IKGPKBUSY Busy, set when the operation starts and cleared when the operation is
finished.
D R IRQSTATUS IRQ, set when the operation is finished and cleared when the CPU writes

the bit 1 of PKE_Control Register or a new operation is started.

E R ERASEBUSY The PKE Data RAM is being erased.
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7.8.1.7.62 IKG.SOFTRST
Address offset: 0x3028

SoftRst register.

R/W Field Value ID Description

A RW  SOFTRST Software reset:

This bit is not cleared automatically.
NORMAL 0 Normal mode.

KEY 1 The Isolated Key Generation logic and the keys are reset.

7.8.1.7.63 IKG.LHWCONFIG
Address offset: 0x302C

HwConfig register.

R/W Field Description
A R NBSYMKEYS Number of Symmetric Keys generated.
B R NBPRIVKEYS Number of Private Keys generated.
C R IKGCM Countermeasures for IKG operations are implemented when 1.
D R HWHEALTHTEST CTR_DRBG health test is implemented when 1.
E R CURVE ECC curve for IKG (input).
Note: value 3 is reserved
P256 0 P256.
P384 1 P384.
P521 2 P521.
F R DF Derivation function is implemented in the CTR_DRBG when 1.
G R KEYSIZE AES Key Size support for the AES Core embedded in the CTR_DRBG.
[0]: supports AES128 when 1 [1]: supports AES192 when 1 [2]: supports
AES256 when 1
AES128 1 supports AES128
AES192 2 supports AES192
AES256 4 supports AES256
H R ENTROPYINPUTLENGTH Value of g_entropy_input_length/32.
| R NONCELENGTH Value of g_nonce_length/32.
J R PERSONALIZATIONSTRINGLENGTH Value of g_personalization_string_length/32.
K R ADDITIONALINPUTLENGTH Value of g_additional_input_length/32.

7.8.2 GLITCHDET — Voltage glitch detectors

The system has voltage glitch detectors.

The voltage glitch detectors are automatically enabled after reset. To save power, the glitch detectors must
be disabled when not in use.
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7.8.2.1 Registers

Instances

GLITCHDET GLOBAL 0x5004B000 HF S NA No Glitch detectors

Register overview

CONFIG 0x5A0 Configuration for glitch detector

7.8.2.1.1 CONFIG
Address offset: 0x5A0

Configuration for glitch detector

ID R/W  Field Value ID Description

A RW  ENABLE Enable glitch detector
Disable 0 Disable glitch detector
Enable 1 Enable glitch detector

B RW  MODE Glitch detector mode
HighPassFilter 0 High pass filter mode
CapDiv 1 Cap divider mode

7.8.3 KMU — Key management unit

The key management unit (KMU) provides secure key storage functions by storing data in a dedicated
region of RRAM.

The secure information configuration region, SICR, is the RRAM region that holds keys seeds, and
metadata. Access to KMU and the key slots in SICR is only allowed from secure mode. KMU has exclusive
access to SICR, meaning the rest of the system does not have access. The KMU stores data in key slots that
hold one 128-bit value together with an access policy and a destination address for the key value. Multiple
key slots can be combined to hold key sizes larger than 128 bits. How and when a key value can be used is
determined by the access policy. When requested by the CPU, the destination address, which is part of the
key slot, determines the memory map location for the key value that is pushed by KMU.

Key slots can be configured to be pushed directly into write-only key registers or RAM of cryptographic
accelerators like CRACEN, without revealing the key value to the CPU. This enables the CPU to use the key
values stored inside the key slots for cryptographic operations without knowing the key value.

KMU can also store other secrets, like the CRACEN SEED register, using multiple key slots.

A good design practice is to overwrite previously pushed secrets when they are no longer in use. KMU can
be used for this, by pushing key slots with previously generated random data to the key RAM.
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Figure 32: Block diagram

7.8.3.1 Key slot

A key slot stores secure assets and up to 32 bits of additional metadata. Assets greater than 128 bits must
be divided and distributed over multiple key slot instances.

The following table summarizes what can be stored in a key slot.

METADATA 32 A text field that can be used for any purpose. This field can be read by secure
code using the READMETADATA task.

DEST 32 The destination address used for the push, and used by the PUSH operation.

VALUE 128 The secure asset. This field cannot be read, only pushed to its destination
address using the PUSH task.

RPOLICY 2 The revocation policy for the key slot. See Provisioning on page 167 for a
detailed definition of this field.

Table 30: Key slot contents

7.8.3.1.1 Key slot states
KMU maintains the key slot state.

The following figure shows the key slot states and how they transition through the device life cycle.
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Figure 33: Key slot states

7.8.3.2 Operations

KMU has operations to store, use, and remove assets.

e

Provision Store assets in SICR

Push Retrieve assets from SICR and push to write-only registers or memory
for use

Read metadata Read key slot metadata from SICR

Revoke Remove an asset from SICR

Block Block a keyslot from being pushed, provisioned, or revoked until next
reset

Push block Block a key slot by preventing a push until next reset

Table 31: KMU operations

KMU allows a single operation to run at a time. Once a TASK is triggered to start an operation, KMU
ignores any subsequent TASK requests until the initial operation is complete.

7.8.3.2.1 Provisioning

Provisioning is the storage of an asset in SICR. During provisioning, KMU copies data and permission policy
from RAM to SICR.

Provisioning a key slot is possible when the key slot is in the ERASED state.

To provision an asset, perform the following steps:

1. Populate the SRC data struct as an array in RAM.

2. Write the SRC register to the address of the SRC data in RAM. See the following table for SRC data
details.

3. Configure the key slot ID in the KEY SLOT register.
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4. Using the RRAM controller, enable unbuffered RRAM write using register RRAMC.CONFIG. For more
details on RRAMC, see RRAMC — Resistive random access memory controller on page 47.
5. Trigger the PROVISION task. KMU writes data to SICR.

If copying of data was successful, KMU generates the PROVISIONED event, otherwise KMU generates
the ERROR event.

6. Disable the RRAM write operation. For details, see RRAMC — Resistive random access memory
controller on page 47.

If a power failure occurs during provisioning, KMU will not write key slot data to RRAM and the key slot is
not provisioned.

For more details on how to detect power failures, see Power-fail comparator on page 69.

The following lists the SRC data used for provisioning.

Field Byte Size Description
offset [bytes]

METADATA 24 4 32 bits of any cleartext metadata that belongs with the key slot.
This metadata can later be read using the READMETADATA task
(for details, see Read metadata on page 169).

DEST 20 4 32-bit destination address. Note that DEST cannot point to SICR.
DEST must be on a 128-bit boundary.

RPOLICY 16 4 Revocation policy (same definition as the key slot RPOLICY field).
Only two LSB's of the field are used, unused bits shall be set to
zero.

e '11' REVOKED: When TASKS_REVOKE is triggered, key slot
ends up in the Revoked state "forever" (until Erase all).

e '01' ROTATING: Key Slot can be reused, and when
TASKS_REVOKE is triggered, the key slot ends up in the Erased
state and can be reused.

e '10' LOCKED: Key Slot can not be revoked (until Erase
all). When TASKS_REVOKE is triggerd, EVENTS_ERROR is
generated.

e '00' RESERVED: Reserved for future use.

The revocation policy affects how the key slot transitions through
it states, see Key slot states on page 166.

VALUE[3:0] 0 16 Asset contents/value. This value can later be used by the PUSH
task (for details, see Push on page 168).

Table 32: SRC data

7.8.3.2.2 Push

Retrieving an asset from SICR is called a push. During a push, KMU copies data from SICR to the
destination address that was determined during provisioning.

A key slot can be pushed only when it is in the PROVISIONED state and if it is not push-blocked. For more
details on push-block, see Push block on page 169.

To push a key slot, perform the following steps:

1. Configure the key slot ID in the KEYSLOT register.
2. Trigger the PUSH task.
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KMU copies data from SICR.
If the push is successful, KMU generates the PUSHED event. If the keyslot is in the REVOKED state, KMU
generates the REVOKED event. If unsuccessful, KMU generates the ERROR event.

Note: Some push operations generate the PUSHED event when data is not successfully copied
to the destination. For example, when the CRACEN SEEDLOCK register is set to enabled, write
operations to the CRACEN SEED register are ignored.

7.8.3.2.3 Read metadata
Each key slot has a 32-bit metadata field that can be read.

The metadata field is the same 32-bit field that is provisioned, see Provisioning on page 167.

When reading the metadata, KMU copies the key slot metadata from SICR to the METADATA register.
Key slot metadata can be read when the key slot is in the PROVISIONED state.

Perform the following steps to read key slot metadata.

1. Configure the key slot ID in the KEYSLOT register.
2. Trigger the READMETADATA task.

If the key slot is revoked, KMU generates the REVOKED event and ends the operation.
If the key slot has not been provisioned, KMU generates the ERROR event and ends the operation.

KMU copies data from SICR into the METADATA register. If copying of data was successful, KMU generates
the METADATAREAD event. If unsuccessful, KMU generates the ERROR event.

7.8.3.2.4 Revoke

A key slot that is revoked it can no longer be pushed.
A key slot can be revoked when it is in the PROVISIONED state or when its revocation policy is not LOCKED.
To revoke a key slot, perform the following steps:

1. Configure the key slot ID in the KEYSLOT register.

2. Enable RRAM write operation in Normal write mode. For details, see RRAMC — Resistive random
access memory controller on page 47.

3. Trigger the REVOKE task.

KMU erases the asset from SICR. If revoking the key slot is successful, KMU generates the REVOKED
event. If unsuccessful, or the key slot is already in the REVOKED state, KMU generates the ERROR
event.

4. Disable RRAM write operation. For details, see RRAMC — Resistive random access memory controller
on page 47.

Rotating key slots are available after a successful revocation. Non-rotating key slots remain in a REVOKED
state and can not be used again until SICR is erased. SICR can only be erased using the Erase All functions
of CTRL-AP — Control access port on page 822 and RRAMC — Resistive random access memory
controller on page 47.

7.8.3.2.5 Push block

Push block prevents a key slot from being pushed until the next device reset.
A key slot must be in the PROVISIONED state for a push block to take effect.
To block a key slot from the push operation, perform the following steps:

1. Configure the key slot ID in the KEYSLOT register.
2. Trigger the PUSHBLOCK task.
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When the push block has been applied, KMU generates the PUSHBLOCKED event.

7.8.3.3 Registers

Instances
KMU GLOBAL 0x50045000 HF S NSA No Key management unit
Configuration

KMU GLOBAL Number of keyslots is 250

Number of bits per keyslot is 128

Register overview

TASKS_PROVISION 0x0000 Provision key slot

TASKS_PUSH 0x0004 Push key slot

TASKS_REVOKE 0x0008 Revoke key slot

TASKS_READMETADATA 0x000C Read key slot metadata into METADATA register

TASKS_PUSHBLOCK 0x0010 Block only the PUSH operation of a key slot, preventing the key slot from being PUSHED until

next reset. The task is kept for backwards compatibility.

EVENTS_PROVISIONED 0x100 Key slot successfully provisioned

EVENTS_PUSHED 0x104 Key slot successfully pushed

EVENTS_REVOKED 0x108 Key slot has been revoked and can no longer be used

EVENTS_ERROR 0x10C Error generated during PROVISION, PUSH, READMETADATA or REVOKE operations. Triggering

the PROVISION, PUSH and REVOKE tasks on a BLOCKED keyslot will also generate this event.

EVENTS_METADATAREAD 0x110 Key slot metadata has been read into METADATA register

EVENTS_PUSHBLOCKED 0x114 The PUSHBLOCK operation was successful. The event is kept for backwards compatibility.
STATUS 0x400 KMU status register

KEYSLOT 0x500 Select key slot to operate on

SRC 0x504 Source address for provisioning

METADATA 0x508 Key slot metadata as read by TASKS_READMETADATA.

7.8.3.3.1 TASKS_PROVISION
Address offset: 0x0000

Provision key slot

Value ID Description
A W TASKS_PROVISION Provision key slot
Trigger 1 Trigger task
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7.8.3.3.2 TASKS_PUSH
Address offset: 0x0004

Push key slot

ID R/W Field Value ID Description
A W TASKS_PUSH Push key slot
Trigger 1 Trigger task

7.8.3.3.3 TASKS_REVOKE
Address offset: 0x0008

Revoke key slot

ID R/W  Field Value ID Description
A W TASKS_REVOKE Revoke key slot
Trigger 1 Trigger task

7.8.3.3.4 TASKS_READMETADATA
Address offset: 0x000C

Read key slot metadata into METADATA register

ID R/W  Field Value ID Description
A W  TASKS_READMETADATA Read key slot metadata into METADATA register
Trigger 1 Trigger task

7.8.3.3.5 TASKS_PUSHBLOCK
Address offset: 0x0010

Block only the PUSH operation of a key slot, preventing the key slot from being PUSHED until next reset.
The task is kept for backwards compatibility.

ID R/W Field Value ID Description

A W TASKS_PUSHBLOCK Block only the PUSH operation of a key slot, preventing the key slot from
being PUSHED until next reset. The task is kept for backwards compatibility.

Trigger 1 Trigger task
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7.8.3.3.6 EVENTS_PROVISIONED
Address offset: 0x100

Key slot successfully provisioned

ID R/W Field Value ID Description

A RW  EVENTS_PROVISIONED Key slot successfully provisioned
NotGenerated 0 Event not generated
Generated 1 Event generated

7.8.3.3.7 EVENTS_PUSHED
Address offset: 0x104

Key slot successfully pushed

ID R/W  Field Value ID Description

A RW  EVENTS_PUSHED Key slot successfully pushed
NotGenerated 0 Event not generated
Generated 1 Event generated

7.8.3.3.8 EVENTS_REVOKED
Address offset: 0x108

Key slot has been revoked and can no longer be used

ID R/W Field Value ID Description

A RW  EVENTS_REVOKED Key slot has been revoked and can no longer be used
NotGenerated 0 Event not generated
Generated 1 Event generated

7.8.3.3.9 EVENTS_ERROR
Address offset: 0x10C

Error generated during PROVISION, PUSH, READMETADATA or REVOKE operations. Triggering the
PROVISION, PUSH and REVOKE tasks on a BLOCKED keyslot will also generate this event.
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A RW  EVENTS_ERROR Error generated during PROVISION, PUSH, READMETADATA or REVOKE
operations. Triggering the PROVISION, PUSH and REVOKE tasks on a
BLOCKED keyslot will also generate this event.
NotGenerated 0 Event not generated

Generated 1 Event generated

7.8.3.3.10 EVENTS_METADATAREAD
Address offset: 0x110

Key slot metadata has been read into METADATA register

Description
A RW  EVENTS_METADATAREAD Key slot metadata has been read into METADATA register
NotGenerated 0 Event not generated
Generated 1 Event generated

7.8.3.3.11 EVENTS_PUSHBLOCKED

Address offset: 0x114

The PUSHBLOCK operation was successful. The event is kept for backwards compatibility.

Value ID Description
A RW  EVENTS_PUSHBLOCKED The PUSHBLOCK operation was successful. The event is kept for backwards
compatibility.
NotGenerated 0 Event not generated
Generated 1 Event generated
7.8.3.3.12 STATUS

Address offset: 0x400

KMU status register

Value ID Description
A R STATUS KMU status
Ready 0 KMU is ready for new operation
Busy 1 KMU is busy, an operation is in progress
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7.8.3.3.13 KEYSLOT
Address offset: 0x500

Select key slot to operate on

ID R/W Field Value ID Description

A RW ID 0..249 Select key slot ID to provision, push, read METADATA, revoke or block when

the corresponding task is triggered.

7.8.3.3.14 SRC
Address offset: 0x504

Source address for provisioning

ID R/W Field Value ID Description

A RW SRC Source address for TASKS_PROVISION.

7.8.3.3.15 METADATA

Address offset: 0x508

Key slot metadata as read by TASKS_READMETADATA.

When EVENTS_METADATA has been generated, this register holds the key slot metadata.

ID R/W Field Value ID Description

A RW  METADATA Read metadata.

7.8.4 MPC — Memory Privilege Controller

The MPC peripheral is an address decoder with built-in security functions.

MPC enforces security for system memory access. It is used to divide the address space into smaller
regions and assign permissions to these regions.

The main features of MPC are the following:

Address decoding
¢ Configurable access permissions
e Error reporting

7.8.4.1 Override configuration

The MPC overrides are used to divide the address space into smaller regions and assign permissions to
these regions.

When the device is reset, the memory in RAM and the non-volatile memory (NVM) is secure. Only secure
CPUs and peripherals can read, write, or execute from secure memory.
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To configure permission settings in a memory region, perform the following steps.

1. Define the memory region by configuring STARTADDR and ENDADDR. The values must be multiples of
the override region granularity, which is 4096.

2. Use PERMMASK to define which of the access permissions in PERM to apply.
3. Enable and lock the override using the CONFIG register.

To prevent unintended reconfiguration of MPC, all overrides should be safeguarded by using the LOCK bit
in the CONFIG register.

Note: For overlapping regions, MPC will perform a logical OR between the permission bits. The
logical OR applies to both PERMMASK and PERM registers. Because of this, it is not possible to
retract the READ, WRITE or EXECUTE permissions. For PERM.SECURE, the OR operation between
Secure (1) and NonSecure (0) will result in a Secure overlap region.

7.8.4.2 MPC error reporting

MPC reports an error when an access violation is detected.

MPC generates an EVENTS_MEMACCERR event when an erroneous transaction is detected. The following
errors can be detected.

e The address cannot be decoded or the bus Manager does not have permissions to access the
Subordinate. When this happens, the MEMACCERR.ADDRESS will capture the failing address issued
by the bus Manager port and MEMACCERR.INFO will capture additional access information for the
attempted transaction.

¢ If a transaction is routed to a Subordinate, but the Subordinate responds with an error.

The MEMACCERR registers will not be updated when EVENTS_MEMACCERR is set.

7.8.4.3 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
MPC00 GLOBAL 0x50041000 HF S NA No Memory privilege controller MPCOO
Configuration
Instance Domain Configuration
MPC00 GLOBAL The override region granularity is 4096 bytes

Overrides 0 through 4 are available for override configuration. Override 5 can
be configured for access blocking. Override 6 is reserved by the system and

cannot be configured.

Register overview

Register Offset TZ Description
EVENTS_MEMACCERR 0x100 Memory Access Error event
INTEN 0x300 Enable or disable interrupt
INTENSET 0x304 Enable interrupt
INTENCLR 0x308 Disable interrupt
N
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MEMACCERR.ADDRESS

MEMACCERR.INFO

OVERRIDE[n].CONFIG
OVERRIDE[n].STARTADDR
OVERRIDE[n].ENDADDR
OVERRIDE[n].PERM
OVERRIDE[n].PERMMASK

7.8.4.3.1 EVENTS_MEMACCERR

Address offset: 0x100

Memory Access Error event

Value ID

0x400

0x404

0x800
0x804
0x808
0x810
0x814

Target Address of Memory Access Error. Register content will not be changed as long as
MEMACCERR event is active.

Access information for the transaction that triggered a memory access error. Register content
will not be changed as long as MEMACCERR event is active.

Override region n Configuration register

Override region n Start Address

Override region n End Address

Permission settings for override region n

Masks permission setting fields from register OVERRIDE.PERM

Description

A RW  EVENTS_MEMACCERR

NotGenerated

Generated

7.8.4.3.2 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID

Memory Access Error event
Event not generated

Event generated

Description

A RW  MEMACCERR

Disabled

Enabled

7.8.4.3.3 INTENSET
Address offset: 0x304

Enable interrupt

R/W  Field Value ID

Enable or disable interrupt for event MEMACCERR
Disable
Enable

Description

A RW  MEMACCERR
Wi1s
Set

Disabled
Enabled

4503_018v1.0
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Write '1' to enable interrupt for event MEMACCERR

Enable
Read: Disabled
Read: Enabled
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7.8.4.3.4 INTENCLR
Address offset: 0x308

Disable interrupt

ID R/W Field Value ID Description
A RW  MEMACCERR Write '1' to disable interrupt for event MEMACCERR
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.8.4.3.5 MEMACCERR
Memory Access Error status registers

7.8.4.3.5.1 MEMACCERR.ADDRESS
Address offset: 0x400

Target Address of Memory Access Error. Register content will not be changed as long as MEMACCERR
event is active.

ID R/W Field Value ID Description

A R ADDRESS Target address for erroneous access

7.8.4.3.5.2 MEMACCERR.INFO
Address offset: 0x404

Access information for the transaction that triggered a memory access error. Register content will not be
changed as long as MEMACCERR event is active.

ID R/W Field Value ID Description
A R READ Read bit of bus access
Set 1 Read access bit was set
NotSet 0 Read access bit was not set
B R WRITE Write bit of bus access
Set 1 Write access bit was set
NotSet 0 Write access bit was not set
C R EXECUTE Execute bit of bus access
Set 1 Execute access bit was set
NotSet 0 Execute access bit was not set
D R SECURE Secure bit of bus access
Set 1 Secure access bit was set
NotSet 0 Secure access bit was not set
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Description
E R ERRORSOURCE Source of memory access error
MPC 1 Error was triggered by MPC module
Slave 0 Error was triggered by a Subordinate

7.8.4.3.6 OVERRIDE[n] (n=0..6)
Special privilege tables

7.8.4.3.6.1 OVERRIDE[n].CONFIG (n=0..6)
Address offset: 0x800 + (n x 0x20)

Override region n Configuration register

R/W  Field Description
A RW1 LOCK Lock Override region n
Unlocked 0 Override region n settings can be updated
Locked 1 Override region n settings can not be updated until next reset
B RW  ENABLE Enable Override region n
Disabled 0 Override region n is not used
Enabled 1 Override region n is used

7.8.4.3.6.2 OVERRIDE[n].STARTADDR (n=0..6)
Address offset: 0x804 + (n x 0x20)

Override region n Start Address

Description

A RW  STARTADDR Start address for override region n

Address must be aligned to override region granularity, see the instance
configuration table above for the override region granularity. The least
significant bits of this register field are ignored based on the override region

granularity and read as zero.

7.8.4.3.6.3 OVERRIDE[n].ENDADDR (n=0..6)
Address offset: 0x808 + (n x 0x20)

Override region n End Address
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ID R/W Field Value ID Description

A RW ENDADDR End address for override region n

Address must be aligned to override region granularity, see the instance
configuration table above for the override region granularity. The least
significant bits of this register field are ignored based on the override region

granularity and read as zero.

7.8.4.3.6.4 OVERRIDE[n].PERM (n=0..6)
Address offset: 0x810 + (n x 0x20)

Permission settings for override region n

See section Validate an access above.

Value ID Description
A RW READ Read access
NotAllowed 0 Read access to override region n is not allowed
Allowed 1 Read access to override region n is allowed
B RW  WRITE Write access
NotAllowed 0 Write access to override region n is not allowed
Allowed 1 Write access to override region n is allowed
C RW  EXECUTE Software execute
NotAllowed 0 Software execution from override region n is not allowed
Allowed 1 Software execution from override region n is allowed
D RW  SECATTR Security mapping
Secure 1 Override region n is mapped in secure memory address space
NonSecure 0 Override region n is mapped in non-secure memory address space

7.8.4.3.6.5 OVERRIDE[n].PERMMASK (n=0..6)
Address offset: 0x814 + (n x 0x20)
Masks permission setting fields from register OVERRIDE.PERM

See section Validate an access above.

Value ID Description
A RW READ Read mask
Masked 0 Permission setting READ in OVERRIDE register will not be applied
UnMasked 1 Permission setting READ in OVERRIDE register will be applied
B RW  WRITE Write mask
Masked 0 Permission setting WRITE in OVERRIDE register will not be applied
UnMasked 1 Permission setting WRITE in OVERRIDE register will be applied
C RW  EXECUTE Execute mask
Masked 0 Permission setting EXECUTE in OVERRIDE register will not be applied
UnMasked 1 Permission setting EXECUTE in OVERRIDE register will be applied
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID DCBA
Reset 0x00000000 0 0O0O000OO0DOOO0OOOOOOOOOOOOOOOOOOOOOO
D RW  SECATTR Security mapping mask
Masked 0 Permission setting SECATTR in OVERRIDE register will not be applied
UnMasked 1 Permission setting SECATTR in OVERRIDE register will be applied

/7.8.5 SPU — System protection unit

SPU configures the access privileges for a peripheral.

SPU allows configuring access controls individually for each peripheral, and for some peripheral features.
For example, a DPPI channel can be configured with different access controls than the peripheral.

SPU controls access according to TrustZone security attributes. If a peripheral or feature is configured as
secure, only TrustZone secure accesses are allowed. If a peripheral or feature is configured as non-secure,
then accesses are allowed both from secure and non-secure masters.

For some peripherals, the peripheral's DMA has a separate security configuration. If the peripheral is
configured as secure, the peripheral's DMA can be configured to perform either secure or non-secure
accesses. If the peripheral is configured as non-secure, the peripheral's DMA will always perform non-
secure accesses.

7.8.5.1 General concepts

The SPU provides the register interface to configure and enforce the access privileges per peripheral, and
where applicable, individual features of the peripheral such as GPIO pins, DPPI channels, etc.

Any accesses to a peripheral or a peripheral feature are validated against the SPU configuration for the
security attributes.

Security attributes of a peripheral normally applies to all registers of the peripheral. However, some
peripherals have split security to individual features within the peripheral, such as individual pins or DPPI
channels. For these split feature peripherals, access is granted on a per-bit or per-register level. Unless
mentioned otherwise, the term peripheral is used in the remainder of this section to refer to both a
peripheral and an individual peripheral feature.

Each APB bus has its own SPU instance that controls the resource of that bus. The SPU must be configured
for security attributes of the peripherals. The SPU is always a secure peripheral.

e See Instantiation on page 216 to find the SPU instance used by the peripheral.

¢ The APB bus number can be extracted from the peripheral address. See Address format on page 11 to
find the APB bus number for a peripheral.

e See Block diagram on page 9 for an overview over APB buses, the peripherals on that bus, and their
controlling SPU instance.

See Address format on page 11 for information on extracting the Peripheral slave index from a peripheral
address.
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The following example shows which SPU instance to use for SAADC peripheral to configure the peripheral
permissions using PERIPH[n].PERM:

#define SPU CORTEX ADDRESS REGION (0x50000000)

uint32 t perip _addr = NRF_SAADC S BASE;

uint32 t apb bus number = (perip addr & 0x00FCO0000) ;
uint32 t apb slave index = (perip addr & 0x0003F000) >> 12;

// Get the address to the SPU instance
NRF_SPU Type *p spu = (NRF_SPU Type*) (SPU_CORTEX ADDRESS REGION |

apb_bus number) ;

// Configure PERIPH[n].PERM.SECATTR to secure for SAADC
p_spu->PERIPH[apb_slave index].PERM =
(p_spu->PERIPH[apb_slave index].PERM &

~SPU_PERIPH PERM SECATTR Msk) |
(SPU_PERIPH PERM SECATTR Secure <<
SPU_PERIPH PERM SECATTR Pos)

See Instantiation on page 216 to find the value of SLAVE_BITS for each SPU instance.

SPU supports secure and non-secure accesses based on TrustZone. On each access to a peripheral
address, the security state of the master initiating the transaction is verified against the SPU security
attribute configuration of the peripheral. The following figure shows a simplified view of the SPU registers
controlling several internal modules.

i APB
APB bridge PERIPH[n].PERM
Peripherals
Feature
FEATURE .xxxx control

Figure 34: Simplified view of peripherals and peripheral features using SPU

The protection logic implements a read-as-zero/write-ignore (RAZ/WI1) policy:

¢ Aread operation that is not allowed by the SPU will always return a zero value on the bus, preventing
information leak.

e A write operation that is not allowed by the SPU will be ignored.

An access error on peripherals managed by an SPU result in the PERIPHACCERR event on the SPU.

7.8.5.2 Peripheral access control

Peripheral access control depends on the security attributes.
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Peripheral security attributes are defined in the Peripheral Instantiation table as one of the following:

Always Secure (HF S)
Access to the peripheral is always restricted to secure code.

Always Non-secure (HF NS)
Access to the peripheral is always allowed from both secure and non-secure code.

User selectable (US)
The security attribute can be configured for secure or non-secure access.

The full list of peripherals and their corresponding security attributes can be found in the Instantiation
table in Memory section. For each peripheral with ID n, the register PERIPH[n].PERM.SECUREMAPPING
will show whether the security attribute for this peripheral is user selectable or not.

The security attribute can be configured using the register PERIPH[n].PERM.SECATTR, if user selectable.
The DMA security attribute is determined as follows:

e |If PERIPH[n].PERM.DMA is set to NoSeparateAttribute, then PERIPH[n].PERM.DMASEC cannot be
configured, it has the same value as PERIPH[n].PERM.SECATTR.

e If PERIPH[n].PERM.DMA is set to SeparateAttribute and PERIPH[n].PERM.SECATTR is set to secure, then
PERIPH[n].PERM.DMASEC is configurable. It is by default set to secure.

Secure code can access both secure peripherals and non-secure peripherals.
The DMA Privilege attribute is determined as follows:

e If PERIPH[n].PERM.DMA is set to NoSeparateAttribute, then PERIPH[n].PERM.DMAPRIVL cannot be
configured, it has the same value as PERIPH[n].PERM.PRIVLATTR.

e If PERIPH[n].PERM.DMA is set to SeparateAttribute and PERIPH[n].PERM.PRIVLATTR is set to Privileged,
then PERIPH[n].PERM.DMAPRIVL is configurable. It is by default set to Privileged.

7.8.5.2.1 Peripherals with split security
Peripherals with split security allow more detailed configuration.

When peripherals have split security, then the security of each feature in the peripheral can be configured
individually using register FEATURE.

Each SPU instance can have different numbers of features. See the instantiation table for an overview of
features supported by the split security peripherals.

7.8.5.2.2 Peripheral address mapping

Peripherals that have non-secure security mapping have their address starting with Ox4XXX_XXXX.
Peripherals that have secure security mapping have their address starting with Ox5XXX_XXXX.

Peripherals with a user-selectable security mapping are available at an address starting with:
o OxAXXX_XXXX, if the peripheral security attribute is set to non-secure
o Ox5XXX_XXXX, if the peripheral security attribute is set to secure
Note: Accesses to the Ox4XXX_XXXX address range from secure or non-secure code for a
peripheral marked as secure will result in a bus-error.

Secure code accessing the 0x5XXX_XXXX address range of a peripheral marked as non-secure will
also result in a bus-error.

Peripherals with a split security mapping are available at an address starting with:

o Ox4XXX_XXXX for non-secure access and Ox5XXX_XXXX for secure access, if the peripheral security
attribute is set to non-secure
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e Secure registers in the 0x4XXX_XXXX range are not visible for secure or non-secure code, and an
attempt to access such a register will generate a peripheral access error, and result in write-ignore,
read as zero behavior.

e Secure code can access both non-secure and secure registers in the Ox5XXX_XXXX range
o Ox5XXX_XXXX, if the peripheral security attribute is set to secure

Note: An access to an address that is within the address range of an APB interconnect, but is not
within the address range of a peripheral, will generate a peripheral acccess error, and result in
write-ignore, read as zero behavior.

7.8.5.2.3 Special considerations for peripherals with DMA master

Peripherals containing a DMA master can be configured so the security attribute of the DMA transfers
is different from the security attribute of the peripheral itself. This allows a secure peripheral to do non-
secure data transfers to or from the system memories.

If the following conditions are met:

¢ The DMA field of PERIPH[n].PERM.DMA is "SeparateAttribute"
¢ The peripheral itself is secure (PERIPH[n].PERM.SECATTR == 1)

Then it is possible to select the security attribute of the DMA transfers using the field DMASEC
(PERIPH[n].PERM.DMASEC == Secure and PERIPH[n].PERM.DMASEC == NonSecure) in PERIPH[n].PERM.

7.8.5.2.4 Peripheral access error reporting
The SPU generates a peripheral access error event once access violation is detected.

The following will happen if the logic controlled by the SPU detects an access violation on one of the
peripherals:

e The faulty transfer will be blocked
* In case of a read transfer, the data will read as zero

¢ |If supported by the master, feedback is sent to the master through specific bus error signals. If
the master is a processor supporting Arm TrustZone for Cortex-M, a SecureFault exception will be
generated for security related errors.

e The PERIPHACCERR event will be triggered.

7.8.5.3 Feature access control

Access to the features can be restricted. A feature can be declared as secure so that only secure
peripherals can access it.

The security attribute of a feature is configured by using corresponding SPU's feature register. When the
secure attribute is set for a feature, only secure peripherals and code will be able to access that feature.
For example, register FEATURE.GRTC.CC[n] is used to configure security for the capture-and-compare
functionality of the GRTC peripheral. When the secure attribute is set, only secure code can access and use
the corresponding capture-and-compare registers, tasks, and events.

See the SPU configuration to find the features supported by each SPU instance.
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7.8.5.5 Registers

Instances

SPUOO GLOBAL
SPU10 GLOBAL
SPU20 GLOBAL
SPU30 GLOBAL
Configuration

0x50040000
0x50080000
0x500C0000
0x50100000

HF S NA No System protection unit SPUOO
HF S NA No System protection unit SPU10
HF S NA No System protection unit SPU20
HF S NA No System protection unit SPU30

SPUOO

SPU10

SPU20

SPU30

Register overview

GLOBAL

GLOBAL

GLOBAL

GLOBAL

Supports FEATURE.DPPIC[n]
Supports FEATURE.GPIO[n]
Supports FEATURE.CRACEN

SLAVE_BITS=4 (number of address bits required to represent the peripheral
slave index)

Supports FEATURE.DPPIC[n]

SLAVE_BITS=4 (number of address bits required to represent the peripheral
slave index)

Supports FEATURE.DPPIC[n]
Supports FEATURE.GPIOTE[n]
Supports FEATURE.GRTC[n]
Supports FEATURE.GPIO[n]

SLAVE_BITS=4 (number of address bits required to represent the peripheral
slave index)

Supports FEATURE.DPPIC[n]
Supports FEATURE.GPIOTE[n]
Supports FEATURE.GPIO[n]

SLAVE_BITS=4 (number of address bits required to represent the peripheral

slave index)

EVENTS_PERIPHACCERR
INTEN

INTENSET

INTENCLR

INTPEND
PERIPHACCERR.ADDRESS
PERIPH[n].PERM
FEATURE.DPPIC.CH[n]
FEATURE.DPPIC.CHG[n]
FEATURE.GPIOTE[n].CH[o]
FEATURE.GPIOTE([n].INTERRUPT[0]

4503_018v1.0

0x100
0x300
0x304
0x308
0x30C
0x404
0x500
0x680
0x6EQ
0x700
0x720

A security violation has been detected on one or several peripherals

Enable or disable interrupt

Enable interrupt

Disable interrupt

Pending interrupts

Address of the transaction that caused first error.

Get and set the applicable access permissions for the peripheral slave index n
Security configuration for channel n of DPPIC

Security configuration for channel group n of DPPIC

Security configuration for channel o of GPIOTE[n]

Security configuration for interrupt o of GPIOTE[n]
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FEATURE.GPIO[n].PIN[o] 0x800 Security configuration for GPIO[n] PIN[o]

FEATURE.CRACEN.SEED 0x980 Configuration for CRACEN SEED

FEATURE.GRTC.CC[n] 0xD00 Security configuration for CC n of GRTC
FEATURE.GRTC.PWMCONFIG 0xD74 Security Configuration for PWMCONFIG of GRTC
FEATURE.GRTC.CLK 0xD78 Security configuration for CLKOUT/CLKCFG of GRTC
FEATURE.GRTC.SYSCOUNTER 0xD7C Security configuration for SYSCOUNTERL/SYSCOUNTERH of GRTC
FEATURE.GRTC.INTERRUPT([n] 0xD80 Security configuration for interrupt n of GRTC

7.8.5.5.1 EVENTS_PERIPHACCERR
Address offset: 0x100

A security violation has been detected on one or several peripherals

R/W Field Value ID Description

A RW  EVENTS_PERIPHACCERR A security violation has been detected on one or several peripherals

NotGenerated 0 Event not generated

Generated 1 Event generated

7.8.5.5.2 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID

Description

A RW  PERIPHACCERR
Disabled 0
Enabled 1

7.8.5.5.3 INTENSET
Address offset: 0x304

Enable interrupt

Enable or disable interrupt for event PERIPHACCERR
Disable
Enable

R/W Field Value ID

A RW  PERIPHACCERR

W1s
Set 1
Disabled 0
Enabled 1
7.8.5.5.4 INTENCLR

Address offset: 0x308

4503_018v1.0

Description

Write '1' to enable interrupt for event PERIPHACCERR

Enable
Read: Disabled
Read: Enabled
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Disable interrupt

ID R/W Field Value ID Description
A RW  PERIPHACCERR Write '1' to disable interrupt for event PERIPHACCERR
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.8.5.5.5 INTPEND
Address offset: 0x30C

Pending interrupts

ID R/W Field Value ID Description

A R PERIPHACCERR Read pending status of interrupt for event PERIPHACCERR
NotPending 0 Read: Not pending
Pending 1 Read: Pending

7.8.5.5.6 PERIPHACCERR.ADDRESS
Address offset: 0x404
Address of the transaction that caused first error.

The event PERIPHACCERR must be cleared to clear this register.

Note: Only the lower 16 bits of the address are captured into the register. The upper 16 bits
correspond to the upper 16 bits of the SPU's base address.

ID R/W Field Value ID Description

A R ADDRESS Address

7.8.5.5.7 PERIPH[n].PERM (n=0..63)
Address offset: 0x500 + (n x 0x4)

Get and set the applicable access permissions for the peripheral slave index n

Note: Reset values are unique per peripheral instantiation. Please refer to the peripheral
instantiation table. Entries not listed in the instantiation table are undefined.
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R/W Field Value ID Description
A R SECUREMAPPING Read capabilities for TrustZone Cortex-M secure attribute
NonSecure 0 This peripheral is always accessible as a non-secure peripheral
Secure 1 This peripheral is always accessible as a secure peripheral
UserSelectable 2 Non-secure or secure attribute for this peripheral is defined by the

PERIPH[n].PERM register

Split 3 This peripheral implements the split security mechanism.
B R DMA Read the peripheral DMA capabilities
NoDMA 0 Peripheral has no DMA capability
NoSeparateAttribute 1 Peripheral has DMA and DMA transfers always have the same security

attribute as assigned to the peripheral
SeparateAttribute 2 Peripheral has DMA and DMA transfers can have a different security
attribute than the one assigned to the peripheral

C RW  SECATTR Peripheral security mapping

This bit has effect only if PERIPH[n].PERM.SECUREMAPPING is
UserSelectable or Split

Secure 1 Peripheral is mapped in secure peripheral address space

NonSecure 0 If SECUREMAPPING == UserSelectable: Peripheral is mapped in non-secure

peripheral address space.

If SECUREMAPPING == Split: Peripheral is mapped in non-secure and secure
peripheral address space.

D RW DMASEC Security attribution for the DMA transfer

This bit has effect only if PERIPH[n].PERM.SECATTR is set to secure and
PERIPH[n].PERM.DMA is set to SeparateAttribute.

Secure 1 DMA transfers initiated by this peripheral have the secure attribute set
NonSecure 0 DMA transfers initiated by this peripheral have the non-secure attribute set
E RW  LOCK Register lock
WwWi1s
Unlocked 0 This register can be updated
Locked 1 The content of this register can not be changed until the next reset
When Locked, it remains Locked until the next reset cycle.
F R PRESENT Indicates if a peripheral is present with peripheral slave index n
NotPresent 0 Peripheral is not present
IsPresent 1 Peripheral is present

7.8.5.5.8 FEATURE.DPPIC.CH[n] (n=0..23)
Address offset: 0x680 + (n x 0x4)

Security configuration for channel n of DPPIC
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R/W Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.9 FEATURE.DPPIC.CHG[n] (n=0..7)
Address offset: OX6EQ + (n x 0x4)

Security configuration for channel group n of DPPIC

R/W  Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.10 FEATURE.GPIOTE[n].CH[o] (n=0..1) (0=0..7)
Address offset: 0x700 + (n x 0x40) + (o x 0x4)

Security configuration for channel o of GPIOTE[n]

R/W  Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.11 FEATURE.GPIOTE[n].INTERRUPT[0] (n=0..1) (0=0..7)
Address offset: 0x720 + (n x 0x40) + (o x 0x4)
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Security configuration for interrupt o of GPIOTE[n]

R/W Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.12 FEATURE.GPIO[n].PIN[o] (n=0..2) (0=0..31)
Address offset: 0x800 + (n x 0x80) + (o x 0x4)

Security configuration for GPIO[n] PIN[o]

R/W Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.13 FEATURE.CRACEN.SEED
Address offset: 0x980

Configuration for CRACEN SEED

R/W Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.
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7.8.5.5.14 FEATURE.GRTC.CC[n] (n=0..23)
Address offset: 0xD0OO + (n x Ox4)

Security configuration for CC n of GRTC

R/W Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.15 FEATURE.GRTC.PWMCONFIG
Address offset: 0xD74

Security Configuration for PIWMCONFIG of GRTC

R/W Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
Wi1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.16 FEATURE.GRTC.CLK
Address offset: 0xD78
Security configuration for CLKOUT/CLKCFG of GRTC
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R/W Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.17 FEATURE.GRTC.SYSCOUNTER
Address offset: 0xD7C

Security configuration for SYSCOUNTERL/SYSCOUNTERH of GRTC

R/W  Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.

7.8.5.5.18 FEATURE.GRTC.INTERRUPT[n] (n=0..15)
Address offset: 0xD80 + (n x Ox4)

Security configuration for interrupt n of GRTC

R/W  Field Value ID Description
A RW  SECATTR SECATTR feature
NonSecure 0 Feature is available for non-secure usage
Secure 1 Feature is reserved for secure usage
B RW  LOCK LOCK feature
W1s
Unlocked 0 Feature permissions can be updated
Locked 1 Feature permissions can not be changed until the next reset

When Locked, it remains Locked until the next reset cycle.
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7.8.6 TAMPC — Tamper controller

The tamper controller peripheral handles input from internal and external physical attack detectors and
controls the device response.

The following figure shows an overview of the TAMPC detectors, input, and output.

External tamper
detectors

GPIO

Device internal
detectors

Signal protector

Protected
signals

siadwe) jeusay]
Jadwe) [eusa)xgy

Events and IRQ

9]
JUaAS
H3dNVL

Figure 35: TAMPC overview

TAMPC implements the following physical security features:
¢ Detection of external tampering attacks

e Detector supporting an active driven shield mounted on a PCB that is on top of a device
¢ Detection of fault injection attacks (voltage glitching, electromagnetic fault injection, etc.)

¢ Signal protector to guard critical configuration signals
¢ Glitch detectors to detect timing violations of internal logic
e Built-in self-check for correctness inside the CRACEN

The tamper detectors are divided into two categories: external and internal. The external detectors rely
on external stimuli through dedicated GPIO pins, and the internal detectors rely on internal signals not
exposed outside the device package.

External tamper detectors

A tamper attack detected by any of the external tamper detectors indicates that a break-in attack is
ongoing. This could include breaking the product encapsulation. This is detected through the external
active shield detectors.

Internal tamper detectors

A tamper attack detected by any of the internal tamper detectors indicates that the device's internal logic
could be affected by the attack, and the system state could be compromised. The default system reaction
from reset is to trigger a system wide reset if any of the internal tamper detectors senses a tamper attack.
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7.8.6.1 Active shield

TAMPC supports an active shield to protect against physical access to the device and its connections on
the PCB level.

The active shield detector is enabled using the register PROTECT.ACTIVESHIELD.CTRL on page 205. The
active shield detector has a number of channels. Depending on its configuration, TAMPC will react when a
channel in the active shield is broken, meaning there is a mismatch between the input and output signal of
an enabled channel in the active shield. A broken channel detected in the active shield causes one of the
following to occur:

e A TAMPC event is generated.

e Achip reset is triggered and the SECTAMPER value in the reset reason register indicates what
happened, depending on the status of the register PROTECT.EXTRESETEN.CTRL on page 209.

A channel in the active shield detector consists of a signal propagating from an output pin to an input

pin. The channels are enabled using the CH[i] fields in the register ACTIVESHIELD.CHEN on page 200.

The GPIO pins reserved for the active shield detector channels must be configured before the channels
are ready for use. Pin direction and CTRLSEL must be set according to the register interface in the GPIO
peripheral. For more information about reserved active shield detector pins, see Pin assignments on page
859. Pins reserved for the active shield detector can be used as generic GPIO pins when the channel is
unused.

The active shield detector contains a Pseudo-Random Bit Sequence (PRBS) generator. A PRBS signal

is generated on an output pin at each rising edge of the 32 KHz clock. The signal is routed through an
external shield to an input pin. The signal on the input pin is sampled on the falling edge of the 32KHz
clock. If the sampled signal does not match the transmitted signal, a channel in the external shield is
assumed broken and a tamper event is generated.

7.8.6.2 CRACEN tamper detector

The cryptographic accelerator engine (CRACEN) implements a separate tamper detector mechanism. This
tamper detector is always enabled.

CRACEN has security countermeasures and notifies TAMPC if tampering is detected during its operations.
TAMPC will react according to the register setting in PROTECT.CRACENTAMP.CTRL and one of the following
will occur:

¢ A TAMPC event is generated.

e Achip resetis triggered and the SECTAMPER value in the reset reason register indicates what
happened, depending on the status of the register PROTECT.INTRESETEN.CTRL on page 210.

The internal tamper reset enable signal INTRESETEN is enabled from reset.

For more information about CRACEN countermeasures, see CRACEN — Cryptographic accelerator engine
on page 133.

7.8.6.3 Glitch detector

The device implements general detectors to prevent fault injection attacks.

Detectors are strategically placed among the digital logic to detect local timing glitches (timing violations).
The glitch detectors monitor the effects of attempted fault injection attacks and not the attack attempt
itself. For example, fault injection attempts could be utilizing voltage glitches on supply or decoupling pins,
or electro magnetic fault injection (EMFI) techniques. The detectors are designed and tuned to be more
sensitive to timing violations than normal logic, enabling the digital logic to react before an injected fault is
propagated through the system.

The glitch detectors are enabled from reset and can be disabled for debugging using the registers
PROTECT.GLITCHSLOWDOMAIN.CTRL on page 207 and PROTECT.GLITCHFASTDOMAIN.CTRL on page
208.
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When an internal tamper event is detected, one of the following will occur:

¢ ATAMPC EVENT is generated.

e Achip reset is triggered and the SECTAMPER value in the reset reason register indicates what
happened, depending on the status of the register PROTECT.INTRESETEN.CTRL on page 210.

The internal tamper reset enable signal INTRESETEN is enabled from reset.

7.8.6.4 Signal protector

The device implements detectors to protect selected signals that control critical device features.

The signal protector implements one detector per protected signal to detect unintentional value changes
in that signal. The detector notifies TAMPC if a protected signal changes value caused by tampering. The
detectors are enabled from reset and can be disabled using the register , which is for debugging purposes
only. A detected unintentional value change in any of the protected signals leads to an internal tamper
event where one of the following occur:

e A TAMPC event is generated.

e Achip reset is triggered and the SECTAMPER value in the reset reason register indicates what
happened, depending on the status of the register PROTECT.INTRESETEN.CTRL on page 210.

The INTRESETEN register is enabled from reset. The PROTECT.<component>.STATUS registers indicate
which protected signal had an unintentional value change when the register INTENRESETEN is disabled.

The signal protector implements a two stage write cycle to change the value of a protected signal, in
addition to a required write key which must be included for all register writes. The two stages are the
following:

1. Initial register write to clear the write protection.
2. Register write to change the signal's value.

Write Clear to the WRITEPROTECTION field in the PROTECT.<component>.CTRL register to clear the
write protection in the first register write. Then write to the VALUE and LOCK fields in the next register
write operation.

Note: It is required to clear the WRITEPROTECTION field before any updates to the VALUE and
LOCK fields are accepted by the register.

The write protection is automatically re-enabled after the subsequent write to change the VALUE field
when the register write does not include the Clear value in the WRITEPROTECTION field.

The LOCK field controls a lock feature which prevents further updates to the VALUE and LOCK fields until a
reset with the required reset source for the specific signal is issued.

A WRITEERROR event is generated for any of the following conditions:

e Register write does not have the correct write key

e Write protection is active and the write operation does not contain the value to clear the write
protection
e The lock is enabled

The sequence to change the VALUE or LOCK fields in the PROTECT.<component>.CTRL registers is as
follows:

1. Write Clear to the WRITEPROTECTION field and KEY to the KEY field.

2. Write Disabled to the WRITEPROTECTION field, KEY to the KEY field, and KEY to the desired LOCK
and VALUE fields.

7.8.6.4.1 Debugger signals
TAMPC provides protection for the following Arm CoreSightTM debugger signals.
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Signal Name Notes

NIDEN Non-Invasive Debug Enable ETM/ITM trace and other non-halting debug
methods

DBGEN Invasive Debug Enable The debugger may halt the CPU for debug purposes

SPNIDEN | Secure Privileged Non-Invasive Debug |Same as NIDEN with a secure TrustZone security

Enable attribute

SPIDEN Secure Privileged Debug Enable Same as DBGEN with a secure TrustZone security

attribute

Table 33: TAMPC protected debugger signals

See the appropriateArm CoreSight Technical Reference manual for details on these signals.

For more information about using the protected debugger signals, see Debug and trace on page 815.

7.8.6.5 TAMPC reset behavior

TAMPC registers are reset by different sources.
Protected signals in TAMPC are divided into the following reset source categories.

e (Category 1 - Brownout reset, power-on reset
e (Category 2 — Pin reset and TAMPC reset

e Category 3 — Watchdog timer reset, CPU lockup reset, System reset request, and Wake-up from System
OFF reset

For more information about reset sources, see RESET — Reset control on page 101.
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PROTECT.DOMAIN[0].DBGEN Allow invasive debugging in non- 0 X X
secure mode of Arm Cortex-M33.

PROTECT.DOMAIN[O].NIDEN Allow non-invasive debugging in non- 0 X X
secure mode of Arm Cortex-M33.

PROTECT.DOMAIN[O].SPIDEN Allow invasive debugging in secure 0 X X
mode of Arm Cortex-M33.

PROTECT.DOMAIN[O].SPNIDEN Allow non-invasive debugging in 0 X X
secure mode of Arm Cortex-M33.

PROTECT.AP[0].DBGEN Allow debugging of FLPR RISC-V CPU. 0 X X

PROTECT.ACTIVESHIELD Enable active shield detector. 0 X X X

PROTECT.CRACENTAMP Enable CRACEN tamper detector. 1 X X X

PROTECT.GLITCHSLOWDOMAIN Enable slow domain glitch detector. 1 X X X

PROTECT.GLITCHFASTDOMAIN Enable fast domain glitch detector. 1 X X X

PROTECT.EXTRESETEN Enable automatic reset from external 0 X X X
tamper detectors events.

PROTECT.INTRESETEN Enable automatic reset from internal 1 X X X
tamper detector events.

PROTECT.ERASEPROTECT Allow device erase using CTRL-AP and 0 X X X
RRAMC.

7.8.6.6 Registers

Instances

Table 34: TAMPC protected signals

TAMPC GLOBAL

Configuration

0x500DC000 HF S NA No

Tamper controller TAMPC

TAMPC GLOBAL

Register overview

For the active shield function, use dedicated pins on P1

Reset value of field VALUE in register PROTECT.INTRESETEN.CTRL: 1

EVENTS_TAMPER 0x100
EVENTS_WRITEERROR 0x104

4503_018v1.0
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INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

STATUS 0x400 The tamper controller status.

ACTIVESHIELD.CHEN 0x404 Active shield detector channel enable register.

PROTECT.DOMAIN[n].DBGEN.CTRL 0x500 Control register for invasive (halting) debug enable for the local debug components within
domain n.

PROTECT.DOMAIN[n].DBGEN.STATUS 0x504 Status register for invasive (halting) debug enable for domain n.

PROTECT.DOMAIN[n].NIDEN.CTRL 0x508 Control register for non-invasive debug enable for the local debug components within domain
n.

PROTECT.DOMAIN[n].NIDEN.STATUS 0x50C Status register for non-invasive debug enable for domain n.

PROTECT.DOMAIN[n].SPIDEN.CTRL 0x510 Control register for secure priviliged invasive (halting) debug enable for the local debug

components within domain n.
PROTECT.DOMAIN[n].SPIDEN.STATUS 0x514 Status register for secure priviliged invasive (halting) debug enable for domain n.
PROTECT.DOMAIN[n].SPNIDEN.CTRL 0x518 Control register for secure priviliged non-invasive debug enable for the local debug

components within domain n.

PROTECT.DOMAIN[n].SPNIDEN.STATUS 0x51C Status register for secure priviliged non-invasive debug enable for domain n.
PROTECT.AP[n].DBGEN.CTRL 0x700 Control register to enable invasive (halting) debug in domain ns access port.
PROTECT.AP[n].DBGEN.STATUS 0x704 Status register for invasive (halting) debug enable for domain ns access port.
PROTECT.ACTIVESHIELD.CTRL 0x900 Control register for active shield detector enable signal.
PROTECT.ACTIVESHIELD.STATUS 0x904 Status register for active shield detector enable signal.
PROTECT.CRACENTAMP.CTRL 0x938 Control register for CRACEN tamper detector enable signal.
PROTECT.CRACENTAMP.STATUS 0x93C Status register for CRACEN tamper detector enable signal.
PROTECT.GLITCHSLOWDOMAIN.CTRL 0x940 Control register for slow domain glitch detectors enable signal.
PROTECT.GLITCHSLOWDOMAIN.STATUS ~ 0x944 Status register for slow domain glitch detectors enable signal.
PROTECT.GLITCHFASTDOMAIN.CTRL 0x948 Control register for fast domain glitch detectors enable signal.
PROTECT.GLITCHFASTDOMAIN.STATUS 0x94C Status register for fast domain glitch detectors enable signal.
PROTECT.EXTRESETEN.CTRL 0x970 Control register for external tamper reset enable signal.
PROTECT.EXTRESETEN.STATUS 0x974 Status register for external tamper reset enable signal.
PROTECT.INTRESETEN.CTRL 0x978 Control register for internal tamper reset enable signal.
PROTECT.INTRESETEN.STATUS 0x97C Status register for internal tamper reset enable signal.
PROTECT.ERASEPROTECT.CTRL 0x980 Control register for erase protection.

PROTECT.ERASEPROTECT.STATUS 0x984 Status register for eraseprotect.

7.8.6.6.1 EVENTS_TAMPER
Address offset: 0x100

Tamper controller detected an error.

ID R/W Field Value ID Description

A RW  EVENTS_TAMPER Tamper controller detected an error.
NotGenerated 0 Event not generated
Generated 1 Event generated

7.8.6.6.2 EVENTS_WRITEERROR
Address offset: 0x104
Attempt to write a VALUE in PROTECT registers without clearing the WRITEPROTECT.
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Value ID Description
A RW  EVENTS_WRITEERROR Attempt to write a VALUE in PROTECT registers without clearing the
WRITEPROTECT.
NotGenerated 0 Event not generated
Generated 1 Event generated

7.8.6.6.3 INTEN
Address offset: 0x300

Enable or disable interrupt

R/W Field Value ID Description

A RW TAMPER Enable or disable interrupt for event TAMPER
Disabled 0 Disable
Enabled 1 Enable

B RW  WRITEERROR Enable or disable interrupt for event WRITEERROR

Disabled 0 Disable
Enabled 1 Enable

Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW TAMPER Write '1' to enable interrupt for event TAMPER
wWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  WRITEERROR Write '1' to enable interrupt for event WRITEERROR
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.8.6.6.5 INTENCLR
Address offset: 0x308

Disable interrupt
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ID R/W Field Value ID Description
A RW TAMPER Write '1' to disable interrupt for event TAMPER
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  WRITEERROR Write '1' to disable interrupt for event WRITEERROR
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

7.8.6.6.6 INTPEND
Address offset: 0x30C

Pending interrupts

ID R/W  Field Value ID Description

A R TAMPER Read pending status of interrupt for event TAMPER
NotPending 0 Read: Not pending
Pending 1 Read: Pending

B R WRITEERROR Read pending status of interrupt for event WRITEERROR
NotPending 0 Read: Not pending
Pending 1 Read: Pending

Address offset: 0x400

The tamper controller status.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

Note: The glitch detectors must be reset using their CTRL registers before the STATUS register bits
for glitch detectors can be cleared. The glitch detector continuously drives its output status signal
to the STATUS register, hence clearing only the STATUS register is not sufficient.

ID R/W Field Value ID Description
A RW  ACTIVESHIELD Active shield detector detected an error.
wic
NotDetected 0 Not detected.
Detected 1 Detected.
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Value ID Description
B RW  PROTECT Error detected for the protected signals.
wic
NotDetected 0 Not detected.
Detected 1 Detected.
C RW  CRACENTAMP CRACEN detected an error.
wic
NotDetected 0 Not detected.
Detected 1 Detected.
D RW  GLITCHSLOWDOMAINi] (i=0..0) Slow domain glitch detector i detected an error.
wic
NotDetected 0 Not detected.
Detected 1 Detected.
E-H RW  GLITCHFASTDOMAINIi] (i=0..3) Fast domain glitch detector i detected an error.
wic
NotDetected 0 Not detected.
Detected 1 Detected.

7.8.6.6.8 ACTIVESHIELD.CHEN
Address offset: 0x404

Active shield detector channel enable register.

Pins reserved for the active shield channels must be configured before the channels can be used. Pins
reserved for unused channels can be used as GPIO.

R/W Field Description
A-D  RW CHIi] (i=0..3) Enable or disable active shield channel i.
Disabled 0 Disable channel.
Enabled 1 Enable channel.

7.8.6.6.9 PROTECT.DOMAIN[n].DBGEN.CTRL (n=0..0)
Address offset: 0x500 + (n x 0x20)

Control register for invasive (halting) debug enable for the local debug components within domain n.

R/W  Field Value ID Description
A RW  VALUE Set value of dbgen signal.
Low 0 Signal is logic 0, indicating that invasive debug is disabled.
High 1 Signal is logic 1, indicating that invasive debug is enabled.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.
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R/W Field Value ID Description

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0x1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY O0x50FA Write key value.

7.8.6.6.10 PROTECT.DOMAIN[n].DBGEN.STATUS (n=0..0)
Address offset: 0x504 + (n x 0x20)

Status register for invasive (halting) debug enable for domain n.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.11 PROTECT.DOMAIN[n].NIDEN.CTRL (n=0..0)
Address offset: 0x508 + (n x 0x20)

Control register for non-invasive debug enable for the local debug components within domain n.

R/W Field Value ID Description
A RW  VALUE Set value of niden signal.
Low 0 Signal is logic 0, indicating that non-invasive debug is disabled.
High 1 Signal is logic 1, indicating that non-invasive debug is enabled.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
Wi1s
Disabled 0 Lock disabled.

Enabled 1 Lock enabled.
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R/W Field Value ID Description

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0x1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY O0x50FA Write key value.

7.8.6.6.12 PROTECT.DOMAIN[n].NIDEN.STATUS (n=0..0)
Address offset: 0x50C + (n x 0x20)

Status register for non-invasive debug enable for domain n.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.13 PROTECT.DOMAIN[n].SPIDEN.CTRL (n=0..0)
Address offset: 0x510 + (n x 0x20)

Control register for secure priviliged invasive (halting) debug enable for the local debug components
within domain n.

R/W Field Value ID Description
A RW  VALUE Set value of spiden signal.
Low 0 Signal is logic 0, indicating that secure priviliged invasive debug is disabled.
High 1 Signal is logic 1, indicating that secure priviliged invasive debug is enabled.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.
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R/W Field Value ID Description

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0x1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY O0x50FA Write key value.

7.8.6.6.14 PROTECT.DOMAIN[Nn].SPIDEN.STATUS (n=0..0)
Address offset: 0x514 + (n x 0x20)

Status register for secure priviliged invasive (halting) debug enable for domain n.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.15 PROTECT.DOMAIN[n].SPNIDEN.CTRL (n=0..0)
Address offset: 0x518 + (n x 0x20)

Control register for secure priviliged non-invasive debug enable for the local debug components within
domain n.

R/W Field Value ID Description
A RW  VALUE Set value of spniden signal.
Low 0 Signal is logic 0, indicating that secure priviliged non-invasive debug is
disabled.
High 1 Signal is logic 1, indicating that secure priviliged non-invasive debug is
enabled.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
Wi1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.
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R/W Field Value ID Description

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0x1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY O0x50FA Write key value.

7.8.6.6.16 PROTECT.DOMAIN[Nn].SPNIDEN.STATUS (n=0..0)
Address offset: 0x51C + (n x 0x20)

Status register for secure priviliged non-invasive debug enable for domain n.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.17 PROTECT.AP[n].DBGEN.CTRL (n=0..0)
Address offset: 0x700 + (n x 0x10)

Control register to enable invasive (halting) debug in domain ns access port.

R/W Field Value ID Description
A RW  VALUE Set value of dbgen signal.
Low 0 Signal is logic 0, indicating that invasive debug is disabled.
High 1 Signal is logic 1, indicating that invasive debug is enabled.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
Wi1s
Disabled 0 Lock disabled.

Enabled 1 Lock enabled.
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ID R/W Field Value ID Description

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0x1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY O0x50FA Write key value.

7.8.6.6.18 PROTECT.AP[n].DBGEN.STATUS (n=0..0)
Address offset: 0x704 + (n x 0x10)

Status register for invasive (halting) debug enable for domain ns access port.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

ID R/W Field Value ID Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.19 PROTECT.ACTIVESHIELD
Enable active shield detector.

The active shield pins are dedicated GPIO pins that must be configured as inputs and outputs before use.
Each active shield channel has one GPIO for output and one GPIO for input.

7.8.6.6.19.1 PROTECT.ACTIVESHIELD.CTRL
Address offset: 0x900

Control register for active shield detector enable signal.

ID R/W  Field Value ID Description
A RW  VALUE Set value of active shield enable signal.
Low 0 Signal is logic 0.
High 1 Signal is logic 1.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s

4503_018v1.0 205 .

NORDIC

SEMICONDUCTOR



Security

ID R/W Field Value ID Description
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.
C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0ox1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY 0x50FA Write key value.

7.8.6.6.19.2 PROTECT.ACTIVESHIELD.STATUS
Address offset: 0x904

Status register for active shield detector enable signal.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

ID R/W Field Value ID Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.20 PROTECT.CRACENTAMP

Enable tamper detector from CRACEN.

Note: Disabling this bit only disables the TAMPC handling of the CRACENTAMP event, it does not
disable the CRACEN from generating the CRACENTAMP event.

7.8.6.6.20.1 PROTECT.CRACENTAMP.CTRL
Address offset: 0x938

Control register for CRACEN tamper detector enable signal.

ID R/W  Field Value ID Description
A RW  VALUE Set value of CRACEN tamper detector enable signal.
Low 0 Signal is logic 0.
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Value ID Description
High 1 Signal is logic 1.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.
The write protection is cleared by writing CLEAR in a separate write
operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding
change to the VALUE field.

Disabled 0x0 Read: Write protection is disabled.

Enabled 0x1 Read: Write protection is enabled.

Clear OxF Write: Value to clear write protection.

D % KEY Required write key for upper 16 bits. Must be included in all register write
operations.

KEY O0x50FA Write key value.

7.8.6.6.20.2 PROTECT.CRACENTAMP.STATUS
Address offset: 0x93C

Status register for CRACEN tamper detector enable signal.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Value ID Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.21 PROTECT.GLITCHSLOWDOMAIN
Enable slow domain glitch detectors.

7.8.6.6.21.1 PROTECT.GLITCHSLOWDOMAIN.CTRL
Address offset: 0x940

Control register for slow domain glitch detectors enable signal.

ID R/W Field Value ID Description

A RW  VALUE Set value of slow domain glitch detectors enable signal.
Low 0 Signal is logic 0.
High 1 Signal is logic 1.
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Value ID Description
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.
C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0ox1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY 0x50FA Write key value.

7.8.6.6.21.2 PROTECT.GLITCHSLOWDOMAIN.STATUS
Address offset: 0x944

Status register for slow domain glitch detectors enable signal.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Value ID Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.22 PROTECT.GLITCHFASTDOMAIN
Enable fast domain glitch detectors.

7.8.6.6.22.1 PROTECT.GLITCHFASTDOMAIN.CTRL
Address offset: 0x948

Control register for fast domain glitch detectors enable signal.

ID R/W Field Value ID Description

A RW  VALUE Set value of fast domain glitch detector's enable signal.
Low 0 Signal is logic 0.
High 1 Signal is logic 1.
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Value ID Description
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.
C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0ox1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY 0x50FA Write key value.

7.8.6.6.22.2 PROTECT.GLITCHFASTDOMAIN.STATUS
Address offset: 0x94C

Status register for fast domain glitch detectors enable signal.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Value ID Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.23 PROTECT.EXTRESETEN

Trigger a reset when tamper is detected by the external tamper detectors.
This reset gives reset reason SECTAMPER

7.8.6.6.23.1 PROTECT.EXTRESETEN.CTRL

Address offset: 0x970

Control register for external tamper reset enable signal.

ID R/W  Field Value ID Description
A RW  VALUE Set value of external tamper reset enable signal.
Low 0 Signal is logic 0.
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ID R/W Field Value ID Description
High 1 Signal is logic 1.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.
The write protection is cleared by writing CLEAR in a separate write
operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding
change to the VALUE field.

Disabled 0x0 Read: Write protection is disabled.

Enabled 0x1 Read: Write protection is enabled.

Clear OxF Write: Value to clear write protection.

D % KEY Required write key for upper 16 bits. Must be included in all register write
operations.

KEY O0x50FA Write key value.

7.8.6.6.23.2 PROTECT.EXTRESETEN.STATUS
Address offset: 0x974

Status register for external tamper reset enable signal.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.24 PROTECT.INTRESETEN

Trigger a reset when tamper is detected by the glitch detectors, signal protector or CRACEN tamper
detector.

This reset gives reset reason SECTAMPER
7.8.6.6.24.1 PROTECT.INTRESETEN.CTRL
Address offset: 0x978

Control register for internal tamper reset enable signal.
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R/W Field Description
A RW  VALUE Set value of internal tamper reset enable signal.
Low 0 Signal is logic 0.
High 1 Signal is logic 1.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
W1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.
C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.

The write protection is cleared by writing CLEAR in a separate write

operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding

change to the VALUE field.
Disabled 0x0 Read: Write protection is disabled.
Enabled 0ox1 Read: Write protection is enabled.
Clear OxF Write: Value to clear write protection.
D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.
KEY 0x50FA Write key value.

7.8.6.6.24.2 PROTECT.INTRESETEN.STATUS
Address offset: 0x97C

Status register for internal tamper reset enable signal.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W Field Value ID Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.

7.8.6.6.25 PROTECT.ERASEPROTECT
Device erase protection.

7.8.6.6.25.1 PROTECT.ERASEPROTECT.CTRL
Address offset: 0x980

Control register for erase protection.

ID R/W Field Value ID Description
A RW  VALUE Set value of eraseprotect signal.
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Description
Low 0 Signal is logic 0.
High 1 Signal is logic 1.
B W1 LOCK Lock this register to prevent changes to the VALUE field until next reset.
Wi1s
Disabled 0 Lock disabled.
Enabled 1 Lock enabled.

C RW  WRITEPROTECTION The write protection must be cleared to allow updates to the VALUE field.
The write protection is cleared by writing CLEAR in a separate write
operation prior to updating the VALUE and LOCK fields.

The write protection is automatically enabled after the corresponding
change to the VALUE field.

Disabled 0x0 Read: Write protection is disabled.

Enabled 0x1 Read: Write protection is enabled.

Clear OxF Write: Value to clear write protection.

D W KEY Required write key for upper 16 bits. Must be included in all register write
operations.

KEY O0x50FA Write key value.

7.8.6.6.25.2 PROTECT.ERASEPROTECT.STATUS
Address offset: 0x984

Status register for eraseprotect.

Note: Unless cleared, the STATUS register will be cumulative. A field is cleared by writing '1' to it.

R/W  Field Value ID Description
A RW ERROR Error detection status.
wic
NoError 0 No error detected.
Error 1 Error detected.
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The device features a rich set of peripherals. The following sections describe the peripherals and how they
are used.

8.1 Peripheral interface

Peripherals are controlled by the CPU through configuration, task, and event registers. Task registers are
inputs, enabling the CPU and other peripherals to initiate a functionality. Event registers are outputs,
enabling a peripheral to trigger tasks in other peripherals or the CPU by tying events to CPU interrupts.

Channel inputs from DPPI
Peripheral | | |

SUBSCRIBE n ----
1

task

Peripheral core

event

1

1

1

1

1

1
\_>m IRQ signal to NVIC

Yvy
Channel outputs to DPPI

Figure 36: Peripheral interface

The distributed programmable peripheral interconnect (DPPI) feature enables peripherals to connect
events to tasks without CPU intervention. For more information on DPPI and the DPPI channels, see DPPI
— Distributed programmable peripheral interconnect on page 108.
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8.1.2 Peripheral ID

Each peripheral is assigned a fixed block of address space that is minimum 4 KB in size and has at least
1024 registers of 32 bits.

For more information on available peripherals and their location in the address map, see Instantiation on
page 216.

There is a direct relationship between peripheral ID and base address:

base address = 0x40000000 + 0x1000 * ID

Example peripheral base addresses:

e 0x40000000 is assigned ID=0
e 0x40001000 is assigned ID=1
e 0x4001F000 is assigned ID=31

Peripherals can share the same ID, which has the following limitations:

e Shared registers or common resources

¢ Limited availability due to mutually exclusive operation; only one peripheral in use at a time

¢ Enforced peripheral behavior when switching between peripherals (disable the first peripheral before
enabling the second)

8.1.3 Peripherals with shared ID

Peripherals sharing ID [1...n] and a base address may not be used simultaneously. Only one peripheral can
be enabled at a given ID.

When switching between two peripherals sharing an ID, perform the following to prevent unwanted
behavior.

1. Disable the previously used peripheral.

2. Disable any publish/subscribe connection to the DPPI system for the peripheral that is being disabled.

3. Clear all bits in the INTEN register (INTENCLR = OXFFFFFFFF).

4. Configure the peripheral being enabled. Do not rely on the inherited configuration from the disabled
peripheral.

5. Enable the peripheral.

For a list of peripherals that share an ID, see Instantiation on page 216.

8.1.4 Peripheral registers
Most peripherals have an ENABLE register. Unless otherwise specified, the peripheral registers must be

configured before enabling the peripheral.

PSEL registers must be set before a peripheral is enabled or started. Updating PSEL registers while the
peripheral is running can cause undefined behavior. To connect a peripheral to a different GPIO, the
following must be performed:

1. Disable the peripheral.
2. Update the PSEL register.
3. Re-enable the peripheral.

Note: The peripheral must be enabled before tasks and events can be used.

Most of the register values are not retained during System OFF or when a reset is triggered. Some registers
will retain their values in System OFF or for some specific reset sources. These registers are marked as
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retained in the register description for a given peripheral. For more information on their behavior, see
chapter RESET — Reset control on page 101.

8.1.5 Bit set and clear

Registers with multiple single-bit fields can implement the set-and-clear bit pattern. This bit pattern
enables firmware to set and clear individual bits in a register without having to perform a read-modify-
write operation to the main register.

This bit pattern is implemented using three consecutive addresses in the register map, where the main
register is followed by dedicated SET and CLR registers (in that exact order).

In the main register, the SET register sets individual bits and the CLR register clears them. Writing 1 to a bit
in the SET or CLR register will set or clear the same bit in the main register. Writing 0 to a bit in the SET or
CLR register has no effect. Reading the SET or CLR register returns the value of the main register.

Note: The main register may not be visible, and therefore not directly accessible in all cases.

8.1.6 Tasks

Tasks trigger actions in a peripheral, such as to start a particular behavior. A peripheral can implement
multiple tasks, with each task having a separate register in that peripheral's task register group.

A task is triggered when firmware writes 1 to the task register, or when the peripheral itself or another
peripheral toggles the corresponding task signal. See the figure Peripheral interface on page 213.

8.1.7 Events

Events notify peripherals and the CPU about events that have happened, such as a state change in a
peripheral. A peripheral may generate multiple events, where each event has a separate register in that
peripheral's event register group.

An event is generated when the peripheral toggles the corresponding event signal and updates the event
register to show an event has been generated, see figure Peripheral interface on page 213. An event
register is cleared when firmware writes a 0 to that register. A peripheral can continually generate events
when the event register is 1.

8.1.8 Publish and subscribe

Events and tasks from different peripherals can be connected together through the DPPI system using the
PUBLISH and SUBSCRIBE registers in each peripheral. See Peripheral interface on page 213.

An event can be published onto a DPPI channel by configuring the event's PUBLISH register. Similarly, a
task can subscribe to a DPPI channel by configuring the task's SUBSCRIBE register.

See DPPI — Distributed programmable peripheral interconnect on page 108 for details.

8.1.9 Shortcuts

A shortcut is a direct connection between an event and a task within the same peripheral. If a shortcut is
enabled, the associated task is automatically triggered when its associated event is generated.

Using shortcuts is the same as connecting a task and event outside the peripheral through the DPPI. The
propagation delay for a shortcut is usually shorter than the propagation delay through the DPPI.

Shortcuts are predefined, which means that their connections cannot be configured by firmware. Each
shortcut can be individually enabled or disabled through the shortcut register, one bit per shortcut, giving
a maximum of 32 shortcuts for each peripheral.
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8.1.10 Interrupts

All peripherals support interrupts generated by events.

A peripheral can occupy single or multiple interrupts. For single interrupts, the interrupt number follows
the peripheral ID. For example, the peripheral with ID=4 is connected to interrupt number 4 in the nested
vectored interrupt controller (NVIC). In this case, only single INTEN registers are available.

Events generated by a peripheral can be configured to generate interrupts using registers INTEN,
INTENSET, and INTENCLR. Multiple events can be enabled to generate interrupts simultaneously. Event
registers in the peripheral register event group indicate the source.

Some peripherals implement only INTENSET and INTENCLR registers. The INTEN register is not available
on those peripherals. See the individual peripheral chapters for details. In all cases, reading back the
INTENSET or INTENCLR register returns the same information as INTEN.

The INTPEND register contains the interrupt pending status of events generated by a peripheral. This is a
read-only register.

Peripherals implementing multiple interrupts have several INTEN registers that follow the convention of
INTENN, where n is the interrupt number from the peripheral. This also applies to corresponding INTPEND,
INTENSET, and INTENCLR registers. This feature enables any event to generate an interrupt from the
peripheral.

Peripherals implementing more than 32 events have access to multiple INTEN registers that follow the
convention of INTENN, where n is the event group number. The 32 lowest events in the peripheral make
event group 0. The next 32 events in the peripheral make event group 1, and so on. This convention is also
applicable for corresponding INTPEND, INTENSET, and INTENCLR registers.

Peripherals implementing both multiple interrupts and more than 32 events have multiple INTEN registers.
In this case, registers follow the convention of INTENnm, where n is interrupt number from the peripheral
and m is event group number. This convention is also applicable for corresponding INTPEND, INTENSET,
and INTENCLR registers.

Each event implemented in the peripheral is associated with a specific bit position in the INTEN, INTENSET,
and INTENCLR registers.

To ensure the lowest possible power consumption while in sleep, perform either of the following steps on
any pending interrupts:

¢ Clear the pending interrupt by writing 0 to the corresponding EVENT register
¢ Disable the interrupt by using the INTEN or INTENCLR registers

This has to be done even if the peripheral is disabled in its ENABLE or POWER register.
The relationship between tasks, events, shortcuts, and interrupts is illustrated in Peripheral interface on

page 213.

8.1.10.1 Interrupt clearing and disabling

Interrupts must be cleared by writing 0 to the corresponding EVENT register.

Interrupts are immediately re-triggered until cleared. Routines for software interrupt services continue to
execute, even if a new event has not been received.

8.2 Instantiation

ID Base address Instance TrustZone Split access Description
Map Att DMA
64 0x50040000 SPU0OO HF S NA No System protection unit SPUOO
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65

66

67

68

69

70

70

71

72

74

74

74

75
75

76

80

80

82

83

85

128

130

131

132

133

135

Base address

0x50041000
0x50042000
0x40042000
0x50043000
0x40043000
0x50044000
0x40044000
0x50045000
0x50046000
0x40046000
0x50046000
0x40046000

0x50047000
0x40047000

0x50048000
0x5004A000
0x4004A000
0x5004A000
0x4004A000
0x5004A000
0x4004A000
0x5004B000
0x5004B000
0x5004C000
0x4004C000
0x50050400

0x50050400
0x40050400

0x50052000
0x40052000
0x50053000
0x40053000
0x50055000
0x40055000
0x50080000
0x50082000
0x40082000
0x50083000
0x40083000
0x50084000
0x40084000
0x50085000
0x40085000
0x50087000
0x40087000

4503_018 v1.0

Instance

MPCO0
DPPICO0 : S
DPPICOO : NS
PPIBOO : S
PPIBOO : NS
PPIBO1:S
PPIBO1 : NS
KMU
AARO0O : S
AAROO : NS
CCMO00:S
CCMO0 : NS

ECBOO:S

ECBOO : NS

CRACEN
SPIMOO : S
SPIMOO : NS
SPIS00 : S
SPISO0 : NS
UARTEOQO : S
UARTEQO : NS
GLITCHDET
RRAMC
VPR0OO: S
VPROO : NS
GPIOHSPADCTRL

P2:S

P2:NS
CTRLAP : S
CTRLAP : NS
TAD: S

TAD : NS
TIMEROO : S
TIMEROO : NS
SPU10
DPPIC10:S
DPPIC10 : NS
PPIB10:S
PPIB10 : NS
PPIB11:S
PPIB11: NS
TIMER10: S
TIMER10 : NS
EGU10:S
EGU10: NS

TrustZone
Map
HF

us

us

us

HF

us

us

us

HF

us

us

us

HF
HF

us

HF

us

us

us

us

HF

us

us

us

us

us

Att

NS

DMA
NA

NA

NA

NA

NSA

SA

SA

SA

NSA

SA

SA

SA

NA
NA

NSA

NA

NA

NSA

NA

NA

NA

NA

NA

NA

NA

NA
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Split access Description

No

Yes

No

No

No

No

No

No

No

No

No

No

No
No

No

No

Yes

No

No

No

No

Yes

No

No

No

No

Memory privilege controller MPCOO

DPPI controller DPPICOO
PPI bridge PPIBOO

PPI bridge PPIBO1
Key management unit
Accelerated address resolver 00

AES CCM mode encryption CCMO0O, running of
HCLKCORE

AES ECB mode encryption 00

When configuring this peripheral's DMA security
using SPU configuration (DMASEC field of SPU-
>PERIPH[apb_slave_index]), use apb_slave_index 6
(same as AAROO and CCMO00)

Crypto accelerator

SPI controller SPIMOO

SPI peripheral SPISO0

Universal asynchronous receiver/transmitter
UARTEOO
Glitch detectors

RRAM Non-Volatile Memory Controller
FLPR - VPR peripheral registers

GPIO HS pad control GPIOHSPADCTRL

General purpose input and output, port P2

Does not support pin sense mechanism, and
DETECTMODE register has no effect. Supports extra
high drive (DRIVEO=EO, DRIVE1=E1).

Control access port CPU side
Trace and debug control

Timer TIMEROO
System protection unit SPU10

DPPI controller DPPIC10
PPl bridge PPIB10

PPI bridge PPIB11
Timer TIMER10

Event generator unit EGU10
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138

192

194

195

196

197

198

198

198

198

198

199

199

199

199

199

200

200

200

200

200

201

202

203

204

205

Base address

0x5008A000
0x4008A000

0x500C0000
0x500C2000
0x400C2000
0x500C3000
0x400C3000
0x500C4000
0x400C4000
0x500C5000
0x400C5000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C6000
0x400C6000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C7000
0x400C7000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C8000
0x400C8000
0x500C9000
0x400C9000
0x500CA000
0x400CA000
0x500CB000
0x400CB000
0x500CC000
0x400CC000
0x500CD000
0x400CD000
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Instance
RADIO : S
RADIO : NS
SPU20
DPPIC20: S
DPPIC20 : NS
PPIB20:S
PPIB20 : NS
PPIB21:S
PPIB21 : NS
PPIB22:S
PPIB22 : NS
SPIM20: S
SPIM20 : NS
SPIS20:S
SPIS20 : NS
TWIM20: S
TWIM20 : NS
TWIS20: S
TWIS20 : NS
UARTE20: S
UARTE20 : NS
SPIM21:S
SPIM21 : NS
SPIS21:S
SPIS21 : NS
TWIM21: S
TWIM21 : NS
TWIS21: S
TWIS21 : NS
UARTE21:S
UARTE21 : NS
SPIM22 :S
SPIM22 : NS
SPIS22:S
SPIS22 : NS
TWIM22 : S
TWIM22 : NS
TWIS22: S
TWIS22 : NS
UARTE22:S
UARTE22 : NS
EGU20:S
EGU20 : NS
TIMER20 : S
TIMER20 : NS
TIMER21: S
TIMER21 : NS
TIMER22 : S
TIMER22 : NS
TIMER23 : S
TIMER23 : NS

TrustZone

Map

us

HF

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

us

Att

DMA

SA

NA

NA

NA

NA

NA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

SA

NA

NA

NA

NA

NA
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Split access Description

No

No

Yes

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

No

2.4 GHz radio RADIO

See pinout for GPIO options for DFE antenna switch
control

System protection unit SPU20

DPPI controller DPPIC20

PPI bridge PPIB20

PPI bridge PPIB21

PPI bridge PPIB22

SPI controller SPIM20

SPI peripheral SP1S20

Two-wire interface controller TWIM20

Two-wire interface target TWIS20

Universal asynchronous receiver/transmitter

UARTE20

SPI controller SPIM21
SPI peripheral SP1S21
Two-wire interface controller TWIM21

Two-wire interface target TWIS21

Universal asynchronous receiver/transmitter

UARTE21

SPI controller SPIM22
SPI peripheral SP1S22
Two-wire interface controller TWIM22

Two-wire interface target TWIS22

Universal asynchronous receiver/transmitter

UARTE22

Event generator unit EGU20
Timer TIMER20
Timer TIMER21
Timer TIMER22
Timer TIMER23
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206

207

208

209

210

211

212

213

214

215

216

218

220

221

224

225

226

258

259

260

260

260

260

260

262

262

Base address

0x500CE000
0x400CE000
0x500CF000
0x400CF000
0x500D0000
0x400D0000
0x500D1000
0x400D1000
0x500D2000
0x400D2000
0x500D3000
0x400D3000
0x500D4000
0x400D4000
0x500D5000
0x400D5000
0x500D6000
0x400D6000
0x500D7000
0x400D7000
0x500D8200
0x400D8200

0x500DA000
0x400DA000

0x500DC000
0x500DD000
0x400DD000
0x500E0000
0x400E0000
0x500E1000
0x400E1000
0x500E2000
0x400E2000
0x50100000
0x50102000
0x40102000
0x50103000
0x40103000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50104000
0x40104000
0x50106000
0x40106000
0x50106000
0x40106000
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Instance

TIMER24 : S
TIMER24 : NS
MEMCONF : S
MEMCONF : NS
PDM20:S
PDM20 : NS
PDM21:S
PDM21 : NS
PWM20:S
PWM20 : NS
PWM21:S
PWM21 : NS
PWM22:S
PWM22 : NS
SAADC: S
SAADC : NS
NFCT: S
NFCT : NS
TEMP : S
TEMP : NS
RASES

P1:NS
GPIOTE20: S
GPIOTE20 : NS

TAMPC
12520: S
12520 : NS
QDEC20:S
QDEC20 : NS
QDEC21:S
QDEC21 : NS
GRTC:S
GRTC : NS
SPU30
DPPIC30: S
DPPIC30 : NS
PPIB30:S
PPIB30 : NS
SPIM30: S
SPIM30 : NS
SPIS30:S
SPIS30: NS
TWIM30: S
TWIM30 : NS
TWIS30:S
TWIS30 : NS
UARTE30: S
UARTE30 : NS
COMP : S
COMP : NS
LPCOMP : S

LPCOMP : NS

TrustZone

Map

us

us

us

us

us

us

us

us

us

us

us

us

HF

us

us

us

us

HF

us

us

us

us

us

us

us

us

us

Att

DMA

NA

NA

SA

SA

SA

SA

SA

SA

SA

NA

NA

NA

NA

SA

NA

NA

NA

NA

NA

NA

SA

SA

SA

SA

SA

NA

NA
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Split access Description

No

No

No

No

No

No

No

No

No

No

Yes

Yes

No

No

No

No

Yes

No

Yes

No

No

No

No

No

No

No

No

Timer TIMER24

Memory Configuration MEMCONF

Pulse density modulation (digital microphone)
interface PDM20
Pulse density modulation (digital microphone)

interface PDM21

Pulse width modulation unit PWM20
Pulse width modulation unit PWM21

Pulse width modulation unit PWM22

Successive approximation analog-to-digital

converter SAADC

Near field communication tag NFCT

Temperature sensor TEMP

General purpose input and output, port P1

8 channels and 2 interrupts for GPIO port P1

GPIO tasks and events GPIOTE20

Tamper controller TAMPC

Inter-IC sound interface 12520
Quadrature decoder QDEC20
Quadrature decoder QDEC21

Global RTC GRTC
System protection unit SPU30

DPPI controller DPPIC30

PPI bridge PPIB30

SPI controller SPIM30

SPI peripheral SPIS30

Two-wire interface controller TWIM30

Two-wire interface target TWIS30

Universal asynchronous receiver/transmitter

UARTE30

Comparator COMP
Low-power comparator LPCOMP

N

NORDIC

SEMICONDUCTOR



Peripherals

264 0x50108000 WDT30 HF S NA No Watchdog timer WDT30
0x50109000 WDT31:S
265 us S NA No Watchdog timer WDT31
0x40109000 WDT31 : NS
0x5010A000 PO:S .
266 us S NA Yes General purpose input and output, port PO
0x4010A000 PO : NS
0x5010C000 GPIOTE30: S 4 channels and 2 interrupts for GPIO port PO
268 us S NA Yes
0x4010C000 GPIOTE30 : NS GPIO tasks and events GPIOTE30
0x5010E000 CLOCK : S
270 us S NA No Clock control
0x4010E000 CLOCK : NS
0x5010E000 POWER : S
270 us S NA No Power control
0x4010E000 POWER : NS
0x5010E000 RESET : S
270 us S NA No Reset status
0x4010E000 RESET : NS
0x50120000 OSCILLATORS : S
288 us S NA No Oscillator control
0x40120000 OSCILLATORS : NS
0x50120000 REGULATORS : S
288 us S NA No Regulator control
0x40120000 REGULATORS : NS
N/A  0xOOFFC000 FICR HF NS NA No Factory information configuration
N/A  0xOOFFDO0O UICR HF S NA No User information configuration
N/A  0xO0FFE000 SICR HF S NA No Secure information configuration region
N/A  0x51800000 CRACENCORE HF S NSA No CRACEN core

Table 35: Instantiation table

8.3 AAR — Accelerated address resolver

Accelerated address resolver is a cryptographic support function for implementing the Resolvable Private
Address Resolution Procedure described in the Bluetooth Core specification.

The main features of AAR are:

¢ Memory-to-memory operations using Scatter/Gather DMA
¢ Real-time address resolution on incoming packets
¢ Multiple IRK resolution

The procedure allows two devices that share a secret key to generate and resolve a hash based on their
device address. AAR enables real-time address resolution on incoming packets when configured as
described in this chapter. This allows real-time packet filtering (whitelisting) using a list of known shared
keys (ldentity Resolving Keys (IRK) in Bluetooth).

The inputs and outputs of AAR are illustrated in the following figure.

START —— —— > RESOLVED

STOP —— > — > NOTRESOLVED

— > END

IN.PTR —— > — > OUT.PTR

Figure 37: AAR block diagram
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8.3.1 Shared resources

AAR shares the same AES module as the ECB and CCM peripherals. ECB will always have the lowest
priority. If there is a sharing conflict during encryption, ECB operation will be aborted and an ERRORECB
event will be generated by ECB.

Additionally, AAR shares registers and other resources with the peripherals that have the same ID as AAR.
See Peripherals with shared ID on page 214 for more information.

8.3.2 Resolving a resolvable address

As per Bluetooth specification, a private resolvable address is composed of six bytes.

LSB 1 1 1 1 MSB
random 1]o0
,/ hash (24-bit) ,’ prand (24-bit)H

Figure 38: Resolvable address

To resolve an address, IN.PTR must point to a job list describing both the Hash and Prand parts of the
private resolvable address (DEVICEADDR) field from the Bluetooth packet, as well as a number of Identity
Resolving Keys (IRK). This is illustrated in the examples below. How many IRKs are used is determined by
the number of IRKs in the job list. See EasyDMA on page 223 for an introduction to EasyDMA job lists.

The resolver is started by triggering the START task. A RESOLVED event is generated if AAR manages to
resolve the address using one of the Identity Resolving Keys (IRK). AAR will generate a NOTRESOLVED
event if it is not able to resolve the address using the specified list of IRKs. If there are no IRKs in the
joblist, the NOTRESOLVED event is generated.

Device memory IRK data structure
IRK15[15] IrkPtr + OXFF
Length field IRK15[1]
M Attribute field
IRK15[0] IrkPtr + OxFO
IRK1[15] IrkPtr + Ox1F
IRK1[1] IrkPtr + Ox11
IRK1[0] IrkPtr + 0x10
IRKO[15] IrkPtr + OxOF
IRKO[1] IrkPtr + Ox01
IRKO[O] IrkPtr + 0x00
Job list
Prand
0 DEVICEADDR[5] DevAddrPtr + 0x05
0 DEVICEADDR[4]
13 | DEVICEADDR([3] | DevAddrPtr + 0x03
IN.PTR + 0x10 IrkPtr /
12 ‘ Hash
IN.PTR + 0x08 PrandPtr DEVICEADDR[2] | DevAddrPtr + 0x02
11 | DEVICEADDR(1]
IN.PTR + 0x00 HashPtr —\> DEVICEADDR[0] | DevAddrPtr

IN.PTR

Figure 39: Address resolution with 16 IRKs and DEVICEADDR preloaded into RAM
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Device memory

IrkPtr2 + Ox1F

IrkPtr2 + 0x10

IrkPtr2 + OxOF

IrkPtr2 + 0x01
IrkPtr2 + 0x00

IN.PTR + 0x10

IN.PTR + 0x08

IN.PTR + 0x00

IRK data structure

IRK2[15]

IRK2[1]

IRK2[0]

IRK1[15]

IRK1[1]

IRK1[0]

Job list

Length field
M Attribute field

IRK data structure

IRKO[15]

IRKO[1]

IRKO[0]

0

0

Device address

13 |

DEVICEADDR(5]

IrkPtr2

DEVICEADDR[4]

13 |

IrkPtrl

12]

PrandPtr

/ DEVICEADDR(3]
DEVICEADDR[2]

11|

DEVICEADDR[1]

HashPtr

| DEVICEADDR[0]

}

IrkPtrl + OxOF

IrkPtrl + 0x01
IrkPtrl + 0x00

DevAddrPtr2 + 0x02
DevAddrPtr2+ 0x01
DevAddrPtr2 + 0x00

DevAddrPtrl + 0x02
DevAddrPtrl+ 0x01
DevAddrPtrl + 0x00

Figure 40: Address resolution with packet device address
preloaded into multiple RAM locations, and three IRK keys

IN.PTR

AAR will go through the list of available IRKs in the job list, and for each IRK try to resolve the address

according to the Resolvable Private Address Resolution Procedure described in the Bluetooth

Specificationz. The time it takes to resolve an address may vary depending on where in the list the
resolvable address is located. The resolution time will also be affected by RAM accesses performed by
other peripherals and the CPU. See the Electrical specifications for more information about resolution

time.

Note: Maximum number of IRKs supported in a job list is 4096.

AAR only compares the received address to those programmed in the module without checking the

address type.

AAR will stop when it has managed to resolve the maximum number allowed, specified in the

MAXRESOLVED register. Each time AAR resolves an IRK, the index of the corresponding IRK is written to
memory through the output job list in OUT.PTR. For each IRK found, OUT. AMOUNT is updated accordingly.

The output job list must define a memory region large enough to hold list of resolved IRK indices. This is
calculated from the MAXRESOLVED register, where each IRK index occupies two bytes in memory. In the
example below, the n indicates the number of bytes (size) in the resolved IRK index array. The value of n
must be exactly 2 times the value of MAXRESOLVED.

2
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Device memory

Length field
M Attribute field Resolved IRK index structure

IRK index n[1] IrkindexPtr + n * 2 + 0x01

IRK index n[0] IrkindexPtr + n * 2

Job list

5 IRK index 1[1] IrkindexPtr + 0x03

o IRK index 1[0] IrkindexPtr + 0x02

™ ‘ IRK index 0[1] IrkindexPtr + 0x01

. 4 IRK index 0[O0 IrkindexPtr + 0x00

OUT.PTR + 0x00 IrkindexPtr [

}

OUT.PTR

Figure 41: Resolved IRK index structure at RAM

At the end of the operation, AAR will generate the END event.

Triggering the STOP task will stop AAR. If AAR is stopped before the operation has completed, the END,
RESOLVED, and NOTRESOLVED events are not generated. However, if STOP is triggered close to the end of
the operation the events can be generated.

8.3.3 EasyDMA

This peripheral implements EasyDMA with scatter-gather functionality for reading from memory without
CPU involvement.

The scatter-gather functionality allows EasyDMA to collect data from multiple memory regions, instead
of one contiguous block. The memory regions are described by a job list, called input job list. The job list
consists of one or more job entries that consist of a 32-bit address field, 8-bit attribute field, and 24-bit
length field. A job list ends with a zero filled job entry.

The input job list must have separate entries for the following entries:

1. The three first bytes of the resolvable private address (the 24-bit hash)
2. The three following bytes of the resolvable private address (the 24-bit prand)
3. The IRKs

The attribute field of each of these entries identify the input job and must be set according to the
following table.

Attribute Value
Hash 11
Prand 12
Irk 13

Table 36: Attribute field for input job list

If the IN.PTR register or the entries in the input job list are not pointing to memory connected to the DMA
bus, an EasyDMA transfer may result in a HardFault or memory corruption. See Memory on page 13 for
more information about the different memory regions and DMA connectivity.

The EasyDMA will have finished accessing the RAM when the END, RESOLVED, or NOTRESOLVED events
are generated.

For instances supporting DMA error detection, the ERRORSTATUS register will report if a bus error
has occurred during DMA access. To see if DMA error detection is supported, see the the instance's
configuration in Instantiation on page 216.
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The list of the resolved IRK indices are stored in memory using the output job list, configured by OUT.PTR.

Attribute Value
Resolved Irk index 11

Table 37: Attribute field for output job list

Example

The figure below shows an example of a job list with three job entries. Each of the entries point to a
memory address, and the length field describes how many bytes of data is stored at that address. There
are three blocks of memory in use

e Hash, an array of length 3
e Prand, an array of length 3
¢ Irk, an array of at least length 16

The data pointed to from the job list is what is fed into the module and processed according to the
peripheral's operation. The entries of the job list comprises pointers to the individual arrays, as well as
their sizes. Job entries with length greater than one are processed in little endian order.

IRK[15] IrkPtr + OxOF
Job st IRK[1] IrkPtr + 0x01
op TS IRK[O] IrkPtr + 0x00
0
IN.PTR + 0x18
= | 0 PRAND[2] | PrandPtr + 0x02

PRAND[1] PrandPtr + 0x01

IN.PTR + 0x10 IrkPtr

%) ‘ / PRANDIO] PrandPtr + 0x00
IN.PTR + 0x08| PrandPtr HASH([2] HashPtr + 0x02
|

11 | HASH[1] HashPtr + 0x01
IN.PTR + 0x00 HashPtr HASHI0] HashPtr + 0x00

T

IN.PTR

Length field
B Attribute field

Figure 42: EasyDMA Scatter-Gather job list example

8.3.4 Use case example for chaining RADIO packet reception with

address resolution using AAR

AAR may be started as soon as the 6 bytes required by AAR have been received by RADIO and stored in
RAM. The Hash and Prand part of the job list must point to the part of the packet containing the device
address.
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IRK data structure
IrkPtr + OxFF IRK15[15] .
Device memory
IRK15[1]
IrkPtr + OxFO IRK15[0]
t H 50: SO field of RADIO (optional)
IrkPtr + Ox1F IRK1[15] ) .
L: Length field of RADIO (optional)
S1: S1 field of RADIO (optional)
IrkPtr + Ox11 IRK1[1]
DEVICEADDR: resolvable address
IrkPtr + 0x10 IRK1[0]
IrkPtr + OxOF IRKO[15]
IrkPtr + 0x01 IRKO[1]
IrkPtr + 0x00 IRKO[O]
Radio packet
Job list DEVICEADDR([5]
0 DEVICEADDR[4]
IN.PTR + 0x18 0 DEVICEADDR(3] | PrandPtr + 0x00
13 | DEVICEADDR[2]
IN.PTR + 0x10 IrkPtr DEVICEADDR[1]
12 ‘ DEVICEADDR(O] | HashPtr + 0x00
IN.PTR + 0x08 PrandPtr S1
11 | L
IN.PTR + 0x00 HashPtr SO PacketPtr + 0x00
A A
FROM TRANSMITTER
Length field RADIO.PACKETPTR
M Attribute field RADIO
RXEN ——p»
—> RESOLVED
START ——p
AAR —> NOTRESOLVED
AAR.IN.PTR
——» END

Figure 43: Address resolution with packet loaded into RAM by RADIO

8.3.5 Registers

Instances

Instance

AAROO : S

Domain

GLOBAL

AAR0O : NS

Configuration

Instance
AARO0O : S
AAROO : NS

4503_018 v1.0

Domain

GLOBAL

Base address

0x50046000

TrustZone Split Description
Map Att DMA access
us S SA No

0x40046000

Configuration

225

Accelerated address resolver 00
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Register overview

TASKS_START 0x000 Start resolving addresses based on IRKs specified in the IRK data structure
TASKS_STOP 0x004 Stop resolving addresses

SUBSCRIBE_START 0x080 Subscribe configuration for task START

SUBSCRIBE_STOP 0x084 Subscribe configuration for task STOP

EVENTS_END 0x100 Address resolution procedure complete or ended due to an error
EVENTS_RESOLVED 0x104 Address resolved

EVENTS_NOTRESOLVED 0x108 Address not resolved

EVENTS_ERROR 0x10C Operation aborted because of a STOP task or due to an error

This event does not generate an interrupt

PUBLISH_END 0x180 Publish configuration for event END
PUBLISH_RESOLVED 0x184 Publish configuration for event RESOLVED
PUBLISH_NOTRESOLVED 0x188 Publish configuration for event NOTRESOLVED
PUBLISH_ERROR 0x18C Publish configuration for event ERROR
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

ERRORSTATUS 0x404 Error status

ENABLE 0x500 Enable AAR

MAXRESOLVED 0x508 Maximum number of IRKs to resolve

IN.PTR 0x530 Input pointer

OUT.PTR 0x538 Output pointer

OUT.AMOUNT 0x53C Number of bytes transferred in the last transaction

8.3.5.1 TASKS_START
Address offset: 0x000

Start resolving addresses based on IRKs specified in the IRK data structure

R/W Field Value ID Description
A W TASKS_START Start resolving addresses based on IRKs specified in the IRK data structure
Trigger 1 Trigger task

8.3.5.2 TASKS_STOP
Address offset: 0x004

Stop resolving addresses

Value ID Description
A W  TASKS_STOP Stop resolving addresses
Trigger 1 Trigger task

8.3.5.3 SUBSCRIBE_START
Address offset: 0x080
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Subscribe configuration for task START

R/W Field Description
A RW  CHIDX [0..255] DPPI channel that task START will subscribe to
B RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

8.3.5.4 SUBSCRIBE_STOP
Address offset: 0x084

Subscribe configuration for task STOP

R/W Field Description
A RW  CHIDX [0..255] DPPI channel that task STOP will subscribe to
B RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

8.3.5.5 EVENTS_END
Address offset: 0x100

Address resolution procedure complete or ended due to an error

Description
A RW  EVENTS_END Address resolution procedure complete or ended due to an error
NotGenerated 0 Event not generated
Generated 1 Event generated

8.3.5.6 EVENTS_RESOLVED

Address offset: 0x104

Address resolved

R/W Field Value ID Description
A RW  EVENTS_RESOLVED Address resolved
NotGenerated 0 Event not generated
Generated 1 Event generated
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8.3.5.7 EVENTS_NOTRESOLVED
Address offset: 0x108

Address not resolved

ID R/W Field Value ID Description

A RW  EVENTS_NOTRESOLVED Address not resolved
NotGenerated 0 Event not generated
Generated 1 Event generated

8.3.5.8 EVENTS_ERROR
Address offset: 0x10C
Operation aborted because of a STOP task or due to an error

This event does not generate an interrupt

ID R/W Field Value ID Description

A RW  EVENTS_ERROR Operation aborted because of a STOP task or due to an error

This event does not generate an interrupt
NotGenerated 0 Event not generated

Generated 1 Event generated

8.3.5.9 PUBLISH_END
Address offset: 0x180

Publish configuration for event END

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that event END will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

8.3.5.10 PUBLISH_RESOLVED
Address offset: 0x184
Publish configuration for event RESOLVED
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R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that event RESOLVED will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

8.3.5.11 PUBLISH_NOTRESOLVED
Address offset: 0x188

Publish configuration for event NOTRESOLVED

R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that event NOTRESOLVED will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

8.3.5.12 PUBLISH_ERROR
Address offset: 0x18C

Publish configuration for event ERROR

R/W Field Description
A RW  CHIDX [0..255] DPPI channel that event ERROR will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

8.3.5.13 INTENSET
Address offset: 0x304

Enable interrupt

R/W Field Value ID Description
A RW END Write '1' to enable interrupt for event END
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled

Enabled 1 Read: Enabled
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R/W Field Value ID Description
B RW  RESOLVED Write '1' to enable interrupt for event RESOLVED
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  NOTRESOLVED Write '1' to enable interrupt for event NOTRESOLVED
wWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW ERROR Write '1' to enable interrupt for event ERROR
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled

Enabled 1 Read: Enabled

8.3.5.14 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW END Write '1' to disable interrupt for event END
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  RESOLVED Write '1' to disable interrupt for event RESOLVED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW  NOTRESOLVED Write '1' to disable interrupt for event NOTRESOLVED
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW ERROR Write '1' to disable interrupt for event ERROR
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.3.5.15 ERRORSTATUS
Address offset: 0x404
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Error status

R/W Field Description
A R ERRORSTATUS Error status when the ERROR event is generated
NoError 0 No errors have occurred
PrematurelnptrEnd 1 End of INPTR job list before data structure was read.
DmakError 4 Bus error during DMA access.

8.3.5.16 ENABLE
Address offset: 0x500

Enable AAR

R/W Field Description
A RW  ENABLE Enable or disable AAR
Disabled 0 Disable
Enabled 3 Enable

8.3.5.17 MAXRESOLVED
Address offset: 0x508

Maximum number of IRKs to resolve

Description

A RW  MAXRESOLVED 1..4095 The maximum number of IRKs to resolve

After MAXRESOLVED number of IRKs have been resolved, AAR will stop

processing and generate the END event

8.3.5.18 IN
IN EasyDMA channel
8.3.5.18.1 IN.PTR

Address offset: 0x530

Input pointer

ID R/W  Field Value ID Description

A RW PTR Points to a job list containing AAR data structure
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8.3.5.19 OUT
OUT EasyDMA channel

8.3.5.19.1 OUT.PTR
Address offset: 0x538

Output pointer

ID R/W  Field Value ID Description
A RW PTR Output pointer

8.3.5.19.2 OUT.AMOUNT
Address offset: 0x53C

Number of bytes transferred in the last transaction

ID R/W Field Value ID Value Description

A R AMOUNT [1..255] Number of bytes written to memory after triggering the START task.

Each resolved IRK index uses two bytes.

8.4 CCM — AES CCM mode encryption

Counter with cipher block chaining - message authentication code (CCM) mode is an authenticated
encryption algorithm designed to provide both authentication and confidentiality (encryption/decryption)
during data transfer.

The main features of CCM are:

¢ Memory-to-memory packet encryption and decryption operations using Scatter/Gather DMA
e Support for Bluetooth requirements and algorithm as defined in IETF RFC3610

e Support for IEEE 802.15.4

e Concurrent operation with RADIO

AES CCM combines counter (CTR) mode encryption and cipher block chaining - message authentication
code (CBC-MAC) authentication. The CCM terminology message authentication code (MAC) is called
message integrity check (MIC) in Bluetooth terminology, and also in this document.

START —— >

(o e LS CCM > ERROR
IN.PTR —> ———— OUTPTR

Figure 44: CCM Overview
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CCM generates an encrypted keystream that is applied to input data using the XOR operation

and generates an M byte MAC field in one operation. CCM and RADIO can be configured to work
synchronously. CCM will encrypt in time for transmission and decrypt after receiving bytes into memory
from the radio. All operations can complete within the packet RX or TX time. CCM on this device is
implemented to support the Bluetooth requirements and the algorithm as defined in IETF RFC3610,
and depends on the AES-128 block cipher. A description of the CCM algorithm can also be found in NIST
Special Publication 800-38C. The Bluetooth specification describes the configuration of counter mode
blocks and encryption blocks to implement compliant encryption for Bluetooth Low Energy.

CCM uses EasyDMA to read/write additional authenticated data, plain text and cipher text.
Two operations are supported:

¢ Packet encryption
e Packet decryption

All operations are done in compliance with the Bluetooth Core Specification, as well as IEEE 802.15.4.

8.4.1 Shared resources

The CCM shares the same AES module as the AAR and ECB peripherals. The ECB will always have the
lowest priority. If an operation is aborted due to a conflict among the shared resources, an ERROR event
will be generated.

Additionally, the CCM shares registers and other resources with the peripherals that have the same ID as
the CCM. See Peripherals with shared ID on page 214 for more information.

8.4.2 Encryption and decryption

CCM supports both packet encryption and decryption.

The following table shows the different CCM input/output and parameters supported by the CCM module
for encryption and decryption:

Parameter Valid input Description
M 0,4,6,8,10,12, Number of bytes in the authentication field
14, 16
L 2 (fixed) Number of bytes in the length field
I(a) 0-65279 Number of bytes in additional authenticated data
I(m) 0-(65535 - M) Number of bytes in the message to authenticate and encrypt
I(c) 0-65535 Number of bytes in the encrypted message; |(m) + M bytes
a I(a) number of Additional authenticated data
bytes
m [(m) number of Message to authenticate and encrypt
bytes
C I(c) number of Encrypted message
bytes

Table 38: CCM Parameters

In addition to the parameters listed above, the CCM requires two sets of data: a 128-bit key and a 128-
bit nonce. These are supplied via dedicated register interfaces: KEY.VALUE registers for the 128-bit key,
and NONCE.VALUE registers for the 128-bit nonce. The 128-bit key in the KEY.VALUE registers is stored in
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reverse byte order relative to the payload. For example, using the sample session key from the Bluetooth
Core Specification v5.4, Volume 6, Part C, chapter 1.2:

e Session Key (SK): 99AD1B5226A37E3E058E3B8E27C2C666
The KEY.VALUE registers are populated as follows:

e KEYVALUE[O] = 0x27C2C666
e KEYVALUE[1] = 0x058E3B8E
e KEYVALUE[2] = 0x26A37E3E
e KEYVALUE[3] = 0x99AD1B52

The same reverse byte order is used for the NONCE.VALUE registers. For the packet example "3. Data
packetl" with the following values:

e |V: DEAFBABEBADCAB24
e Direction Bit: 1
e Packet Counter: 1

The NONCE.VALUE registers are populated as follows:

e NONCE.VALUE[0] = 0XBEBAAFDE
e NONCEVALUE[1] = 0x24ABDCBA
e NONCEVALUE[2] = 0x00000080
e NONCE.VALUE[3] = 0x00000001

Note: Although the NONCE in the example above is 13 bytes, it must be written as a 16-byte value
with the first 3 bytes zero-padded.

Note: The KEY and NONCE byte order is reversed compared to the NRF52 and NRF53 series
devices.

8.4.2.1 Encryption

During packet encryption, CCM will read the unencrypted packet located in memory at the address
specified in register IN.PTR, encrypt the packet and append an M byte long message authentication code
(MAC) field to the packet.

The message to authenticate and encrypt (m) and additional authenticated data (a) are included in the
MAC generation. The first byte in the packet header can be masked by configuring the ADATAMASK
register. This is useful for Bluetooth header masking. For protocols other than Bluetooth, the ADATAMASK
register must be set to OxFF for correct CCM operation; the reset value is configured to support Bluetooth.

Encryption is started by triggering the START task with the MODE register set to Encryption. The END
event will be generated when packet encryption is completed.

The AES CCM will modify the I(c) output field of the packet to adjust for the appended MAC field, that
is, add MODE.MACLEN bytes to I(m), and store the resulting packet back into memory at the locations
specified in the OUT.PTR list, as illustrated in the following figure. The maximum length of I(m) plus
MODE.MACLEN cannot exceed 65535 bytes.
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pointer attr and len

NULL 0

MDATA | 14

ADATA | 13

MLEN 12

ALEN 11 1

A

IN.PTR S I N R I

'Y \ 4 ) 4 v }
i I(a) ‘ I(m) H a ‘ m ‘ %—P
. MODE= ENCRYPTION

pointer attr and len

NULL 0

MDATA | 14

ADATA | 13 AES CCM

MLEN 12

ALEN 11 ]

A

OUT.PTR e

i \ 4 \ 4 \ |
| I(a)‘ |<c)H a ‘ c ‘:m—
| |
| |

Figure 45: Encryption

If the following occurs, the ERROR event is generated, the CCM stops, and the ERRORSTATUS register will
report the type of error that triggered the ERROR event:

¢ The IN.PTR job list ends before reading out the complete CCM data structure

¢ The OUT.PTR job list ends before writing out the complete encrypted CCM data structure

¢ The CCM is not able to operate fast enough to run concurrently with the RADIO as the RADIO transmits
the encrypted packet.

¢ The EasyDMA engine encounters an error, see EasyDMA and ERROR event on page 239

Any values of I(m) and I(a) are allowed. If encrypting empty packets, i.e. [(m) = I(a) = 0, no encryption will
take place; the END event is generated, and CCM operation is stopped.

For Bluetooth (MODE.PROTOCOL=B1e), valid packets with 0 payload (I(a) is larger than 0 but I(m) is 0) will
not be authenticated but instead moved unmodified through the AES CCM peripheral, and thus no MAC
will be generated.

For IEEE 802.15.4 (MODE.PROTOCOL=Ieee802154), valid packets with 0 payload (l(a) is larger than 0 but
[(m) is 0) will be authenticated, and thus a MAC will be generated as part of the output data.

8.4.2.2 Decryption

During packet decryption, CCM will read the encrypted packet located in memory at the address
specified in the IN.PTR pointer, decrypt the packet, authenticate the packet's MAC field and generate the
appropriate MAC status.

The encrypted message in (c), is decrypted and authenticated together with additional authenticated
data (a) and then matched against the decrypted MAC value. The decrypted MAC value is part of (c).
Bits in the first byte of the data can be masked away before calculating the MAC value by configuring the
ADATAMASK register. This is useful for Bluetooth header masking. For protocols other than Bluetooth,
the ADATAMASK register must be set to OxFF for correct CCM operation; the reset value is configured to

support Bluetooth.
> I

NORDIC

SEMICONDUCTOR

4503_018 v1.0 235



Peripherals

Decryption is started by triggering the START task with the MODE register set to FastDecryption.

CCM will write the I(m) value of the decrypted packet to the location provided in OUT.PTR, and then store
the decrypted packet into memory at the locations given by the OUT.PTR list as illustrated in the following
figure.

pointer  attr and len
NULL 0 Length field
MDATA 14 M Attribute field
ADATA 13
MLEN 12
ALEN 11 —
4 i'v__'w'r__v___v_____l
OUT.PTR VU@ |m][ e [ m | e
. - —_——__ | l——
pointer attr and len MODE = DECRYPTION
NULL 0
MDATA _[14 AES CCM
ADATA 13
MLEN 12
ALEN 11
A YV v Ty T 1
IN.PTR | i) 1) Lall c |

Figure 46: Decryption

For Bluetooth (MODE.PROTOCOL=B1e), CCM is only able to authenticate messages where I(c) is at least
MACLEN+1 bytes long. If I(c) is less than MACLEN+1, CCM will generate an END event and clear the
MACSTATUS (indicating MAC check failure). Furthermore, empty packets (I(c)=0) will be moved unmodified
through the AES CCM peripheral even though ERROR event shall be generated. In any other case that
leads to a failed MACSTATUS or an ERROR event, the contents of the job addresses given in OUT.PTR are
undefined.

For IEEE 802.15.4 (MODE.PROTOCOL=Ieee802154), CCM will also perform authentication on messages
where only ADATA is present (i.e. [(m)=0 and I(a)>0). In this case MACSTATUS reflects the result of the
authentication. If I(c)<MACLEN, then the ERROR event is generated, and the contents of the locations
given in OUT.PTR are undefined.

If the following occurs, the ERROR event is generated, and CCM is stopped.

¢ The IN.PTR job list ends before reading out the complete CCM data structure
¢ The OUT.PTR job list ends before writing out the complete decrypted CCM data structure
¢ The EasyDMA engine encounters an error, see EasyDMA and ERROR event on page 239

If the IN.PTR or OUT.PTR job lists do not end before the complete encrypted/decrypted CCM data
structures are read, the END event is generated and CCM operation is stopped.

8.4.3 Encrypting packets in radio transmit mode
When the AES CCM is encrypting a packet at the same time as the radio is transmitting it, the radio must

read the encrypted packet from the same memory location as the AES CCM is writing to.

The OUT.PTR pointer in the AES CCM must therefore point to the same memory location as the
PACKETPTR pointer in the radio, see Example configuration of encryption during radio transmission on
page 237.
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pointer  attr and len

NULL 0 .
MDATA 12 Length field
ADATA 13 M Attribute field
MLEN 12
ALEN 11
s — - d_-_-d______ 5
INPTR |
pOinter attrandlen | —/ — —— —— JI_> MODE = ENCRYPTION
NULL 0
MDATA 14
ADATA 13
MLENMSB |12 AES CCM
MLENLSB |12 —T—"
ALEN 11 .
I'V_V___V_V_____V______I
OUTPTR I {1@)] (e msb| a| Ic)isb | |RFU ¢ iMAC |
Y S |
RADIO.PACKETPTR i/ To remote receiver
RADIO —_—
Radio packet format: | S0 |LENGTH|RFU| PAYLOAD | TXEN—>]

Figure 47: Example configuration of encryption during radio transmission

The START task must be triggered by RADIO READY event to ensure that the payload is encrypted in
time for radio transmission. This is illustrated in the following figure, using a PPl connection between
RADIO.EVENTS_READY and CCM.TASKS_START.

AES CCM Encryption
A
START
A\ 4
PPI END
READY
RADIO RU P A H L |RFU EPL MIC CRC
TXEN A vEND
READY, START

RU: Ramp-up of radio SHORTCUT H: Header (S0) EPL: encrypted payload

P: Preamble L: Length

A: Address RFU: reserved for future use (S1)

Figure 48: Radio transmission with encryption using a PPl connection

8.4.4 Decrypting packets received by the radio

To decrypt a packet received by the radio immediately upon its reception, CCM can be started when the
RADIO PAYLOAD event is generated. The packet is decrypted when the CCM.END event is generated.
Typically, CCM will decrypt the packet before or during the reception of the CRC. However, if the packet is
large and the bitrate is high, CCM will not finish before the PHYEND event, but shortly afterward. After the
CCM.END event is generated; the MACSTATUS can be checked.

AES CCM must therefore operate on the same memory location as RADIO, as illustrated in the following
figure.
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pointer attr and len

NULL 0
MDATA |14
ADATA |13
MLEN 12
ALEN 11
Fy
OUTPTR
pointer attr and len MODE = DECRYPTION
NULL 0
MDATA |14
ADATA |13
MLENMSB [ 12 AES CCM
MLENLSB [12 ————T
ALEN 11
0 Y Ty Ty — Ty T oo
INFTR : I(a) | I(Tr)ls-LM a '(ml)s; Mlrru| ¢ imac :—>
L _ A ____ 1
. From remote
Length field RADIO.PACKETPTR /' transmitter
M Attribute field RADIO
RXEN—>]

Radio packet format: | S0 |LENGTH| RFU| PAYLOAD |

Figure 49: Example configuration of CCM for decrypting a packet as it is received by the RADIO

8.4.5 CCM data structure

The input and output data structures are located in memory specified by IN.PTR and OUT.PTR on page
246 respectively.

Both IN.PTR and OUT.PTR point to a scatter/gather job list. This job list must contain all the fields listed in
the attribute field table. Each job list must be terminated with a 0 filled job entry. If either of the IN.PTR or
OUT.PTR job list is not terminated, then the behavior of CCM is undefined.

The job list consists of one or more job entries each containing a 32-bit address field, an 8-bit attribute
field, and a 24-bit length field. A job list ends with a zero-filled job entry. The EasyDMA job list example
below illustrates a job list that points to three different memory sections with varying lengths. The data
pointed to by the job list is fed into the module to be processed according to the CCM operation. Job
entries with a length greater than one byte are processed in little endian order.

THIRDDATA[15] | ThirdPtr + OxOF
Job list
0 THIRDDATA[1] ThirdPtr + 0x01
INPTR + 0x18 0 THIRDDATA[O] ThirdPtr + 0x00
=] v
: SECONDDATA[1] [SecondPtr + 0x01
INPTR + 0x10
X : ThirdPtr / SECONDDATA[O] |SecondPtr + 0x00
2
INPTR + 0x08| SecondPtr FIRSTDATA[2] FirstPtr + Ox02
ay | FIRSTDATA[1] |FirstPtr + Ox01
INPTR + 0x00 FirstPtr | ——® FIRSTDATA[O] FirstPtr + 0x00

T

INPTR Length field

M Attribute field

Figure 50: EasyDMA job list example
The attribute field identifies the job and must be set according to the following table.
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Alen 11
Mlen 12
Adata 13
Mdata 14

Table 39: Attribute field

8.4.6 EasyDMA and ERROR event

The CCM implements an EasyDMA with scatter/gather mechanism for reading and writing to memory.

In cases where the CPU and other EasyDMA enabled peripherals are accessing the same RAM block at the
same time, a high level of bus collisions may cause too slow operation for correct on the fly encryption. In
this case the ERROR event will be generated.

EasyDMA will have finished accessing the memory when the END event is generated.

If the IN.PTR and the OUT.PTR are not pointing to memory with DMA connectivity, an EasyDMA transfer
may result in a HardFault or memory corruption. See Memory on page 13 for more information about the
different memory regions.

For instances supporting DMA error detection, the ERRORSTATUS register will report if a bus error has
occurred during DMA access.

8.4.7 Registers

Instances

CCMO00: S 0x50046000 AES CCM mode encryption CCM00,
GLOBAL us S SA No

CCMO00 : NS 0x40046000 running of HCLKCORE

Configuration

CCMO00:S

GLOBAL Does not support on-the-fly decryption.
CCMO00 : NS

Register overview

TASKS_START 0x000 Start encryption/decryption. This operation will stop by itself when completed.
TASKS_STOP 0x004 Stop encryption/decryption
TASKS_RATEOVERRIDE 0x008 Override DATARATE setting in MODE register with the contents of the RATEOVERRIDE register

for any ongoing encryption/decryption

SUBSCRIBE_START 0x080 Subscribe configuration for task START
SUBSCRIBE_STOP 0x084 Subscribe configuration for task STOP
SUBSCRIBE_RATEOVERRIDE 0x088 Subscribe configuration for task RATEOVERRIDE
EVENTS_END 0x104 Encrypt/decrypt complete or ended because of an error
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EVENTS_ERROR 0x108 CCM error event

PUBLISH_END 0x184 Publish configuration for event END
PUBLISH_ERROR 0x188 Publish configuration for event ERROR
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

MACSTATUS 0x400 MAC check result

ERRORSTATUS 0x404 Error status

ENABLE 0x500 Enable

MODE 0x504 Operation mode

KEY.VALUE[n] 0x510 128-bit AES key

NONCE.VALUE([n] 0x520 13-byte NONCE vector

Only the lower 13 bytes are used
IN.PTR 0x530 Input pointer

Points to a job list containing unencrypted CCM data structure in Encryption mode

Points to a job list containing encrypted CCM data structure in Decryption mode

OUT.PTR 0x538 Output pointer
Points to a job list containing encrypted CCM data structure in Encryption mode

Points to a job list containing decrypted CCM data structure in Decryption mode
RATEOVERRIDE 0x544 Data rate override setting.
ADATAMASK 0x548 CCM adata mask.

8.4.7.1 TASKS START
Address offset: 0x000

Start encryption/decryption. This operation will stop by itself when completed.

R/W  Field Value ID Description

A W TASKS_START Start encryption/decryption. This operation will stop by itself when
completed.
Trigger 1 Trigger task

8.4.7.2 TASKS_STOP
Address offset: 0x004

Stop encryption/decryption

Value ID Description
A W TASKS_STOP Stop encryption/decryption
Trigger 1 Trigger task

8.4.7.3 TASKS_RATEOVERRIDE
Address offset: 0x008

240 .

NORDIC

SEMICONDUCTOR

4503_018v1.0



Peripherals

Override DATARATE setting in MODE register with the contents of the RATEOVERRIDE register for any
ongoing encryption/decryption

ID R/W  Field Value ID Description

A W TASKS_RATEOVERRIDE Override DATARATE setting in MODE register with the contents of the
RATEOVERRIDE register for any ongoing encryption/decryption
Trigger 1 Trigger task

8.4.7.4 SUBSCRIBE_START
Address offset: 0x080

Subscribe configuration for task START

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task START will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.4.7.5 SUBSCRIBE_STOP
Address offset: 0x084

Subscribe configuration for task STOP

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task STOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.4.7.6 SUBSCRIBE_RATEOVERRIDE
Address offset: 0x088
Subscribe configuration for task RATEOVERRIDE
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R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that task RATEOVERRIDE will subscribe to
B RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

8.4.7.7 EVENTS_END
Address offset: 0x104

Encrypt/decrypt complete or ended because of an error

Description
A RW EVENTS_END Encrypt/decrypt complete or ended because of an error
NotGenerated 0 Event not generated
Generated 1 Event generated

8.4.7.8 EVENTS_ERROR
Address offset: 0x108

CCM error event

R/W Field Description
A RW  EVENTS_ERROR CCM error event
NotGenerated 0 Event not generated
Generated 1 Event generated

8.4.7.9 PUBLISH_END
Address offset: 0x184

Publish configuration for event END

R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that event END will publish to
RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

8.4.7.10 PUBLISH_ERROR
Address offset: 0x188
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Publish configuration for event ERROR

R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that event ERROR will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

8.4.7.11 INTENSET
Address offset: 0x304

Enable interrupt

Value ID Description
A RW END Write '1' to enable interrupt for event END
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW  ERROR Write '1' to enable interrupt for event ERROR
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.4.7.12 INTENCLR
Address offset: 0x308

Disable interrupt

R/W Field Value ID Description
A RW END Write '1' to disable interrupt for event END
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW ERROR Write '1' to disable interrupt for event ERROR
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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8.4.7.13 MACSTATUS
Address offset: 0x400

MAC check result

Value ID Description
A R MACSTATUS The result of the MAC check performed during the previous decryption
operation
CheckFailed 0 MAC check failed
CheckPassed 1 MAC check passed

8.4.7.14 ERRORSTATUS
Address offset: 0x404

Error status

Description
A R ERRORSTATUS Error status when the ERROR event is generated
NoError 0 No errors have occurred
PrematurelnptrEnd 1 End of INPTR job list before CCM data structure was read.
PrematureOutptrEnd 2 End of OUTPTR job list before CCM data structure was read.
EncryptionTooSlow 3 Encryption of the unencrypted CCM data structure did not complete in time.
DmakError 4 Bus error during DMA access.

8.4.7.15 ENABLE
Address offset: 0x500

Enable

R/W  Field Value ID Description
A RW  ENABLE Enable or disable CCM
Disabled 0 Disable
Enabled 2 Enable

8.4.7.16 MODE
Address offset: 0x504

Operation mode
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Value ID Description

A RW MODE The mode of operation to be used. The settings in this register apply when
the CRYPT task is triggered.
Encryption 0 AES CCM packet encryption mode
Decryption 1 This mode will run CCM decryption in the speed of the DATARATE field.

This enumerator is deprecated.

FastDecryption 2 AES CCM decryption mode.
3
B RW PROTOCOL Protocol and packet format selection
Ble 0 Bluetooth Low Energy packet format
leee802154 1 802.15.4 packet format
2
3
C RW  DATARATE Radio data rate that the CCM shall run synchronous with
125Kbit 0 125 Kbps
250Kbit 1 250 Kbps
500Kbit 2 500 Kbps
1Mbit 3 1 Mbps
2Mbit 4 2 Mbps
AMbit 5 4 Mbps
D RW  MACLEN CCM MAC length (bytes)
MO 0 M=0
This is a special case for CCM* where encryption is required but not
authentication
M4 1 M=4
M6 2 M=6
M8 3 M=8
M10 4 M=10
M12 5 M=12
M14 6 M=14
M16 7 M=16

8.4.7.17 KEYVALUE[n] (n=0..3)
Address offset: 0x510 + (n x Ox4)
128-bit AES key

ID R/W Field Value ID Description
A W VALUE AES 128-bit key value, bits (32*(i+1))-1 : (32*i)

8.4.7.18 NONCE.VALUE[n] (n=0..3)
Address offset: 0x520 + (n x 0x4)
13-byte NONCE vector

Only the lower 13 bytes are used
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ID R/W Field Value ID Description
A RW  VALUE NONCE value, bits (32*(n+1))-1 : (32*n)

IN EasyDMA channel

8.4.7.19.1 IN.PTR
Address offset: 0x530
Input pointer

Points to a job list containing unencrypted CCM data structure in Encryption mode

Points to a job list containing encrypted CCM data structure in Decryption mode

ID R/W  Field Value ID Description
A RW PTR Input pointer
8.4.7.20 OUT

OUT EasyDMA channel

8.4.7.20.1 OUT.PTR

Address offset: 0x538

Output pointer

Points to a job list containing encrypted CCM data structure in Encryption mode

Points to a job list containing decrypted CCM data structure in Decryption mode

ID R/W  Field Value ID Description

A RW PTR Output pointer

8.4.7.21 RATEOVERRIDE
Address offset: 0x544
Data rate override setting.

Override value to be used instead of the setting of MODE.DATARATE. This override value applies when the
RATEOVERRIDE task is triggered.

Note: The override is only applied when operating in BLE Long Range mode.
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ID R/W Field Value ID Description
A RW  RATEOVERRIDE Data rate override setting.
125Kbit 0 125 Kbps
500Kbit 2 500 Kbps
1Mbit 3 1 Mbps
2Mbit 4 2 Mbps
4Mbit 5 4 Mbps

8.4.7.22 ADATAMASK
Address offset: 0x548
CCM adata mask.

Bitmask for the first adata byte. The masking is done before MAC generation/authentication.

ID R/W Field Value ID Description

A RW  ADATAMASK CCM adata mask.

8.5 COMP — Comparator

The comparator peripheral (COMP) compares one input voltage (VIN+) against another input voltage
(VIN-). VIN+ can be derived from an analog input pin (AINO to AIN7). VIN- can be derived from multiple
sources depending on the operation mode of the comparator.

The main features of COMP are the following:

Input range from 0 V to VDD
Single-ended mode

¢ Fully flexible hysteresis using a 64-level reference ladder
Differential mode

¢ Configurable hysteresis
Reference inputs (VREF)

e External reference from AINO to AIN7 (between 0V and VDD)
e Internal VDD reference
e 1.2 Vinternal reference

Two speed/power consumption modes, low-power and high-speed
Single-pin capacitive sensor support
Event generation on output changes

e UP event when VIN+ rises above VIN- (VIN+ > VIN-)

¢ DOWN event when VIN+ falls below VIN- (VIN+ < VIN-)

e CROSS event on VIN+ and VIN- crossing

e READY event on core and internal reference (if used) ready
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14VvIS
F1dINVS

Comparator
core

RESULT

Output
0 = BELOW (VIN+ < VIN-)
1 = ABOVE (VIN+ > VIN-)

dn

Q3 7
5z 3
mZ <

Figure 51: COMP overview

8.5.1 START and STOP tasks

Once enabled through register ENABLE, COMP is started by triggering the START task and stopped by
triggering the STOP task. COMP will generate a READY event to indicate when it is ready for use and

the output is correct. The delay between START and READY is tin7 rerstart When an internal reference is
selected, or t compstarr if an external reference is used. When the COMP peripheral is started, events will
be generated every time VIN+ crosses VIN-.

8.5.2 Operation modes

COMP can be configured to operate in the two main operation modes, differential mode and single-ended
mode. See register MODE for more information. In both operation modes, COMP can operate in different
speed and power consumption modes (low-power to high-speed). High-speed mode will consume more
power compared to low-power mode. Low-power mode will result in a slower response time compared to
high-speed mode.

Use register PSEL to select any of the AIN[O0. . 7] pins as the VIN+ input. The COMP operation mode
does not matter. The source of VIN- depends on which operation mode is used.

¢ Differential mode — Derived directly from pins AIN[O0..7].
¢ Single-ended mode — Derived from VREF. VREF can be derived from VDD, AIN[O0. . 7], or internal 1.2
V reference.

The selected analog pins will be acquired by the comparator once it is enabled.

An optional hysteresis on VIN+ and VIN- can be enabled when the module is used in differential mode
through the register HYST. In single-ended mode, VUP and VDOWN thresholds can be set to implement
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a hysteresis using the reference ladder (see Comparator in single-ended mode on page 251). This
hysteresis is in the order of magnitude of Vprrhyst, and prevents noise on the signal to create unwanted
events. See Hysteresis example where VIN+ starts below VUP on page 252 for an illustration of the
effect of an active hysteresis on a noisy input signal.

An upward crossing will generate an UP event and a downward crossing will generate a DOWN event. The
CROSS event will be generated every time there is a crossing, independent of direction.

The immediate value of the comparator can be sampled to register RESULT by triggering the SAMPLE task.

8.5.3 Current source on analog input

A selectable current can be applied through register ISOURCE on the selected AIN[n] line. Enabling the
block creates a feedback path around the comparator, forming a relaxation oscillator. The circuit will

sink current from VIN+ when the comparator output is high, and source current into VIN+ when the
comparator output is low. The frequency of the oscillator is dependent on the capacitance at the analog
input pin, the reference voltages, and the value of the current source. In this mode, only a capacitive
sensor needs to be attached between the analog input pin and ground. With a selected current of 10 pA,
VUP-VDOWN equal to 1V, and an external capacity of typically 10 pF, the resulting oscillation frequency is
around 500 kHz.

The frequency of the oscillator can be calculated as follows:

f 0SC = I SOURCE / (2C- (VUP-VDOWN) )

8.5.4 Shared resources

The COMP shares analog resources with other analog peripherals.

Additionally, COMP shares registers and other resources with other peripherals that have the same ID as
the COMP. See Peripherals with shared ID on page 214 for more information.

The COMP peripheral shall not be disabled (by writing to the ENABLE register) before the peripheral has
been stopped. Failing to do so may result in unpredictable behavior.

8.5.5 Differential mode

In differential mode, the reference input VIN- is derived directly from one of the AINx pins.

Before enabling the comparator via the ENABLE register, the following registers must be configured for the
differential mode:

e PSEL

¢ MODE

e EXTREFSEL
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Output
0 = BELOW (VIN+ < VIN-)
1 = ABOVE (VIN+ > VIN-)
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Figure 52: Comparator in differential mode

Note: Depending on the device, not all the analog inputs may be available for each MUX. See
definitions for PSEL and EXTREFSEL for more information about which analog pins are available on a
particular device.

When HYST register is turned on while in this mode, the output of the comparator (and associated events)
will change from ABOVE to BELOW whenever VIN+ becomes lower than VIN- - (Vpeeryst / 2). It will also
change from BELOW to ABOVE whenever VIN+ becomes higher than VIN- + (Vpeenyst / 2). This behavior is
illustrated in Hysteresis enabled in differential mode on page 250.

VIN- +
(Vorrenyst / 2)

VIN- -
(Vorrenyst / 2)

1
I
1
T
I
I
L
1
I

Output Above Below Above Below
utpu (VIN+ > (VIN- + Vpieenyst /2)) (VIN+ < (VIN- - Voyegnyst /2)) (VIN+ > (VIN- + Vpigenyst /2))

Figure 53: Hysteresis enabled in differential mode
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8.5.6 Single-ended mode

In single-ended mode, VIN- is derived from the reference ladder.

Before enabling the comparator via the ENABLE register, the following registers must be configured for the
single-ended mode:

e PSEL
e MODE

e REFSEL

e EXTREFSEL
e TH

The reference ladder uses the reference voltage (VREF) to derive two new voltage references, VUP and
VDOWN. VUP and VDOWN are configured using THUP and THDOWN respectively in the TH register. VREF
can be derived from any of the available reference sources, configured using the EXTREFSEL and REFSEL
registers as illustrated in Comparator in single-ended mode on page 251. When AREF is selected in

the REFSEL register, the EXTREFSEL register is used to select one of the AINO-AIN7 analog input pins as
reference input. The selected analog pins will be acquired by the comparator once it is enabled.

m_» Comparator Reference
core ladder
-
RESULT

Output
0 = BELOW (VIN+ < VIN-)
1 =ABOVE (VIN+ > VIN-)

Cc
o

SSOYD
NMOa
AQV3Y

Figure 54: Comparator in single-ended mode

Note: Depending on the device, not all the analog inputs may be available for each MUX. See
definitions for PSEL and EXTREFSEL for more information about which analog pins are available on a
particular device.

When the comparator core detects that VIN+ > VIN-, i.e. ABOVE as per the RESULT register, VIN- will switch
to VDOWN. When VIN+ falls below VIN- again, VIN- will be switched back to VUP. By specifying VUP larger
than VDOWN, a hysteresis can be generated as illustrated in Hysteresis example where VIN+ starts below
VUP on page 252 and Hysteresis example where VIN+ starts above VUP on page 252.

Writing to HYST has no effect in single-ended mode, and the content of this register is ignored.
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Figure 55: Hysteresis example where VIN+ starts below VUP

VIN+

Below

Above (VIN+ > VIN-)

oD --.VA--

Below ( VIN+ < VIN-)

Above (VIN+ > VIN-)

VupP

Above

VDOWN

Below

Vup

VDOWN
Above

VIN- RESULT

SAMPLE

SAMPLE

Figure 56: Hysteresis example where VIN+ starts above VUP
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8.5.7 Registers

Instances
COMP: S 0x50106000

GLOBAL us S NA No Comparator COMP
COMP : NS 0x40106000

Register overview

TASKS_START 0x000 Start comparator

TASKS_STOP 0x004 Stop comparator

TASKS_SAMPLE 0x008 Sample comparator value. This task requires that COMP has been started by the START Task.
SUBSCRIBE_START 0x080 Subscribe configuration for task START
SUBSCRIBE_STOP 0x084 Subscribe configuration for task STOP
SUBSCRIBE_SAMPLE 0x088 Subscribe configuration for task SAMPLE
EVENTS_READY 0x100 COMP is ready and output is valid
EVENTS_DOWN 0x104 Downward crossing

EVENTS_UP 0x108 Upward crossing

EVENTS_CROSS 0x10C Downward or upward crossing
PUBLISH_READY 0x180 Publish configuration for event READY
PUBLISH_DOWN 0x184 Publish configuration for event DOWN
PUBLISH_UP 0x188 Publish configuration for event UP
PUBLISH_CROSS 0x18C Publish configuration for event CROSS
SHORTS 0x200 Shortcuts between local events and tasks
INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

INTPEND 0x30C Pending interrupts

RESULT 0x400 Compare result

ENABLE 0x500 COMP enable

PSEL 0x504 Pin select

REFSEL 0x508 Reference source select for single-ended mode
EXTREFSEL 0x50C External reference select

TH 0x530 Threshold configuration for hysteresis unit
MODE 0x534 Mode configuration

HYST 0x538 Comparator hysteresis enable

ISOURCE 0x53C Current source select on analog input

8.5.7.1 TASKS_START
Address offset: 0x000

Start comparator
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ID R/W  Field Value ID Value Description
A w TASKS_START Start comparator
Trigger 1 Trigger task

8.5.7.2 TASKS_STOP
Address offset: 0x004

ID R/W Field Value ID Description
A W TASKS_STOP Stop comparator
Trigger 1 Trigger task

8.5.7.3 TASKS_SAMPLE

Address offset: 0x008
Sample comparator value. This task requires that COMP has been started by the START Task.

ID R/W  Field Description
A W TASKS_SAMPLE Sample comparator value. This task requires that COMP has been started by
the START Task.
Trigger 1 Trigger task

8.5.7.4 SUBSCRIBE_START
Address offset: 0x080

Subscribe configuration for task START

ID R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that task START will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.5.7.5 SUBSCRIBE_STOP
Address offset: 0x084

Subscribe configuration for task STOP
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ID R/W  Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task STOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.5.7.6 SUBSCRIBE_SAMPLE
Address offset: 0x088

Subscribe configuration for task SAMPLE

R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that task SAMPLE will subscribe to
B RW EN
Disabled 0 Disable subscription
Enabled 1 Enable subscription

8.5.7.7 EVENTS_READY
Address offset: 0x100

COMP is ready and output is valid

Description
A RW  EVENTS_READY COMP is ready and output is valid
NotGenerated 0 Event not generated
Generated 1 Event generated

8.5.7.8 EVENTS_DOWN
Address offset: 0x104

Downward crossing

ID R/W Field Value ID Description

A RW  EVENTS_DOWN Downward crossing
NotGenerated 0 Event not generated
Generated 1 Event generated

8.5.7.9 EVENTS_UP
Address offset: 0x108
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Upward crossing

R/W Field Description
A RW  EVENTS_UP Upward crossing
NotGenerated 0 Event not generated
Generated 1 Event generated

8.5.7.10 EVENTS_CROSS
Address offset: 0x10C

Downward or upward crossing

ID R/W Field Value ID Description

A RW  EVENTS_CROSS Downward or upward crossing
NotGenerated 0 Event not generated
Generated 1 Event generated

8.5.7.11 PUBLISH_READY
Address offset: 0x180

Publish configuration for event READY

R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that event READY will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

8.5.7.12 PUBLISH_DOWN

Address offset: 0x184

Publish configuration for event DOWN

R/W Field Description
A RW  CHIDX [0..255] DPPI channel that event DOWN will publish to
RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing
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8.5.7.13 PUBLISH_UP
Address offset: 0x188

Publish configuration for event UP

Description

R/W Field Value ID
A RW  CHIDX [0..255]
B RW EN
Disabled 0
Enabled 1

8.5.7.14 PUBLISH_CROSS
Address offset: 0x18C

Publish configuration for event CROSS

DPPI channel that event UP will publish to

Disable publishing
Enable publishing

Description

R/W  Field Value ID
A RW CHIDX [0..255]
B RW EN
Disabled 0
Enabled 1
8.5.7.15 SHORTS

Address offset: 0x200

Shortcuts between local events and tasks

R/W Field Value ID

DPPI channel that event CROSS will publish to

Disable publishing
Enable publishing

Description

A RW  READY_SAMPLE

Disabled 0

Enabled 1
B RW  READY_STOP

Disabled 0

Enabled 1
C RW DOWN_STOP

Disabled 0

Enabled 1
D RW UP_STOP

Disabled 0

Enabled 1
E RW  CROSS_STOP

Disabled 0

Enabled 1

4503_018v1.0

Shortcut between event READY and task SAMPLE
Disable shortcut

Enable shortcut

Shortcut between event READY and task STOP
Disable shortcut

Enable shortcut

Shortcut between event DOWN and task STOP
Disable shortcut

Enable shortcut

Shortcut between event UP and task STOP
Disable shortcut

Enable shortcut

Shortcut between event CROSS and task STOP
Disable shortcut

Enable shortcut
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8.5.7.16 INTEN
Address offset: 0x300

Enable or disable interrupt

Value ID Description

A RW  READY Enable or disable interrupt for event READY
Disabled 0 Disable
Enabled 1 Enable

B RW DOWN Enable or disable interrupt for event DOWN
Disabled 0 Disable
Enabled 1 Enable

C RW UP Enable or disable interrupt for event UP
Disabled 0 Disable
Enabled 1 Enable

D RW CROSS Enable or disable interrupt for event CROSS
Disabled 0 Disable
Enabled 1 Enable

8.5.7.17 INTENSET
Address offset: 0x304

Enable interrupt

Value ID Description
A RW  READY Write '1' to enable interrupt for event READY
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW DOWN Write '1' to enable interrupt for event DOWN
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW UP Write '1' to enable interrupt for event UP
Wwi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW CROSS Write '1' to enable interrupt for event CROSS
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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8.5.7.18 INTENCLR
Address offset: 0x308

Disable interrupt

Value ID Description
A RW  READY Write '1' to disable interrupt for event READY
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW DOWN Write '1' to disable interrupt for event DOWN
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
C RW UP Write '1' to disable interrupt for event UP
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
D RW CROSS Write '1' to disable interrupt for event CROSS
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.5.7.19 INTPEND
Address offset: 0x30C

Pending interrupts

R/W Field Value ID Description

A R READY Read pending status of interrupt for event READY
NotPending 0 Read: Not pending
Pending 1 Read: Pending

B R DOWN Read pending status of interrupt for event DOWN
NotPending 0 Read: Not pending
Pending 1 Read: Pending

C R up Read pending status of interrupt for event UP
NotPending 0 Read: Not pending
Pending 1 Read: Pending

D R CROSS Read pending status of interrupt for event CROSS
NotPending 0 Read: Not pending
Pending 1 Read: Pending
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8.5.7.20 RESULT
Address offset: 0x400

Compare result

ID R/W Field Value ID Description

A R RESULT Result of last compare. Decision point SAMPLE task.
Below 0 Input voltage is below the threshold (VIN+ < VIN-)
Above 1 Input voltage is above the threshold (VIN+ > VIN-)

8.5.7.21 ENABLE
Address offset: 0x500

COMP enable

ID R/W  Field Value ID Description

A RW  ENABLE Enable or disable COMP
Disabled 0 Disable
Enabled 2 Enable

8.5.7.22 PSEL
Address offset: 0x504

Pin select

The pin is selected based on PSEL.PORT

ID R/W  Field Value ID Description
A RW PIN Analog pin select
B RW  PORT GPIO Port selection

8.5.7.23 REFSEL
Address offset: 0x508

Reference source select for single-ended mode
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ID R/W  Field Value ID Description

A RW  REFSEL Reference select
Int1v2 0 VREF = internal 1.2 V reference
VDD 4 VREF = VDD
ARef 5 VREF = AREF

8.5.7.24 EXTREFSEL
Address offset: 0x50C

External reference select

The external reference pin is selected based on EXTREFSEL.PORT

ID R/W Field Value ID Description
A RW PIN External analog reference pin select
B RW  PORT GPIO Port selection

Address offset: 0x530

Threshold configuration for hysteresis unit

Description
A RW THDOWN [63:0] VDOWN = (THDOWN+1)/64*VREF
B RW  THUP [63:0] VUP = (THUP+1)/64*VREF

8.5.7.26 MODE
Address offset: 0x534

Mode configuration

ID R/W  Field Value ID Description

A RW SP Speed and power modes
Low 0 Low-power mode
Normal 1 Normal mode
High 2 High-speed mode

B RW MAIN Main operation modes
SE 0 Single-ended mode
Diff 1 Differential mode
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8.5.7.27 HYST
Address offset: 0x538

Comparator hysteresis enable

ID R/W Field Value ID Description

A RW  HYST Comparator hysteresis
NoHyst 0 Comparator hysteresis disabled
Hyst40mV 1 Comparator hysteresis enabled

8.5.7.28 ISOURCE
Address offset: 0x53C

Current source select on analog input

ID R/W  Field Value ID Description

A RW  ISOURCE Current source select on analog input
Off 0 Current source disabled
len2uA5 1 Current source enabled (+/- 2.5 uA)
len5uA 2 Current source enabled (+/- 5 uA)
len10uA 3 Current source enabled (+/- 10 uA)

8.6 ECB — AES electronic codebook mode encryption

The AES electronic codebook mode encryption (ECB) can be used for a range of cryptographic functions
like hash generation, digital signatures, and keystream generation for data encryption/decryption. The ECB
encryption block supports 128 bit AES encryption (encryption only, not decryption).

The main features of ECB are:

e 128-bit AES encryption
e Supports standard AES ECB block encryption
¢ Memory-to-memory operations using Scatter/Gather DMA

The inputs and outputs of the ECB are illustrated below.

START —» — END
STOP ——» — ERROR

INPTR ——» —» OUTPTR

Figure 57: ECB block diagram
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AES ECB uses EasyDMA with scatter-gather to access to memory for in-place operations on cleartext
and ciphertext during encryption. ECB uses the same AES core as the CCM and AAR blocks and is an
asynchronous operation which may not complete if the AES core is busy.

AES ECB performs a 128 bit AES block encrypt. At the START task, cleartext is loaded into the ECB from
memory described by the scatter/gather job list pointed to by INPTR and the ciphertext is written into
memory described by the job list pointed to by OUTPTR. When the last cleartext byte has been encrypted
and written to OUTPTR, the END event is triggered.

The following figure illustrates how the input and output job lists can be configured. For more details of
the joblists, see EasyDMA on page 264.

Length field
B Attribute field
Output job list Output data
0 OUTPUT2[4] | oPtr2 + 0x04
OUTPTR +0x10 T 0 / OUTPUT2[0] | oPtr2 + 0x00
OUTPTR + 0x08 oPtr2 OUTPUT1[10]| oPtrl + Ox0A
11 |
OUTPTR + 0x00 oPtrl . w» OUTPUT1[0] | oPtrl + 0x00

A

ECB.OUTPTR
Input job list
0 Input data
INPTR + 0x08 0 INPUT1[15] |iPtrl + OxOF
11 |
INPTR + 0x00 iPtrl ~—____w» INPUT1[0] |iPtrl+ 0x00

A

ECB.INPTR

Figure 58: Example job lists for ECB operation

The AES key is set by writing the KEY.VALUE key registers. The same key can be used to encrypt multiple
blocks by triggering the START task multiple times.

AES ECB can be stopped by triggering the STOP task.
ECB only supports a single 16-byte block. For different job list sizes the following rules apply:

¢ If less than 16 bytes is supplied as input, then a PrematurelnptrEnd error is triggered. The
EVENTS_ERROR will also be set.

¢ If more than 16 bytes is supplied as input, then only the first 16 bytes are used.
¢ For an output job, only the number of bytes specified in the job list are copied to memory.

The 128-bit key in the KEY.VALUE registers is stored in reverse byte order relative to the payload. For
example, using the sample calculation from the Bluetooth Core Specification v5.4, Volume 6, Part C,
chapter 1.1, with the following data:

e Key: 4C68384139F574D836BCF34E9DFBO1BF
e Plaintext: 0213243546576879acbdcedfe0f10213
e Expected Encrypted Output: 99ad1b5226a37e3e058e3b8e27c2c666

The KEY.VALUE registers are populated as follows:

e KEYVALUE[O] = 0x9DFBO1BF
e KEYVALUE[1] = 0x36BCF34E
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e KEYVALUE[2] = 0x39F574D8
e KEYVALUE[3] = 0x4C683841

The IN.PTR points to a job that contains the following 16-byte input data array:

{0x02, 0x13, 0x24, 0x35, Ox46, 0x57, 0x68, 0x79, 0xAC, 0xBD, O0xCE, O0xDF, OxEO,
0xF1, 0x02, 0x13}

Once the encryption is complete, the output buffer referenced by the output job will be filled with the
following 16-byte array:

{0x99, O0xAD, 0x1B, 0x52, 0Ox26, OxA3, O0x7E, Ox3E, 0x05, O0x8E, 0x3B, 0x8E, 0x27,
0xC2, 0xC6, 0x66}

Note: The KEY byte order is reversed compared to the NRF52 and NRF53 series devices.

8.6.1 Shared resources

The ECB shares the same AES module as the AAR and CCM peripherals. The ECB will always have lowest
priority. If there is a sharing conflict during encryption, the ECB operation will be aborted and an ERROR
event will be generated.

8.6.2 EasyDMA

This peripheral implements EasyDMA with scatter-gather functionality for reading from and writing to
memory without CPU involvement.

The scatter-gather functionality allows EasyDMA to collect data from multiple memory regions, instead of
one contigous block. The memory regions are described by a job list. The job list consists of one or more
job entries that consist of a 32-bit address field, 8-bit attribute field, and 24-bit length field. A job list ends
with a zero filled job entry. The attribute field must be setto 11.

If INPTR or OUTPTR pointers or the entries in the job lists are not pointing to memory connected to the
DMA bus, an EasyDMA transfer may result in a HardFault or memory corruption. See Memory on page 13
for more information about the different memory regions and DMA connectivity.

The EasyDMA will have finished accessing the RAM when the END or ERROR events are generated.

For instances supporting DMA error detection, the ERRORSTATUS register will report if a bus error
has occurred during DMA access. To see if DMA error detection is supported, see the the instance's
configuration in Instantiation on page 216.

Example

The figure below shows an example of a job list with three job entries. Each of the entries point to a
memory address, and the length field describes how many bytes of data is stored at that address. There
are three blocks of memory in use

e FIRSTDATA, an array of length 3
e SECONDDATA, an array of length 2
e THIRDDATA, an array of length 11
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The data pointed to from the job list is what is fed into the module and processed according to the
peripheral's operation. The entries of the job list comprises pointers to the individual arrays, as well as
their sizes. Job entries with length greater than one are processed in little endian order.

INPTR + 0x18

INPTR + 0x10

INPTR + 0x08

INPTR + Ox00

8.6.3 Registers

Instances

Instance Domain

ECB00:S
GLOBAL
ECBO0O : NS

Configuration

Instance
ECBOO : S
ECBOO : NS

Register overview

Register
TASKS_START
TASKS_STOP
SUBSCRIBE_START
SUBSCRIBE_STOP
EVENTS_END
EVENTS_ERROR

PUBLISH_END

4503_018 v1.0

Job list

THIRDDATA[10] | ThirdPtr + OxOA

0

THIRDDATA[1] [ ThirdPtr + Ox01

0

THIRDDATA[O] | ThirdPtr + 0x00

11 |

ThirdPtr

SECONDDATA[1] [SecondPtr + 0x01

11 |

SecondPtr

FIRSTDATA[2] FirstPtr + 0x02

11 |

FIRSTDATA[1] FirstPtr + Ox01

FirstPtr

/ SECONDDATA[O] |SecondPtr + 0x00
———

FIRSTDATA[O] FirstPtr + Ox00

T

INPTR

Length field
I Attribute field

Figure 59: EasyDMA Scatter-Gather job list example

Base address TrustZone Split Description

Map Att DMA access

AES ECB mode encryption 00

When configuring this peripheral's
DMA security using SPU

0x50047000
0x40047000 us S SA No configuration (DMASEC field of
SPU->PERIPH[apb_slave_index]),
use apb_slave_index 6 (same as
AAR0O and CCM00)
Domain Configuration
GLOBAL
Offset TZ Description
0x000 Start ECB block encrypt
0x004 Abort a possible executing ECB operation
0x080 Subscribe configuration for task START
0x084 Subscribe configuration for task STOP
0x100 ECB block encrypt complete
0x104 ECB block encrypt aborted because of a STOP task or due to an error
0x180 Publish configuration for event END

N

NORDIC

SEMICONDUCTOR

265



Peripherals

PUBLISH_ERROR 0x184 Publish configuration for event ERROR
INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

ERRORSTATUS 0x400 Error status

KEY.VALUE[n] 0x510 128-bit AES key

IN.PTR 0x530 Input pointer

OUT.PTR 0x538 Output pointer

Points to a job list containing encrypted ECB data structure

CSAA.REFLECTOR 0x53C Selected Channel Sounding Access Address used in the CS SYNC from Reflector to Initiator
CSAA.INITIATOR 0x540 Selected Channel Sounding Access Address used in the CS SYNC from Initiator to Reflector
CSAA.MODE 0x544 Operation modes

8.6.3.1 TASKS_START
Address offset: 0x000
Start ECB block encrypt

If a crypto operation is already running in the AES core, the START task will not start a new encryption and
an ERROR event will be triggered

ID R/W Field Value ID Description

A W TASKS_START Start ECB block encrypt

If a crypto operation is already running in the AES core, the START task will
not start a new encryption and an ERROR event will be triggered

Trigger 1 Trigger task

8.6.3.2 TASKS _STOP
Address offset: 0x004
Abort a possible executing ECB operation

If a running ECB operation is aborted by STOP, the ERROR event is triggered.

Description

A W TASKS_STOP Abort a possible executing ECB operation

If a running ECB operation is aborted by STOP, the ERROR event is triggered.
Trigger 1 Trigger task

8.6.3.3 SUBSCRIBE_START
Address offset: 0x080
Subscribe configuration for task START

If a crypto operation is already running in the AES core, the START task will not start a new encryption and
an ERROR event will be triggered
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ID R/W  Field Value ID Description

A RW  CHIDX [0..255] DPPI channel that task START will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.6.3.4 SUBSCRIBE_STOP
Address offset: 0x084
Subscribe configuration for task STOP

If a running ECB operation is aborted by STOP, the ERROR event is triggered.

ID R/W Field Description
A RW  CHIDX [0..255] DPPI channel that task STOP will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.6.3.5 EVENTS_END
Address offset: 0x100

ECB block encrypt complete

ID R/W  Field Description

A RW EVENTS_END ECB block encrypt complete
NotGenerated 0 Event not generated
Generated 1 Event generated

8.6.3.6 EVENTS_ERROR

Address offset: 0x104

ECB block encrypt aborted because of a STOP task or due to an error

ID R/W Field Value ID Description

A RW  EVENTS_ERROR ECB block encrypt aborted because of a STOP task or due to an error
NotGenerated 0 Event not generated
Generated 1 Event generated
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8.6.3.7 PUBLISH_END
Address offset: 0x180

Publish configuration for event END

ID R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that event END will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

8.6.3.8 PUBLISH_ERROR
Address offset: 0x184

Publish configuration for event ERROR

ID R/W  Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that event ERROR will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

8.6.3.9 INTENSET
Address offset: 0x304

Enable interrupt

ID R/W  Field Value ID Description
A RW END Write '1' to enable interrupt for event END
WwWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW ERROR Write '1' to enable interrupt for event ERROR
Wi1s
Set 1 Enable
Disabled 0 Read: Disabled

Enabled 1 Read: Enabled

8.6.3.10 INTENCLR
Address offset: 0x308
Disable interrupt
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Value ID Description
A RW END Write '1' to disable interrupt for event END
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
B RW ERROR Write '1' to disable interrupt for event ERROR
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.6.3.11 ERRORSTATUS
Address offset: 0x400

Error status

ID R/W  Field Value ID Description
A R ERRORSTATUS Error status when the ERROR event is generated
NoError 0 No errors have occurred
PrematurelnptrEnd 1 End of INPTR job list before data structure was read.
PrematureOutptrEnd 2 End of OUTPTR job list before data structure was read.
EncryptionTooSlow 3 Encryption aborted due to higher priority peripheral requesting or using the
AES module.

This enumerator is deprecated.

Aborted 3 Encryption aborted due to higher priority peripheral requesting or using the
AES module.
DmakError 4 Bus error during DMA access.

8.6.3.12 KEYVALUE[n] (n=0..3)
Address offset: 0x510 + (n x Ox4)
128-bit AES key

ID R/W Field Value ID Description
A W VALUE AES 128-bit key value, bits (32*(n+1))-1: (32*n)

8.6.3.13 IN

IN EasyDMA channel

8.6.3.13.1 IN.PTR
Address offset: 0x530
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D R/W Field Value ID Description
A RW PTR Points to a job list containing unencrypted ECB data structure
OUT EasyDMA channel

Output pointer

Points to a job list containing encrypted ECB data structure

ID R/W  Field Value ID Description
A RW PTR Output pointer
8.6.3.15 CSAA

Channel sounding access address scoring algorithm

8.6.3.15.1 CSAA.REFLECTOR
Address offset: 0x53C

Selected Channel Sounding Access Address used in the CS SYNC from Reflector to Initiator

ID R/W  Field Value ID Description
A R PN

8.6.3.15.2 CSAA.INITIATOR
Address offset: 0x540

Selected Channel Sounding Access Address used in the CS SYNC from Initiator to Reflector

ID R/W Field Value ID Description

A R PN

8.6.3.15.3 CSAA.MODE
Address offset: 0x544
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Operation modes

ID R/W Field Value ID Description
A RW  BITREVERSE Reverse the endianness on bit level for the ECB output, INITIATOR, and
REFLECTOR registers

Enable bit reversal on each byte.
Default 0 Default endianness

Reversed 1 Reversed endianness

8.7 EGU — Event generator unit

Event generator unit (EGU) provides support for interlayer signaling. This means providing support for
atomic triggering of both CPU execution and hardware tasks, from both firmware (by CPU) and hardware
(by PPI). This feature can be used for triggering CPU execution at a lower priority execution from a higher
priority execution, or to handle a peripheral's interrupt service routine (ISR) execution at a lower priority
for some of its events. However, triggering any priority from any priority is possible.

Listed here are the main EGU features:

e Software-enabled interrupt triggering
e Separate interrupt vectors for every EGU instance
Up to 16 separate event flags per interrupt for multiplexing

Each instance of EGU implements a set of tasks which can individually be triggered to generate
the corresponding event. For example, the corresponding event for TASKS_TRIGGER[n] is
EVENTS_TRIGGERED[n]. See Instances on page 271 for a list of EGU instances.

8.7.1 Registers

Instances

EGU10:S 0x50087000

GLOBAL us S NA No Event generator unit EGU10
EGU10: NS 0x40087000
EGU20:S 0x500C9000

GLOBAL us N NA No Event generator unit EGU20
EGU20 : NS 0x400C9000
Configuration

EGU10:S

GLOBAL 16 events
EGU10: NS
EGU20:S

GLOBAL 6 events
EGU20 : NS
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Register overview

TASKS_TRIGGER[n] 0x000 Trigger n for triggering the corresponding TRIGGERED([n] event
SUBSCRIBE_TRIGGER[n] 0x080 Subscribe configuration for task TRIGGER[n]

EVENTS_TRIGGERED[n] 0x100 Event number n generated by triggering the corresponding TRIGGER[n] task
PUBLISH_TRIGGERED[n] 0x180 Publish configuration for event TRIGGERED[n]

INTEN 0x300 Enable or disable interrupt

INTENSET 0x304 Enable interrupt

INTENCLR 0x308 Disable interrupt

8.7.1.1 TASKS_TRIGGER[n] (n=0..15)
Address offset: 0x000 + (n x 0x4)

Trigger n for triggering the corresponding TRIGGERED[n] event

ID R/W  Field Value ID Description
A W TASKS_TRIGGER Trigger n for triggering the corresponding TRIGGERED([n] event
Trigger 1 Trigger task

8.7.1.2 SUBSCRIBE_TRIGGER[n] (n=0..15)
Address offset: 0x080 + (n x Ox4)

Subscribe configuration for task TRIGGER[n]

ID R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that task TRIGGER[n] will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.7.1.3 EVENTS_TRIGGEREDI[n] (n=0..15)
Address offset: 0x100 + (n x Ox4)

Event number n generated by triggering the corresponding TRIGGER[n] task

ID R/W  Field Value ID Description

A RW  EVENTS_TRIGGERED Event number n generated by triggering the corresponding TRIGGER[n] task
NotGenerated 0 Event not generated
Generated 1 Event generated
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8.7.1.4 PUBLISH_TRIGGERED[n] (n=0..15)
Address offset: 0x180 + (n x Ox4)

Publish configuration for event TRIGGERED([n]

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that event TRIGGERED([n] will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

8.7.1.5INTEN
Address offset: 0x300

Enable or disable interrupt

ID R/W  Field Value ID Description

A-P RW TRIGGEREDIi] (i=0..15) Enable or disable interrupt for event TRIGGERED[i]
Disabled 0 Disable
Enabled 1 Enable

8.7.1.6 INTENSET
Address offset: 0x304

Enable interrupt

ID R/W Field Value ID Description
A-P RW TRIGGEREDIi] (i=0..15) Write '1' to enable interrupt for event TRIGGEREDi]
wWi1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.7.1.7 INTENCLR
Address offset: 0x308

Disable interrupt
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ID R/W Field Value ID Description
A-P RW  TRIGGEREDIi] (i=0..15) Write '1' to disable interrupt for event TRIGGERED(i]
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.8 GPIO — General purpose input/output

The general purpose input/output (GPIO) pins are grouped as one or more ports, with each port having up
to 32 GPIO pins.

The number of ports and GPIO pins per port varies with product variant and package. Refer to Registers on
page 280 and Pin assignments on page 859 for more information about the number of GPIO pins that
are supported.

GPIO has the following user-configurable features:

Configurable output drive strength

Internal pull-up and pull-down resistors

Wake-up from high or low level triggers on all pins in PERI and LP power domains

Trigger interrupt on state changes on any pin on selected ports, see the wakeup source capability in
Port capabilities on page 276

One or more GPIO outputs can be controlled through PPl and GPIOTE channels

All pins can be individually mapped to interface blocks for layout flexibility

GPIO state changes captured on SENSE signal can be stored by LATCH register

Support for secure and non-secure attributes for pins in conjunction with the system protection unit
(SPU)

The following figure illustrates the GPIO port containing 32 individual pins, where PINO is illustrated in
more detail as a reference. All signals on the left side in the illustration are used by other peripherals in the
system and therefore not directly available to the CPU.

LDETECT
ANAENT > F == === m e e N
DETECTMODE DIR_OVERRIDEC > ============—=-———o——oo . N\
i O OUT_OVERRIDEC>H===========- PINIOJCNE.ORIVE | GPio port
[} ] |
DETECT<-e ouT—— PINO
T ° PIN[0].0UT

PIN[0].IN

I - | et
_I_ PIN[0].CNF
. PINO.DETECT
° PINL.DETECT 1 Se?se ) .
\ PIN[O].CNF.PULL
PIN31.DETECT PIN[O].CNF.SENSE (o | S | oinss

pPIN31.DETECT 11 PIN[O].CNF.INPUT 1 | I
m \' ,' PIN[31].IN
: ,’ PIN[31].CNF

IN<F | 1

INPUT_OVERRIDE >~ ===============-———————-
ANAIN<}

O: output buffer I: input buffer

Figure 60: GPIO port and the GPIO pin details
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8.8.1 Pin configuration

The GPIO port peripheral implements up to 32 pins, PIN [n] (n =0..31), that can be individually
configured in the PIN_CNF[n] registers (n=0..31).

The following parameters can be enabled or configured in these registers:

e Direction

¢ Drive strength

e Pull-up and pull-down resistors
e Pin sensing

¢ Input buffer disconnect

* Analog input (for selected pins)

All write-capable registers are retained registers. See POWER — Power control on page 92 for more
information.

When not used as an input, disconnect the input buffer of the GPIO pin to save power. An input must be
connected to get a valid value in the IN register and for the sense mechanism to have access to the pin.

Other peripherals in the system can connect to GPIO pins to override their output value, override their
configuration, or read their analog or digital input value.

Selected pins also support analog input signals (ANAIN). The assignment of the analog pins can be found in
Pin assignments on page 859.

GPIO drive strength is configured using the DRIVEO and DRIVE1 fields of register PIN_CNF[n] (n=0..31)
(Retained) on page 284. Some pins may not support every drive configuration, see Pin assignments on
page 859 for more information.

When a pin is configured as digital input, it is important to minimize increased current consumption when
the input voltage is between V| and V4. It is a good practice to ensure that the external circuitry does not
drive the pin to levels between V| and V|4 for a long period of time.

For more information on pin assighment and the corresponding effect of read and write operations of
GPIO registers, see Peripheral and subsystem assignment on page 277.

Note: NFCT uses two pins to connect to the antenna, which are shared with GPIOs. NFC pins are
enabled from reset. To use them as GPIO pins, NFC use must be disabled using register PADCONFIG
on page 398. For more details, see NFCT — Near field communication tag on page 359.

8.8.2 Pin sense mechanism

Pin sensitivity can be individually configured through the SENSE field in the PIN_CNF[n] register to detect
a high level or a low level on their input. When the correct level is detected, the sense mechanism will set
the DETECT signal high. Each pin has a separate DETECT signal.

The default behavior for the DETECT signal is defined by the register DETECTMODE. By default, the
DETECT signals from all pins in the GPIO port are combined into one common DETECT signal that is routed
throughout the system, and can be utilized by other peripherals. This mechanism is functional in both
System ON and System OFF modes.The DETECTMODE applies to both secure and non-secure pins.

Pins must be in a level that cannot trigger the sense mechanism before enabling it. When the sense
mechanism is enabled, the DETECT signal will immediately go high if the SENSE condition configured in the
PIN_CNF registers is met. This will trigger a PORT event if the DETECT signal was low before enabling the
sense mechanism.

The DETECT signal is used by the power and clock management system to exit from System OFF mode, and
by the GPIOTE peripheral to allow pins to generate events and interrupts.
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When a pin's PINx.DETECT signal goes high, a flag will be set in the register LATCH. For example, when
the PINO.DETECT signal goes high, bit 0 in the register LATCH will be set to 1. If the CPU performs a clear
operation on a bit in the register LATCH when the associated PINx.DETECT signal is high, the bit in the
register LATCH will not be cleared. The register LATCH will only be cleared if the CPU explicitly clears it by
writing a 1 to the bit to be cleared. This means the register LATCH will not be affected by a PINx.DETECT
signal being set low.

The LATCH register has split security. Non-secure code can only read the state of the non-secure pins,
while the secure pins read as 0. Secure code is able to read the state of all pins.

The LDETECT signal will be set high when one or more bits in the register LATCH 1. The LDETECT signal will
be set low when all bits in the register LATCH are successfully cleared to 0.

If one or more bits in the register LATCH are 1 after the CPU has performed a clear operation, a rising edge
will be generated on the LDETECT signal. This is illustrated in DETECT signal behavior on page 276.

Note: The CPU can read the register LATCH at any time to check if a SENSE condition has been met
on one or more of the GPIO pins. This is true even if that condition is no longer met at the time the
CPU queries the register LATCH. This mechanism will work even if the LDETECT signal is not used as
the DETECT signal.

LDETECT is enabled using the DETECTMODE register. See GPIO port and the GPIO pin details on page
274.

The following figure illustrates the DETECT signal behavior for these two alternatives.

[ 1
PIN31.DETECT i
PIN1.DETECT | |
1 1
pNO.DETECT ——d | L '
A\ 4 \ 4 1
DETECT ] | |
(Default mode) ! \ H
1 ! \ 4
1 1 T
LATCH.31 ! I I
i Y i
LATCH.1 L ! I:
A\ 4 1 1 1
1 1 1
LATCH.0 I ' ' T
v \ 4 * *
DETECT 1 1 1 |
(LDETECT mode)

(0>>1) = HOLV1 —>
(T>>T) = HOLVT —>
(T>>T) = HOLY1 —»
(T€>>T) = HOLV1 —>

CPU

Figure 61: DETECT signal behavior

8.8.3 Port capabilities

The device power domains have their own GPIO ports with different capabilities.
The following is a list of all GPIO ports (P[n]) in the system.

* PO low-power domain — These I/O pins can wake the system up from System OFF or System ON sleep,
and can be accessed by all peripherals in the low-power domain.
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e P1 peripheral domain — These I/0O pins can wake the system up from System OFF or System ON sleep,
and can be accessed by all peripherals in the peripheral domain.

e P2 MCU domain — These I/O pins are faster and can be used for high-speed signals such as trace or fast
serial peripheral communication. GPIO P2 cannot wake the system from sleep. P2 does not have the
GPIO SENSE or DETECT mechanism, or GPIOTE.

Peripherals must use pins in their own domain. However, some P2 pins can be used for select serial
interfaces in the peripheral domain when the device is in Constant Latency sub-power mode. This is not
the most power-efficient way of connecting these serial interfaces, but adds flexibility when designing a
circuit board. These pins must be configured and used only for the function listed in the pin assignments
table, see Pin assignments on page 859. When setting up the peripheral's PSEL registers, it must be
connected to the corresponding function listed in the pin assignments table, e.g. a UARTE TXD pin must be
configured in a PSEL.TXD register. For more information about Constant Latency sub-power mode, see Sub-
power modes on page 67.

Peripherals cannot mix pins from different ports. All pins must be on the same port.

The following table lists the port special functions and characteristics.

Port Wakeup source Extra high drive Pin sense/ GPIOTE Maximum
strength (EOE1) detect speed [MHz]
PO Yes No Yes Yes 8
P1 Yes No Yes Yes 8
P2 No Yes No No 64

Table 40: Port capabilities

In addition to the capabilities of the port, some specific pins have additional functions. These are listed in
Pin assignments on page 859.

8.8.4 Peripheral and subsystem assignment

System GPIO pins can be allocated to peripherals with dedicated pins or subsystems such as trace and
debug.

The pins of the system are listed in Pin assignments on page 859.

A pin can be assigned to any of the following:

e GPIO or peripheral with PSEL registers
e Peripheral with dedicated pins (VPR and GRTC)
¢ Trace and debug (TND) subsystem

By default, all pins are assigned to GPIO or peripherals with PSEL registers. This is the default value of the
CTRLSEL value in register PIN_CNF[n] (n=0..31) (Retained) on page 284.

To allocate a pin to a peripheral or subsystem with dedicated pins, such as GRTC or TND, change the
CTRLSEL value in register PIN_CNF[n] (n=0..31) (Retained) on page 284 for that pin. This will connect
the pin to the subsystem or peripheral.

Only the peripheral or subsystem where the pin was allocated can observe and control that pin's state.
Reading a pin that is not allocated to the current subsystem will return zero, and writes will be ignored. If a
pin is allocated to a subsystem that cannot access it, the pin stays under control of the GPIO peripheral.

When CTRLSEL is used to allocate a peripheral or subsystem, reading the GPIO peripheral registers will not
reveal the state of the pins.
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The following figure illustrates how to assign a pin to a peripheral that has dedicated pins, or a subsystem
such as trace and debug.

v

P0.00

Peripherals

CTRLSEL
PO.xx e ] CTRLSEL
- PERIPHERALS
control unit —p| FElE00
PSEL.YYY
Po0 I

Pin :
control : GPIO.PIN_CNF[n]
logic

P.. : :
- SPUxx.FEATURE.GPIO[0].PIN[0] '

SPUxx.FEATURE.GPIO[1].PIN[o]

SPUxx.FEATURE.GPIO[LPIN[o]

Figure 62: Pin access using CTRLSEL
For details on pin security, see Security on page 123.

Note: CTRLSEL must be configured before any pins are used, otherwise glitches on the GPIO pins of
the corresponding port can occur.

8.8.5 Clock pins
The device has dedicated clock pins. Some peripherals, such as SPI, TWI, and TRACE, have clock signals.
The dedicated clock pins are optimized to ensure correct timing between the clock and data signals for

these peripherals. All peripherals that have clock signals must use these pins. See Pin assignments on page
859 for the full list.

The data signal associated with the peripheral must use pins close to the clock pin. This ensures that the
internal paths from the peripheral to the pin have the same delay, so that the data and clock signals reach
the pins at the same time.

For high-speed signals, the printed circuit board (PCB) layout must use short PCB traces of identical length.
This reduces delays and ensures the same delay on the clock and data path.

8.8.6 Fast port control
GPIOHSPADCTRL.BIAS.HSBIAS configures the slew rate of the GPIO pins on P2 in the EO and E1 drive mode.

A higher slew rate is mandatory for fast signal switching and timing accuracy, helping to maintain correct
data transfer at higher speeds. A lower slew rate helps minimize EMI, signal overshoot, and noise for
better signal quality.
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8.8.6.1 Registers

Instances
GPIOHSPADCTRL GLOBAL 0x50050400 GPIO HS pad control

GPIOHSPADCTRL

Register overview

BIAS 0x30 Bias control
CTRL 0x38 Input sampling and buffering control (used by the VPR coprocessor for emulating a QSPI
peripheral)

8.8.6.1.1 BIAS
Address offset: 0x30

Bias control

Value ID Description
A RW  HSBIAS [0..3] Slew setting for high-speed pad (higher value is faster)
B RW  REPLICABIAS [0..1] Slew setting for replica clock (used by the VPR coprocessor for emulating a

QSPI peripheral)

8.8.6.1.2 CTRL
Address offset: 0x38

Input sampling and buffering control (used by the VPR coprocessor for emulating a QSPI peripheral)

R/W  Field Value ID Description
A RW  RXDELAY Delay selection
RW  SCKEN Enable SCK
Disabled 0 Delay chain is reset and delayed sampling is disabled
Enabled 1 Delay chain and delayed sampling is active
C RW  SCKPHASE SCK phase
Inverted 0 Invert SCK phase
NonlInverted 1 Non-inverted SCK phase
D RW  CSNEN Enable CSN synchronization of sampling
Enabled 0 Delay chain is reset on active edge of CSN
Disabled 1 Delay chain is not reset on active edge of CSN
E RW  DATAENABLE Enable delayed sampling
Disabled 0 Delayed sampling is disabled
Enabled OxF Delayed sampling is enabled
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8.8.7 Reset behavior

While the nRESET pin is asserted (falling edge and held low), GPIO pins will enter one of two states:

e Retain their current configuration (e.g., outputs remain outputs, inputs remain inputs)
¢ Switch to high impedance, which is the default state upon device startup

Once nRESET is deasserted (rising edge), all GPIOs transition to the high impedance state until device
firmware configures them.

When GPIO pins are in a high-impedance state for a prolonged period, external circuits that depend on
a clearly defined logic level (either high or low) might require the use of external pull-up or pull-down
resistors to ensure reliable operation. However, in most cases this is not required, as the duration of the
high-impedance state during the reset cycle is typically very short.

8.8.8 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
General purpose input and output,
port P2
Does not support pin sense
P2:S 0x50050400
P2 NS GLOBAL 0x40050400 us s NA Yes mechanism, and DETECTMODE
register has no effect. Supports
extra high drive (DRIVEO=EO,
DRIVE1=E1).
P1:S 0x500D8200 General purpose input and output,
GLOBAL us S NA Yes
P1:NS 0x400D8200 port P1
PO:S 0x5010A000 General purpose input and output,
GLOBAL us S NA Yes
PO : NS 0x4010A000 port PO
Configuration
Instance Domain Configuration
P2:S
GLOBAL P2 has 11 pins, P2.00 through P2.10.
P2 :NS
P1:S 1/0 pins on this port have pin sense mechanism
GLOBAL
P1:NS P1 has 17 pins, P1.00 through P1.16.
PO:S 1/0 pins on this port have pin sense mechanism
GLOBAL
PO :NS PO has 7 pins, P0.00 through P0.06.
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Register overview

ouT 0x000 Write GPIO port

This register is retained.

OUTSET 0x004 Set individual bits in GPIO port
OUTCLR 0x008 Clear individual bits in GPIO port
IN 0x00C Read GPIO port

DIR 0x010 Direction of GPIO pins

This register is retained.

DIRSET 0x014 DIR set register
DIRCLR 0x018 DIR clear register
LATCH 0x020 Latch register indicating what GPIO pins that have met the criteria set in the

PIN_CNF[n].SENSE registers

This register is retained.

DETECTMODE 0x024 S Select between default DETECT signal behavior and LDETECT mode

This register is retained.

PIN_CNF[n] 0x080 Pin n configuration of GPIO pin

This register is retained.

8.8.8.1 OUT (Retained)
Address offset: 0x000
Write GPIO port

This register is retained.

ID R/W Field Value ID Description

Af  RW  PIN[i] (i=0..31) Pin i
Low 0 Pin driver is low
High 1 Pin driver is high

8.8.8.2 OUTSET
Address offset: 0x004
Set individual bits in GPIO port

Note: Read: reads value of OUT register.
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ID R/W  Field Value ID Description
Af  RW PIN[i] (i=0..31) Pini
wi1s
Low 0 Read: pin driver is low
High 1 Read: pin driver is high
Set 1 Write: writing a '1' sets the pin high; writing a '0' has no effect

8.8.8.3 OUTCLR
Address offset: 0x008
Clear individual bits in GPIO port

Note: Read: reads value of OUT register.

ID R/W Field Value ID Description
A-f  RW PIN[i] (i=0..31) Pini
wic
Low 0 Read: pin driver is low
High 1 Read: pin driver is high
Clear 1 Write: writing a '1' sets the pin low; writing a '0' has no effect
8.8.8.4IN

Read GPIO port

ID R/W Field Value ID Description

Af R PIN[i] (i=0..31) Pini
Low 0 Pin input is low
High 1 Pin input is high

8.8.8.5 DIR (Retained)
Address offset: 0x010
Direction of GPIO pins

This register is retained.
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ID R/W Field Value ID Description

Af  RW PIN[i] (i=0..31) Pini
Input 0 Pin set as input
Output 1 Pin set as output

8.8.8.6 DIRSET
Address offset: 0x014

DIR set register

Note: Read: reads value of DIR register.

ID R/W Field Value ID Description
A-f RW  PIN[i] (i=0..31) Set as output pin i
wi1s
Input 0 Read: pin set as input
Output 1 Read: pin set as output
Set 1 Write: writing a '1' sets pin to output; writing a '0' has no effect

8.8.8.7 DIRCLR
Address offset: 0x018

DIR clear register

Note: Read: reads value of DIR register.

ID R/W Field Value ID Description
A-f RW  PIN[i] (i=0..31) Set as input pin i
wic
Input 0 Read: pin set as input
Output 1 Read: pin set as output
Clear 1 Write: writing a '1' sets pin to input; writing a '0' has no effect

8.8.8.8 LATCH (Retained)
Address offset: 0x020
Latch register indicating what GPIO pins that have met the criteria set in the PIN_CNF[n].SENSE registers

This register is retained.
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ID R/W Field Value ID Description

A-f RW  PIN[i] (i=0..31) Status on whether PINi has met criteria set in PIN_CNF[i].SENSE register.
Write '1' to clear.
NotLatched 0 Criteria has not been met

Latched 1 Criteria has been met

8.8.8.9 DETECTMODE (Retained)

Address offset: 0x024

Select between default DETECT signal behavior and LDETECT mode

DETECTMODE applies to both secure (DETECT_SEC) and non-secure pins (DETECT_NONSEC)

This register is retained.

ID R/W Field Value ID Description

A RW DETECTMODE Select between default DETECT signal behavior and LDETECT mode
Default 0 DETECT directly connected to PIN DETECT signals
LDETECT 1 Use the latched LDETECT behavior

8.8.8.10 PIN_CNF[n] (n=0..31) (Retained)
Address offset: 0x080 + (n x Ox4)
Pin n configuration of GPIO pin

This register is retained.

Value ID Description
A RW DIR Pin direction. Same physical register as DIR register
Input 0 Configure pin as an input pin
Output 1 Configure pin as an output pin
B RW INPUT Connect or disconnect input buffer
Connect 0 Connect input buffer
Disconnect 1 Disconnect input buffer
C RW PULL Pull configuration
Disabled 0 No pull
Pulldown 1 Pull down on pin
Pullup 3 Pull up on pin
D RW DRIVEO Drive configuration for '0'
S0 0 Standard '0'
HO 1 High drive '0'
DO 2 Disconnect '0'(normally used for wired-or connections)
EO 3 Extra high drive '0'

Note: The DRIVEL must be E1 as well to work properly.
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Bit number 313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
ID G GG F F EEDD cCcCBA
Reset 0x00000002 0 00O000OO0DO0OOO0OOOOOOOOOOOOOOOOOOOOT1O0
E RW DRIVELl Drive configuration for '1'

S1 0 Standard '1'

H1 1 High drive '1'

D1 2 Disconnect '1'(normally used for wired-or connections)

E1l 3 Extra high drive '1'

Note: The DRIVEO must be EO as well to work properly.

[F RW  SENSE Pin sensing mechanism
Disabled 0 Disabled
High 2 Sense for high level
Low 3 Sense for low level
G RW  CTRLSEL Select which module has direct control over this pin

Note: this field is only accessible from secure code

GPIO 0x0 GPIO or peripherals with PSEL registers
VPR Ox1 VPR processor
GRTC 0x4 GRTC peripheral

8.9 GPIOTE — GPIO tasks and events

The GPIO tasks and events (GPIOTE) peripheral provides functionality for accessing GPIO pins using tasks
and events. Each GPIOTE channel can be assigned to one pin.

The main features of GPIOTE are the following:

¢ GPIO pin state change by triggering tasks

e Event generation on GPIO pin state change

e PORT event generation on GPIO DETECT signal

e Support for split security on individual GPIOTE channels

A GPIOTE block enables GPIOs to generate events on pin state change which can be used to carry out tasks
through the PPI system. A GPIO can also be driven to change state on system events using the PPI system.
See Peripheral interface on page 213 for additional information on tasks and events. GPIO is described

in more detail in GPIO — General purpose input/output on page 274.

Detection of pin state changes when in low power mode is possible when in System ON or System OFF.
GPIOTE supports split-security. Each channel is assigned a security state (S/NS).

Up to three tasks can be used in each GPIOTE channel for performing write operations to a pin. Tasks SET
and CLR are fixed. OUT can be configured to perform following operations:

e Set
e (Clear
e Toggle

An event can be generated in each GPIOTE channel from one of the following input conditions:

¢ Rising edge
¢ Falling edge
e Any change
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8.9.1 Pin events and tasks

The GPIOTE module has a number of tasks and events that can be configured to operate on individual
GPIO pins.

The tasks SET[n], CLR[n], and OUT[n] can write to individual pins, and events IN[n] can be generated from
input changes of individual pins.

The SET task will set the pin selected in CONFIG[n].PSEL to high. The CLR task will set the pin low.

The effect of the OUT task on the pin is configurable in CONFIG[n].POLARITY. It can set the pin high, set it
low, or toggle it.

Tasks and events are configured using the CONFIG[n] registers. One CONFIG[n] register is associated with a
set of SET[n], CLR[n], and OUT[n] tasks and IN[n] events.

As long as a SET[n], CLR[n], and OUT[n] task or an IN[n] event is configured to control pin n, the pin's
output value will only be updated by the GPIOTE module. The pin's output value, as specified in the GPIO,
will therefore be ignored as long as the pin is controlled by GPIOTE. Attempting to write to the pin as a
normal GPIO pin will have no effect. When the GPIOTE is disconnected from a pin, the associated pin gets
the output and configuration values specified in the GPIO module, see MODE field in CONFIG[n] register.

When conflicting tasks are triggered simultaneously (i.e. during the same clock cycle) in one channel, the
priority of the tasks is as described in the following table.

Priority Task
1 out
2 CLR
3 SET

Table 41: Task priorities

When setting the CONFIG[n] registers, MODE=Disabled does not have the same effect as MODE=Task and
POLARITY=None. In the latter case, a CLR or SET task occurring at the exact same time as OUT will end up
with no change on the pin, based on the priorities described in the table above.

When a GPIOTE channel is configured to operate on a pin as a task, the initial value of that pin is
configured in the OUTINIT field of CONFIG[n].

8.9.2 Port event
PORT is an event that can be generated from multiple input pins using the GPIO DETECT signal.

The event will be generated on the rising edge of the DETECT signal. See GPIO — General purpose input/
output on page 274 for more information about the DETECT signal.

There are two DETECT signals that come from the GPIO peripheral, the secure DETECT_SEC for pins
marked as secure and the non-secure DETECT_NONSEC. Each signal has a corresponding port event,
EVENTS_PORT[n].SECURE and EVENTS_PORT[n].NONSECURE. Secure events are not accessible from the
non-secure side.

The GPIO DETECT signal will not wake the system up again if the system is put into System ON IDLE while
the DETECT signal is high. Make sure to clear all DETECT sources before entering sleep. If the LATCH
register is used as a source, a new rising edge will be generated on DETECT if any bit in LATCH is still high
after clearing all or part of the register. This could occur if one of the PINx.DETECT signals is still high, for
example. See Pin sense mechanism on page 275 for more information.

Setting the system to System OFF while DETECT is high will cause a wakeup from System OFF reset.

This feature can be used to wake up the CPU from a WFI or WFE type sleep in System ON when all
peripherals and the CPU are idle, meaning the lowest power consumption in System ON mode.
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In order to prevent spurious interrupts from the PORT event while configuring the sources, the following
must be performed:

1. Disable interrupts on the PORT event (through INTENCLR.PORT).

2. Configure the sources (PIN_CNF[n].SENSE in GPIO).

3. Clear any potential event that could have occurred during configuration (write '0' to EVENTS_PORT).
4. Enable interrupts (through INTENSET.PORT).

8.9.3 Tasks and events pin configuration
Each GPIOTE channel is associated with one physical GPIO pin through the CONFIG.PSEL field.

When Event mode is selected in CONFIG.MODE, the pin specified by CONFIG.PSEL will be configured

as an input, overriding the DIR setting in GPIO. Similarly, when Task mode is selected in CONFIG.MODE,
the pin specified by CONFIG.PSEL will be configured as an output overriding the DIR setting and OUT
value in GPIO. When Disabled is selected in CONFIG.MODE, the pin specified by CONFIG.PSEL will use its
configuration from the PIN[n].CNF registers in GPIO.

For the range of possible CONFIG.PORT values in the product, see Instances on page 287. Writing other

values may lead to undefined behavior.

Note: A pin can only be assigned to one GPIOTE channel at a time. Failing to do so may result in
unpredictable behavior.

8.9.4 Split security attribute

Individual GPIOTE channels and interrupts can have independent security attributes.

GPIOTE is implemented with split security, meaning it handles accesses from both secure and non-secure
code. GPIOTE channels and interrupts can be defined as secure or non-secure.

For more information on GPIOTE security attributes, see GPIOTE on page 132.

8.9.5 Registers

Instances
Instance Domain Base address TrustZone Split Description
Map Att DMA access
8 channels and 2 interrupts for
GPIOTE20: S 0x500DA000
GLOBAL us S NA Yes GPIO port P1
GPIOTE20 : NS 0x400DA000
GPIO tasks and events GPIOTE20
4 channels and 2 interrupts for
GPIOTE30: S 0x5010C000
GLOBAL us S NA Yes GPIO port PO
GPIOTE30 : NS 0x4010C000
GPIO tasks and events GPIOTE30
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Configuration

Number of GPIOTE channels: 0..7

GPIOTE20: S
GLOBAL Number of GPIOTE port events: 0..0
GPIOTE20 : NS
Number of GPIOTE interrupts: 0..1
Number of GPIOTE channels: 0..3
GPIOTE30: S
GLOBAL Number of GPIOTE port events: 0..0
GPIOTE30 : NS

Number of GPIOTE interrupts: 0..1

Register overview

TASKS_OUT[n] 0x000 Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is configured in
CONFIG[n].POLARITY.

TASKS_SET[n] 0x030 Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it high.
TASKS_CLR[n] 0x060 Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it low.
SUBSCRIBE_OUT[n] 0x080 Subscribe configuration for task OUT[n]

SUBSCRIBE_SET[n] 0x0BO Subscribe configuration for task SET[n]

SUBSCRIBE_CLR[n] 0x0EQ Subscribe configuration for task CLR[n]

EVENTS_IN[n] 0x100 Event from pin specified in CONFIG[n].PSEL

EVENTS_PORT[n].NONSECURE 0x140 NS Non-secure port event

EVENTS_PORT[n].SECURE 0x144 S Secure port event

PUBLISH_IN[n] 0x180 Publish configuration for event IN[n]

PUBLISH_PORT[n].NONSECURE 0x1C0 NS Publish configuration for event PORT[n].NONSECURE
PUBLISH_PORT([n].SECURE 0x1C4 S Publish configuration for event PORT[n].SECURE

INTENSETO 0x304 Enable interrupt

INTENCLRO 0x308 Disable interrupt

INTENSET1 0x314 Enable interrupt

INTENCLR1 0x318 Disable interrupt

CONFIG[n] 0x510 Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

8.9.5.1 TASKS_OUT[n] (n=0..7)
Address offset: 0x000 + (n x 0x4)
Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is configured in CONFIG[n].POLARITY.

Value ID Description

A W TASKS_OUT Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is
configured in CONFIG[n].POLARITY.

Trigger 1 Trigger task

8.9.5.2 TASKS_SET[n] (n=0..7)
Address offset: 0x030 + (n x Ox4)
Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it high.
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ID R/W  Field Value ID Value Description
A W TASKS_SET Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it
high.
Trigger 1 Trigger task

8.9.5.3 TASKS_CLR[n] (n=0..7)
Address offset: 0x060 + (n x 0x4)

Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it low.

ID R/W  Field Value ID Description
A W  TASKS_CLR Task for writing to pin specified in CONFIG[n].PSEL. Action on pin is to set it
low.
Trigger 1 Trigger task

8.9.5.4 SUBSCRIBE_OUT[n] (n=0..7)
Address offset: 0x080 + (n x Ox4)

Subscribe configuration for task OUT[n]

ID R/W Field Description
A RW  CHIDX [0..255] DPPI channel that task OUT[n] will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.9.5.5 SUBSCRIBE_SET[n] (n=0..7)
Address offset: 0x0BO + (n x 0x4)

Subscribe configuration for task SET[n]

ID R/W  Field Description
A RW  CHIDX [0..255] DPPI channel that task SET[n] will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.9.5.6 SUBSCRIBE_CLR[n] (n=0..7)
Address offset: OxOEO + (n x 0x4)
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Subscribe configuration for task CLR[n]

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that task CLR[n] will subscribe to
B RW EN

Disabled 0 Disable subscription

Enabled 1 Enable subscription

8.9.5.7 EVENTS_IN[n] (n=0..7)
Address offset: 0x100 + (n x Ox4)

Event from pin specified in CONFIG[n].PSEL

ID R/W Field Value ID Description

A RW  EVENTS_IN Event from pin specified in CONFIG[n].PSEL
NotGenerated 0 Event not generated
Generated 1 Event generated

8.9.5.8 EVENTS_PORT[n] (n=0..0)

Peripheral events.

8.9.5.8.1 EVENTS_PORT[n].NONSECURE (n=0..0)
Address offset: 0x140 + (n x 0x8)

Non-secure port event

ID R/W TZ  Field Value ID Description

A RW NS NONSECURE Non-secure port event
NotGenerated 0 Event not generated
Generated 1 Event generated

8.9.5.8.2 EVENTS_PORT[n].SECURE (n=0..0)
Address offset: 0x144 + (n x 0x8)

Secure port event
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ID R/W TZ Field Value ID Description

A RW S SECURE Secure port event
NotGenerated 0 Event not generated
Generated 1 Event generated

8.9.5.9 PUBLISH_IN[n] (n=0..7)
Address offset: 0x180 + (n x 0x4)

Publish configuration for event IN[n]

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that event IN[n] will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

8.9.5.10 PUBLISH_PORT[n] (n=0..0)

Publish configuration for events

8.9.5.10.1 PUBLISH_PORT[n].NONSECURE (n=0..0)
Address offset: 0x1CO + (n x 0x8)

Publish configuration for event PORT[n].NONSECURE

ID R/W Field Value ID Value Description
A RW  CHIDX [0..255] DPPI channel that event PORT[n].NONSECURE will publish to
B RW EN

Disabled 0 Disable publishing

Enabled 1 Enable publishing

8.9.5.10.2 PUBLISH_PORT[n].SECURE (n=0..0)
Address offset: 0x1C4 + (n x 0x8)
Publish configuration for event PORT[n].SECURE
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R/W Field Value ID Description
A RW  CHIDX [0..255] DPPI channel that event PORT[n].SECURE will publish to
B RW EN
Disabled 0 Disable publishing
Enabled 1 Enable publishing

8.9.5.11 INTENSETO
Address offset: 0x304

Enable interrupt

Value ID Description
A-H RW IN[i] (i=0..7) Write '1' to enable interrupt for event IN[i]
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
| RW NS PORTONONSECURE Write '1' to enable interrupt for event PORTONONSECURE
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
J RW S PORTOSECURE Write '1' to enable interrupt for event PORTOSECURE
W1s
Set 1 Enable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.9.5.12 INTENCLRO
Address offset: 0x308

Disable interrupt

R/W TZ  Field Value ID Description
A-H RW IN[i] (i=0..7) Write '1' to disable interrupt for event IN[i]
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
| RW NS PORTONONSECURE Write '1' to disable interrupt for event PORTONONSECURE
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled
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R/W TZ

Field

8.9.5.13 INTENSET1
Address offset: 0x314

Enable interrupt

| RW NS

-
=
=
1%}

IN[i] (i=0..7)

PORTONONSECURE

PORTOSECURE

8.9.5.14 INTENCLR1
Address offset: 0x318

Disable interrupt

R/W Tz

A-H RW
wic

| RW NS
wWic
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IN[i] (i=0..7)

PORTONONSECURE

Value ID

Clear
Disabled
Enabled

Value ID

Set
Disabled
Enabled

Set
Disabled
Enabled

Set
Disabled
Enabled

Value ID

Clear
Disabled
Enabled

Clear

Disabled

293

Description

Write '1' to disable interrupt for event PORTOSECURE

Disable
Read: Disabled
Read: Enabled

Description

Write '1' to enable interrupt for event IN[i]

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event PORTONONSECURE

Enable

Read: Disabled

Read: Enabled

Write '1' to enable interrupt for event PORTOSECURE

Enable
Read: Disabled
Read: Enabled

Description

Write '1' to disable interrupt for event IN[i]

Disable

Read: Disabled

Read: Enabled

Write '1' to disable interrupt for event PORTONONSECURE

Disable
Read: Disabled
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Field Value ID Description
Enabled 1 Read: Enabled
J RW S PORTOSECURE Write '1' to disable interrupt for event PORTOSECURE
wic
Clear 1 Disable
Disabled 0 Read: Disabled
Enabled 1 Read: Enabled

8.9.5.15 CONFIG[n] (n=0..7)
Address offset: 0x510 + (n x Ox4)

Configuration for OUT[n], SET[n], and CLR[n] tasks and IN[n] event

Value ID Description

A RW MODE Mode
Disabled 0 Disabled. Pin specified by PSEL will not be acquired by the GPIOTE module.
Event 1 Event mode

The pin specified by PSEL will be configured as an input and the IN[n] event
will be generated if operation specified in POLARITY occurs on the pin.

Task 3 Task mode

The GPIO specified by PSEL will be configured as an output and triggering
the SET[n], CLR[n] or OUT[n] task will perform the operation specified

by POLARITY on the pin. When enabled as a task the GPIOTE module will
acquire the pin and the pin can no longer be written as a regular output pin

from the GPIO module.

B RW  PSEL [0..31] GPIO number associated with SET[n], CLR[n], and OUT[n] tasks and IN[n]
event

C RW  PORT [0..15] Port number

D RW  POLARITY When In task mode: Operation to be performed on output when OUT[n]

task is triggered. When In event mode: Operation on input that shall trigger
IN[n] event.

None 0 Task mode: No effect on pin from OUT[n] task. Event mode: no IN[n] event
generated on pin activity.

LoToHi 1 Task mode: Set pin from OUT[n] task. Event mode: Generate IN[n] event
when rising edge on pin.

HiToLo 2 Task mode: Clear pin from OUT[n] task. Event mode: Generate IN[n] event
when falling edge on pin.

Toggle 3 Task mode: Toggle pin from OUT[n]. Event mode: Generate IN[n] when any
change on pin.

E RW  OUTINIT When in task mode: Initial value of the output when the GPIOTE channel is

configured. When in event mode: No effect.

Low 0 Task mode: Initial value of pin before task triggering is low

High 1 Task mode: Initial value of pin before task triggering is high
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8.10 GRTC — Global real-time counter

The global real-time counter peripheral (GRTC) is an ultra-low power shared system timer. GRTC
implements a high-resolution system timer that is available in all power modes, including System OFF.

The system timer has a 1 ps resolution and is 52 bits wide. This provides a run time of 142 years after
initial power-on until the counter wraps around. It uses the 16 MHz clock when the high-speed clock is
active, but automatically switches to 32.768 kHz in the other power modes. It will continue to be updated
in all power modes. Due to the combination of clock sources, it has a 1 ps resolution and an accuracy
equal to the 32.768 kHz clock.

The main features of GRTC are the following:
e System timer — SYSCOUNTER

e 1 usresolution

¢ Runs on a fast 16 MHz clock

e Automatic synchronization of SYSCOUNTER with the internal low frequency timer for ultra-low
power operation

¢ Internal low frequency timer runs on LFCLK (32768 Hz clock)
¢ Internal low frequency timer can run while the device is in System OFF mode
e Multiple compare/capture channels on SYSCOUNTER
e PPl connection
¢ Periodic interval generation for one compare event
e Wake up from System OFF mode
e Supports split security for GRTC features
e Pulse Width Modulation (PWM)

¢ Single channel PWM
e Operates in System OFF mode
e Clock output on pin

e LFCLK
e Configurable divided fast clock output

The system timer is a high resolution timer which can be accessed by all processors in the system. It allows
the same system counter to be shared among all users. GRTC can operate in System OFF mode.

GRTC

16MHz clock domain

CAPTURE[0:n] —— ] SYSCOUNTER
cclo:n]

» COMPARE[0:n]

16MHz clock ———p»|

Always on power domain
LFCLK clock domain

LFCLK ————

Low frequency
timer

Figure 63: GRTC block diagram
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The internal low-frequency timer can run while in System OFF mode.

All GRTC registers are reset during wakeup from System OFF mode. However, the
SYSCOUNTER[mM].SYSCOUNTERL and SYSCOUNTER[m].SYSCOUNTERH registers are restored automatica